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I'maBa 1. Bsenenwue

1 BBepeHwue

LS11SW ssusiercst nporpammuoii peanmusaieii OO0 "JIMCCU-Codr" [1] cranmap-
ta PKCS#11 API [16], monosHeHHOrO 10/1epKKOii poccuiickux KpunrorpaduiecKux
AJI'OPUTMOB B COOTBETCTBHUU CO CIIelUMUKAIUSIMEI, BbIpAOOTAaHHBIMU TeXHUYeCKUM KO-
mureroMm 1o crangaprusanun (TK 26) "Kpunrorpadudeckas samura nndopmarmn" |2,
14]. Haumnast ¢ Bepcun 5.0, LS11SW nomaepxkusaer agropurmsr I'OCT P34.10-2012,
I'OCT P34.11-2012, a Tak»ke COILyTCTBYIOIINE aJrOPUTMBbI U IAPAMETPHI, OIIPEJIeJIEHHBIE
pykoBoggamumu gokymenTamu TK 26.

[Mommep:xka aaropurmMo poccuiickoit kpunrorpadpun B LS11SW ocymecrsisiercs: 6ub-
smorekoit ¢ maTepdeiicom PKCS#11. LS11SW mnossosisier paboTaTh TOJBKO C OSHIM
IPOTPAMMHBIM TOKEHOM, KOTOPBIN PACIIOJIArAeTCS B IPEIONpEeIeeHHOM MecTe (dailio-
BOI CuCTEMBI I10J1b30BaTeJIsl.

1.1 O630p apxnTeKkTypbl

LS11SW mpenocrasisier 6ubanoreky PKCS#11, tuHaMudecKn MOJKIIOYAEMYI0 PHU-
sokenneM. [Ipu wHUNMAIM3aN OUOINOTEKN CO3/IAETCS €MHCTBEHHBIN CIOT TS O
KJIFOUEHUsT y2Ke CO3J@HHOI'O IIPOrPAMMHOTO TOKeHa. [IporpaMMHBIN TOKEH CO31aeTcs B
daitIoBoit cucTeMe IMOJIB30BATENST IIPHU €0 JINIEH3NPOBAHNN.

LS11SW API sriouaer dyukiun, onucanubie B cnenudukarmu PKCS#11 API [16],
C y9YeTOM paCIIUPeHHsl aJrOPUTMaMU POCCUiicKoil Kpunrorpadun [14].

1.2 CucremHble TpeboBaHus

LS11SW peasnzoBana Kpocc-miardOpMEeHHBIM 00pa30M, TakK 4YTO OHA, B IPUHIIUIIE,
MO2KeT OBITH HOPTUPOBAHA B JIIOOYIO OIEPAIMOHHYIO CUCTEMY, TJI€ TOJIJIEPKUBAECTCS A3BIK
Cu. Tekymias Bepcusi paboraer B onepaimonabix cucreMax Windows, Linux u Mac OS
X ma 32-x u 64-x pa3psanbix maaTdopmax. MMeerca takrke BapuaHT OHMOJIMOTEKHU I
MOOUIBHBIX YCTPOWCTE ¢ ONeparonHoit cucremoii Android.

1.3 OcobeHHocTu peannsauynn

B LS11SW nomiepKuBaroTcst Bce POCCUICKIE KPUITOTpadrIecKue MeXaHU3MbI, OITpe-
nesiernblie B [14]. Bee kpunrorpadudeckne MEXaHU3MBbI MOJJIEPKUBAIOTCS OUOIHOTEKOI
mporpamMmuo. Kpome Toro, 6ubamnoreka mo3BoJisseT padoTaTh ¢ BPEMEHHBIMU CECCUOHHBI-
MH OObEKTaMU I BCEX MOAIEPKUBAEMBIX MEXAHI3MOB.
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

LS11SW mnomyepkuBaeT co3jgaHue U WCIOJb30BaHWE OOBEKTOB IapaMeTpoB JOMeHa
1pu cuMmmeTpudHoM tmudpoBannu. Eciu npu mudposanuu B kiode 3ajgan OID mocryr-
HOT'O JIJIsl TEKYIIel CeCCuu 00bEeKTa MapaMeTpPOB JOMeHa, TO Oy/IyT UCIIOJIb30BAHbI ITapa-
MeTPbI U3 3TOro oobekTa. ey 2ke Takoro o0bekTa HET, TO OY/IET MPEIIIPUHSATA TOIBITKA
HaiTH U UCIOJIb30BATh apaMeTpsl Jist fanaoro OID cpegu npemonpegeieHHBIX HAOOPOB
napamerpos, 3ajanibix B RFC 4357(8|. Takum o6pas3om, HaIMYne B CECCHU COOTBETCTBY-
IOMKUX O0BEKTOB HApaMETPOB JIOMEHA He SBJISeTCs 00g3aTeIbHBIM, €CJIM UCIOIb3YIOTCS
peJIolpe/iesieHHble Habophl apaMeTpoB. 3amerum, uro corsiacio RFC 4357(8], B 00b-
eKTax [apaMeTpoB JOMEHa MOI'YT ObITh 3aJaHbl TOJbKO pexkuMbl mudposarus CNT(0),
CFB(1) mmu CBC(2).

B LS11SW B kauecTBe aJIbTEPHATHBHOTO BAPpUAHTA PEAJM30BAH TAKXKE HECTAHIAPT-
mprit Mexauamsm CKM  GOST28147 CNT, mozBosgmonuii nCnoab30BaTh PEKUM ITH]D-
poBanust CN'T ¢ npegonpeesieHHbIME HaOOpaMu [1apaMeTpoOB, HE MPUMEHssE OObEKThI
mapaMeTpoB JIOMEHA.

Bamernm, uro npu mmdposanun B 0j0unbx pexknmax KCB u CBC ucxonubie mgaH-
HbIE JOJIKHBI MIOCTYIATh MOPIUAME, JIJIMHA KOTOPLIX KpaTHa pa3Mepy OJioka, T.e. 8-Mu
baitram. Opranuzalius Ia [JIMHTa IPU STOM BO3JIArAETCS Ha MPUKJIAIHYIO IIPOI'DAMMY.

Jst mexarusmoB 'OCT P34.10-2001, I'OCT P34.10-2012, I'OCT P 34.11-94 paspe-
IIAETCS UCIIOIB30BATH TOJILKO IMPEJIOIPEIe/IEHHbIE HAOOPHI TapAMETPOB, OIIPEJIeJIEHHBIE
B RFC 4357 u B nokymentax TK 26. O6beKThl mapaMeTpoB JIOMEHa IPU 3TOM HE WC-
nostb3ytorcst. AsrroputMbl ['OCT P 34.11-2012 BooOIme He MMEOT IapaMeTpPOB, HOITOMY
Bmecto OID mapamerpoB B cooTBeTcTByIONINX aTpubdyrax ykassiBaercs OID amropurma.

Ecin npu remeparum k/io9eBoil mapbl B IMab/IOHE 3aKPBITOrO KJIIOYA He ObLT 3a1aH
arpubyT CKA_ID, TO OH aBTOMATHYECKM yCTaHABIMBaeTCs paBHbIM SHA-1 or 3HadeHust
OTKPBITOTO KJIIOYA.

B wunTepecax mojiepkku poccuiickoit peasmsaruu crangapra PKCS#12 jponosnu-
TeNbHO peasm3oBaH Mexanm3M CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, ucnosabsy-
eMBbIil JJIsT TeHepaIuu KJ/IIo4Ya Ha I[1apoJie IPU BbIPAOOTKE U IPOBEPKE JAij2KecTa Xpa-
auauma. Kpome Toro, mobasien mexanusm CKM_G0ST28147_PKCS8_KEY_WRAP st yma-
KOBKI ¥ pacrakoBku 3akpbiToro kiaoda ['OCT P 34.10-2001 mo cranmapry PKCS#8
¢ TOMOIIBIO0 MHU(MPOBAHUsT CEKPETHBIM KJTFOUOM, T€HEPUPYEMOM Ha [1apoJie MEXaAHU3MOM
CKM_PKCS5_PBKD2.

OYHKITUU TeHEPAINN CJIYIalHbIX TUCEST MO/IEPKUBAIOTCST BCTPOCHHBIM B OHOJINOTEKY
KPUOTOrpApUIeCKIM TeHEePATOPOM.

Bubsimoreka mnomuepkuBaer paboTy W3 HECKOJIBKUX TTOTOKOB, OJHAKO II0 CTAHIAPTY
HeJIb3sI UCIOJIL30BATDL OMHY U TY K€ CECCHIO U3 PA3HBIX IOTOKOB.

KosnuuecTBo 0fHOBPEMEHHO OTKPBITBIX CECCUIl B MPUIOKEHUU HE JIOJIPKHO ITPEBBIIIATH
256.

Coznanne u JINIEH3UPOBAHNIE TOKEHA MIPOU3BOJUTCS 4depe3 web-unrepdeiic Ha calite
"JIMCCU-Codr"|[1]. TTocse sunensupoBannst Ha TOKEHe HY’KHO yCTaHOBUTH MeTKy 1 PIN
nosib3oBaresid. Ero najgpbHefIyo NHUNUAIU3AIUIO0 C IPUCBOEHUEM METKU U YCTAHOBKY
PIN mozkHO BbITIOMHATE JinOo yruauroi pllconf, mubo mporpamMmHuo.

[IporpaMMHbBIil TOKEH CUUTAETCS He U3BJIEKAEMBIM, [I09TOMY HUKAKHE COOBITHS HE CJI0-
Te 6ubMOTEKOM He perucTpupyrorcs. B cessu ¢ stum, dpyuknus C_WaitForSlotEvent
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

Hukorma He Bospamaer CKR_OK. Ecmm mpm BbrsoBe 3aman durar CKF_DONT_BLOCK, To
cpady Bo3ppaiaercss CKR_NO_EVENT. Eciu dyaknus Bbi3Bana ;0 C_Initialize wusm
C_Finalize Bei3Bana mnpu OokupoBantoit C_WaitForSlotEvent, To C_WaitForSlotEvent
cpasy 3apepiiaer pabory u Bosppamaer CKR_CRYPTOKI_NOT_INITIALIZED. Haxkomer, ec-
JI1 IPOTPaMMHBIN TOKEH He JInleH3upoBaH, TO Bo3BpalaeTcsd CKR_TOKEN_NOT_RECOGNIZED.
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I'maBa 2. OcHoBHbIE CBEJCHUSI

2 OcHoBHble cBeageHus

2.1 CocTaB un cTpykTypa
B cocras LS11SW Bxomsar:

e Bbubtsmoreka PKCS#11 1s11sw2012
e Yrumwinta Kouduryparuu pllconf
e Habop TecTOBBIX TpUMEPOB

e PyxoBoscTBO mporpaMmucTa

Nmena daitmoB nuHaAMIYIECKAX OMOINOTEK W BBIIOJIHSIEMBIX (bailylIoB B pa3HbIX OIepa-
IIMOHHBIX cucTemMax orianvatorcs. Hanpumep, B Windows umst caitia bubsimorexn 1s11sw2012
- 1s11sw2012.dll, B Linux - libls11sw2012.s0, B Mac OS X - libls11sw2012.dylib. 910 or-
JIMYUe HY>KHO YYUTBIBATH IIPU 3arpy3Ke OUOJIMOTEKU W3 MPUKJIAIHON ITpPOrpaMMbl. Bhi-
nostHsteMblit ¢aitan yruautsl pllconf 8 Windows nasweiBaercs: pllconf.exe, a B Linux u
Mac OS X - mpocro pllconf.

Ha6op recroBeix npumepos nocrasisiercs B Bujge CMake-tipoexra [18]. st reneparyun
cOOPOYHOTO IIPOEKTa Ha IEJIEBOI ITaTdopMe Hy»KHO CKadaTh W YCTAHOBUTH IIOCJIEIHIOIO
Bepcuto CMake, 3atem u3 nanku build BBITOJTHUTE KOMAHTY

cmake ..

B pesyabrare, B manke build 6yayT cozmanbl daiiyibl cOOPOTHOrO TPOEKTa, MOCJE Yero
HYKHO IPOJIOJIKUTE COOPKY TECTOB Y Ke JIJIsT 9TOrO MPOEKTa. 3AIyCK BCEX TECTOB Ha
BBIIIOJIHEHNE MOXKHO IPOU3BECTU KOMaH0M ctest.

2.1.1 Bubnwnoteka Is11lsw2012

Bubsmoreka PKCS#11 API Is11sw2012 mosmKHA OBITH 3arpy»KeHa IIPUKJIAIHON Tpo-
rpaMMoOii JJMHAMUYECKH, [IOCJIe Yero U3 Hee n3BjeKaercd cuucok dynkiuit PKCS#11.

Barem BbI3bIBaeTCst pyHKkmsa C_Initialize, ¢ KoTopoit HaunHaeTCs pabora ¢ GubIHO-
Tekoit 1o crangapry PKCS#11.

2.1.2 lMNopaaep>xnBaemble TUMNblI 00BHLEKTOB

ITporpammusiit Toker LS11SW B ciiore 0 MoXKeT XpaHUTh OOBEKTHI KJIFOUEBOU IIa-
pet (CKO_PRIVATE_KEY, CKO_PUBLIC_KEY) tumna CKK_GOSTR3410 miun CKK_GOSTR3410_512,

ANMCECH

codot 7



I'maBa 2. OcHoBHbIE CBEJCHUSI 2.1. CocraB u CTpyKTypa

06bekThl cepruduraroB CKO_CERTIFICATE tuma X.509, 06bekThl manuabix CKO_DATA, KJ1io-
YU JJIS CAMMETPUYIHOTO Mu@POBAHUS U XEITUPOBAHUSI, & TAKXKe IMapaMeTphl JIOMEHA.

Ha Towm ke mysieBOM cjioT€ MOTYyT OBITH CO3JaHBI BPEMEHHBIE CECCHOHHBIE OOBEKTDHI
[IEPEIUCTCHHBIX TUTIOB.

2.1.3 lNoppep>xnBaemblie MexaHU3Mbl

LS11SW nomnepxupaer caemyromue Mmexaau3mbl PKCS#11:
e CKM_GOST28147_KEY_GEN
e CKM_GOST28147
e CKM_GOST28147_KEY_WRAP
e CKM_GOST28147_ECB
e CKM_GOST28147_CNT
e CKM_GOST28147_MAC
e CKM_GOST28147_KEY_CPDIVERSIFY
e CKM_GOST28147_PKCS8_KEY_WRAP
e CKM_GOSTR3411
e CKM_GOSTR3411_12_256
e CKM_GOSTR3411_12_512
e CKM_GOSTR3411_HMAC
e CKM_GOSTR3411_12_256_HMAC
e CKM_GOSTR3411_12_512_HMAC
e CKM_GOSTR3411_12_256_HMAC_KDF
e CKM_GOSTR3410_KEY_PAIR_GEN
e CKM_GOSTR3410_512_KEY_PAIR_GEN
e CKM_GOSTR3410
e CKM_GOSTR3410_512
e CKM_GOSTR3410_WITH_GOSTR3411
e CKM_GOSTR3410_WITH_GOSTR3411_12_256

e CKM_GOSTR3410_WITH_GOSTR3411_12_512

ANMCECH
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I'maBa 2. OcHoBHbIE CBEJCHUSI 2.2. VcraHOBKa

e CKM_GOSTR3410_DERIVE

e CKM_GOSTR3410_12_DERIVE

e CKM_GOSTR3410_KEY_WRAP

e CKM_GOSTR3410_PUBLIC_KEY_DERIVE
e CKM_PKCS5_PBKD2

e CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC
e CKM_TLS_GOST_KEY_AND_MAC_DERIVE
e CKM_TLS_GOST_PRE_MASTER_KEY_GEN
e CKM_TLS_GOST_MASTER_KEY_DERIVE
e CKM_TLS_GOST_PRF

e CKM_SHA_1

e CKM_MD5

Cornacuao crapgapry PKCS#11, snadennsa noseit ulMinKeySize u ulMaxKeySize B
crpykType CK_MECHANISM_INFO me ucnosib3yiorcs juisi mexanu3dmoB ['OCT. B nannoit
peayu3aluu 3HaYeHus STUX HoJeil comepxkar g MexanusmoB ['OCT P34.10 pasmep
3aKPBITOrO Kioda B 6urax (256 mam 512), mrs mexannsmos 'OCT 28147-89 - pasmep
kJjro4a mudpoanust B baiirax (32), mist mexanusma CKM_TLS_GOST_MASTER_KEY_DERIVE
- pa3mep Macrep-Kitoda B Gajirax (48). Bee a1u 3HaYeHUs] UMEIOT YUCTO MHMOPMAIMOH-
HBII XapaKTep M He UCIOJb3YIOTCS B aJlOPUTMaX OMOJIMOTEKH.

2.2 YcraHoBKa

Bubsimoreka 1s11sw2012 ycranaBiuBaeTcs B IiejIeByIO Hallky. Kpome Toro, Tyja e
ycTaHaBIuBaeTCcs yruyinTa KoHdurypanun pllconf.

Baxxnoe 3ameuanme. Ha memeBoit mrardopme HyKHO 00€CIeINTh MPUKJIAIHBIM ITPO-
rpaMMaM BO3MOXKHOCTb HAWTU OMOJIMOTEKH W yTUJIMTHI 110 UMEHAM IIyTeM J00aBJ/IEHUS
ITOJTHOI'O IIyTH K COJEeprKallleil uxX Iamke K 3HadeHHto nepemenHoit cpenbl PATH wm
LD_LIBRARY_PATH, B 3aBUCUMOCTH OT OIIE€PAIIMOHHOI CUCTEMBI.

Jlokymenrarust u TecToBble mpuMephl it LS11SW ckaumpatoTcst OT/IeJIBHO ¢ cafita

" TICCHU-Codr"[1].

ANMCECH
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IimaBa 2. OcHoBHBIE CBeeHUST 2.3. CosznaHue nNporpaMMHOTO TOKEHA

2.3 Co3paHne nporpaMMHOro TokeHa

[IporpaMMHBIil TOKEH CO3/IaeTCs B IIPEJOIIPEIEIEHHOM MecTe (ailjioBOil CHCTEMBI 1T0JTh-
30BaTelIsd B IIPOIEcce JHajiora ¢ cepBepoM depe3 web-unrepdeiic Ha caitre "JIMMCCU-
Codr"[1]. DroMy nmporpaMMHOMY TOKEHY IPUCBAMBAETCS YHUKAIBHBIN cepuitHblii HOMED,
10T, KOTOPBIM OH PErUCTPUPYETCsl Ha CepBepe B COOTBETCTBUHU C ero Jmrensueit. C naH-
HBIM ITPOIPAMMHBIM TOKEHOM CMOXKET PabOTATh TOJIHKO TOT MOJb30BATE/h, KOTOPBIA €ro
COBJIaBAJI, IPUYIEM TOJBKO HA TOM YK€ KOMITBIOTEPE M B TOM Ke OIEPAIMOHHON CHCTeME.

Jst pasmemntenns (ailioB mporpaMMHOro TokeHa B cucrteme Windows mcmosib3yer-
cs manka %USERPROFILEY,/.LS11SW B drailjioBOM IMpOCTpaHCTBE IMOJIb30BaTe N st. B cucre-
Me Linux juisi Toit 2Ke IeJin B JIOMAIITHEM KaTAJIOre 0JIb30BATE/sI UCIIOIb3YeTCs IalKa
.LS118W.

IIporpaMMHBI# TOKEH MEPBOHAYAJIBHO CO3/IA€TCS HE MHUIMATU3UPOBAHHBIM, C IIyCTOMN
merkoil u 6e3 PIN nosp3oBaresisi. MHuma n3amnus TOKeHa ¢ IPUCBOCHUEM METKU U Ha-
suadenue PIN mosib3oBaresiss MOTYyT OBIThH BBITIOJIHEHBI ¢ TOMOIIBIO web-unTepdeiica, yTu-
quTbl Koudurypanuu pllconf (cm. pasmen "Vrunura koudurypanun") mwin nporpaMm-
vo ¢yuknusmu PKCS#11. Jljass co3MaHHOrO TOKEHA YCTAHABJIMBAETCST YMATINBAEMOE
suadenne PIN agvuamncTparopa 6e3omacHocru (Security Officer min cokparmenno SO) —
87654321.

3amMeTnM, 9To JJIsl JOCTYIIA K IPOIPAMMHOMY TOKEHY B (DailJIoBOM IPOCTPAHCTBE [10JIhb-
zoaress SO Jo/KeH paboTaTh B ceaHce MMoJib30BaTesst TokeHa. DakTuieckn 570 03HA-
JaeT, 9To JJIs mporpaMMuoro Tokena LS11SW SO u mosib30BaTe/ib TOKEHA — 3TO OJHO U
TO XKe JuIo, xors 3uadenusi PIN y SO u nosib3oBaTesist MOTyT ObITh pa3HBIMU.

Eciin o kakoii-To mpudnHe (aiijibl TPOrpaMMHOIO TOKEHA OKA3aJIUCh OBPEXKIEeHHBI-
MM, TO TAIKY MPOI'PAMMHOIO TOKEHA MOYKHO V/JAJIUTh M IIPOBECTH JIUIEH3UPOBAHUE 3a-
HOBO. llockobKy B 6ase JaHHBIX CepBepa yrKe MMEETCST 3alliCh O MPEeIbIAYIINEM JIUIEeH-
3UPOBAHUM, TO IIOBTOPHOE JINIIEH3UPOBAHUE HE MOTPEOYET OIJIATHI.

2.4 YTnnnta koHcpurypaummn

LS11SW mnpenocrapisier yTuymTy KoMmauIHOW cTpoku pllconf st KoHuUrypuposa-
HUsl ¥ JIMUHUCTPUPOBAHUS TOKEHOB, IMOJIJICPKUBAEMBIX B CHCTEME. Y THJIUTa PaboTaeT
nckJiounTe bHo Yepe3s AP, mosTomy ee MOXKHO MPUMEHSITE JJTsT pabOTHI ¢ JTFOOBIMU OUO-
smorekamu PKCS#11, a He Tosibko ¢ 1sl1lsw.

BamernmM, 9TO ¢ (DJIArOM -C 3aJ[aeTCsi UICHTUPUKATOP CJIOTA. DTOT UIAEHTU(PUKATOP
HeO0OXO0/IMMO 3a/[aBaTh, KOTJIa OIePallis BBIIOJHAETCH ¢ KOHKPETHBIM TOKeHOM. VienTu-
dpUKATOPHI BCEX CJIOTOB MOXKHO MOJIYYUTH C (DJIATOM -S.

YVTunaura 1npeiocTaBiseT BOSMOXKHOCTH, O KOTOPBIX COOOIAETCs IIPH 3aIlyCKe KOMAH, bl
pliconf -h. K HuM OTHOCSTCS WHUNMAIU3AINNST TOKEHA, WHUIMAJIU3AIUS U U3MEHEHUE
PIN agmunuctparopa 6e3omnacuoctu, nHunnaansamus n u3menenne PIN monb3oBaresns u
gp. Cutestyroriue IpuMephl MOKA3bIBAIOT oty yTuauTsl pllconf u Beigauy nadopmalun
0 CJIOTaX B CHCTEME JI0 MHUITHATU3AINN TOKEHOB.

> ./pliconf -h

ANMCECH
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IimaBa 2. OcHoBHBIE CBeeHUST 2.4. ¥Yrunura KoHuUrypamuu

usage: plliconf [-hitsmIupPred] -A APIpath [-c slotID
-U userPin -S SOPin -n newPin -L labell]

-h display usage

-i display PKCS11 info

-t display token info

-s display slot info

-m display mechanism list

-I initialize token

-u initialize user PIN

-p set the user PIN

-P set the SO PIN

-r remove all objects

-e enumerate objects

-d dump enumerated object attributes

2.4.1 Mony4eHne nHcpopmaummn o bubnuoTteke

> ./pliconf -A 1s11sw2012 -i
PKCS#11 Info
Version 2.30
Manufacturer: LISSI-Soft
Flags: 0x0
Library Description: 1s11sw2012 PKCS#11 library
Library Version 5.0
0K

I[aHHaH IIporpaMMa TaKzKe ITO3BOJISACT BBLIIIOJIHATH HEKOTOPBIEC ITPOCTHIE 3allIPOCHI CJIO-
TaM U TOKeHaM, HallpuUMep IJId IIOJTyIeHUA I/IH(i)OpMaHI/II/I O CJIoTaX, TOKeHaX U IJId I10JIy-

YCeHHA CIIUCKa ITOJJACP2KNBaeMbIX MEXaHU3MOB.

2.4.2 Tony4eHue nicgopmaymnm o cnorax

> ./pliconf -A 1s11sw2012 -s

Slot ID O Info
Description: LS11SW Slot O
Manufacturer: LISSI-Soft
Flags: 0x7 (TOKEN_PRESENT)
Hardware Version: 1.0
Firmware Version: 1.0

0K

2.4.3 lMony4eHne nHcgopmaumn o TokeHe

> ./pliconf -A 1s11sw2012 -t -c O
Token #0 Info:

A CS(:CIQCbT
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Label: Token Label

Manufacturer: LISSI-Soft

Model: LS11SW

Serial Number: 1234567887654321
Flags: 0x40C (LOGIN_REQUIRED|USER_PIN_INITIALIZED|TOKEN_INITIALIZED)
Sessions: 0/256

R/W Sessions: 0/256

PIN Length: 4-32

Public Memory: OxFFFFFFFF/OxFFFFFFFE
Private Memory: OxFFFFFFFF/OxFFFFFFFF
Hardware Version: 1.0

Firmware Version: 1.0

Time: 18:58:42

0K

[IporpaMmHbBI#il TOKEH CO3/MAETCS He MHUITMAJIN3UPOBAHHBIM. [Iperkie ueM npuiioxKeHne
CMOKET HCIIOJIb30BaTh HOBBINH TOoKeH LS11SW, HYKHO BBIMOJIHUTD CJIEIYIONINE HAYA -
Hble Maru (KaxK0My IIary COOTBETCTBYET HPUMED KOJa):

2.4.4 NHuumnanusaums TokeHa

Ilepes ucnosb30BaHHEM TOKEHA OH JIOJIKEH ObITh OJHAK/Ibl MHUIUAIM3upoBaH. Kiro-
Y€BOIl YACTHIO JAHHOTO IIPOIECCa SIBJISETCS HasHAUeHe TOKEHY YHIKAJIBHON METKH (1Me-
mn). dyst sroro nonanoburcs PIN agmunucrparopa Gesonacnocru (SO) [yu1st fanHOoro
tokena (HagasnbHoe 3Hadenue SO PIN mis Tonasko uro cosgannoro Tokena LSIISW —
87654321).

Bameuanne. Bee 3nauenuss PIN orobpazkaroTcest 3Be3I09KaMU [IPH BBO/IE.

> ./pliconf -A 1s11sw2012 -I -c O
Enter the SO PIN: 87654321
Enter a unique token label: LissiSW

To >xe caMoe MOYKHO BBITIOJTHUTE, 3aaBast 3naderns SO PIN u meTku npsiMmo B KOMaHIHOM
CTPOKe:

> ./pliconf -A 1s11sw2012 -I -c O -S 87654321 -L LissiSW

2.4.5 Hasnauvenune PIN agmuHuctpatopa 6e3onacHocTu

IIpaBuabHON OpraHM3aIMOHHON MPAKTUKON SIBIASETCA M3MEHEHNe aIMUHICTPATOPOM
6ezomracHoctu ceoero PIN cpasy mociie mHuInan3anum Tokena. JagHast mpomneaypa IpeaoT-
Bpalia€T BO3MOXKHOCTb MHUIHAJIN3UPOBATH TOKEH ITOCTOPOHHUM JIMIaM U YAAJIUTb TEM
caMbIM BCe CO3J[aHHBbIe O0BEKTHI (HAIPUMED, KJIIOUU U CePTUMDUKATHI).

> ./pliconf -A 1s11sw2012 -P -c O
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Enter the SO PIN: 87654321
Enter the new SO PIN: 76543210
Re-enter the new SO PIN: 76543210

BapuanT BBO/IA B KOMaHIHOM CTpPOKE:
> ./pliconf -A 1s11sw2012 -P -c 0 -S 87654321 -n 76543210

PIN ne obs13aTebHO 10IKeH ObITEH UG POBBIM, JOIMYCKAIOTCS JIOObIE CUMBOJIBI, HO BO
n3bexkaHue IpobJIeM ¢ KOAUPOBKAMU PEKOMEHIYeTCsl HCIOIb30BATH JIATHHCKY IO IIOJIOBUHY
KOJIOBO# TaOJIAIIbI.

2.4.6 NHuumanusaumsa nonb3oBaTtenbckoro PIN

Jlannast omepalidsi BBIMOJHSETCA aJMUHACTPATOPOM 0OE30IIaCHOCTH IIepe]] Iepeiadeit
TOKeHa I10JIb30BaTes 0. [IporpaMMHBIil TOKEH M3HA4YaJIbHO co3jiaeTcs B (hailsloBOM IIpO-
CTPAHCTBE MOJIL30BaTE s, OJHAKO (hopMasbHble TPEDOBAHUS CTaHIAPTA JOJKHBI ObITh
BBITIOJIHEHBI U JIJIST HETO.

> ./pliconf -A 1s11sw2012 -u -c O
Enter the SO PIN: 76543210

Enter the new user PIN: 12345678
Re-enter the new user PIN: 12345678

BapuanTt BBOIA B KOMaHIHOM CTpPOKE:

> ./pliconf -A 1s11sw2012 -u -c 0 -S 76543210 -n 12345678

2.4.7 N3meHeHnue nonb3osBaTtensbckoro PIN

IlepBoe, YTO HOJIZKEH CJIEIATH MOJIH30BATEJb IIOCIE IIOJIy YeHHsT TOKEHA OT aJIMIHHUCTPAa-
Topa GezomacHocTH, - 310 u3meHernune PIN.

> ./pliconf -A 1s11sw2012 -p -c O
Enter user PIN: 12345678

Enter the new user PIN: 01234567
Re-enter the new user PIN: 01234567

BapuanT BBOZIa B KOMaHIHON CTPOKE:
> ./pliconf -A 1s11sw2012 -p -c O -U 12345678 -n 01234567

Ecin snagenune SO PIN 11 ToKeHa IOTEPSIHO, 8 TOKEH 3a0JIOKUPOBAH M3-38, HECKOJIb-
kux BBOJIOB HeBepHOro PIN, to mrratubiMu cpesicrBavu LS11SW pazbsiokupoBaTh TOKEH
HEJIB3sI U3 COOOPAXKEHM T CEKPETHOCTH €0 JAHHBIX — €r0 MOXKHO TOJIBKO CO3/IATh 3aHOBO.

Sameuanne. Haganbuoe snauenne USER PIN, ycranosiennoe SO, 3amperaercs B
JaJIbHERIIIEM yCTAHABINBATH IIOJIH30BATENIO U3 COOOparkeHuii 6e301acHOCTH.

/\IACSCCIA
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I'maBa 3. IlporpammvupoBanue

3 lNlporpammupoBaHune

Bce npusenennble HurkKe IIpUMepbI cofleprKaTcs B rarnke npoekra tests. s ymobersa
cOOPKHU IIPUMEPOB TaM Ke cojepKuTcs coopounnlii paitn CMakeLists.txt nyst renepaiuu
TecToBoro npoekra ¢ nomorpio CMake [18]. Boiigure B manky tests/build u Bbimosure
13 KOMaH/IHOW CTPOKU KOMAaH/Ly:

>cmake

B pesysibrare BbinoJiHeHNsT KOMaH bl B nanke tests/build renepupyrorcest npoekrabie daii-
JIBL JIJIs1 Bareit cbopounoii cucrembl. Hampumep, st MSVS GyayT co3maHbl MPOEKTHBIE
daiisiel 11t pernenns 1sllsw_tests.sln, a g Linux - coorBeTcTByIonuit make-daii.
JlabHeiinnyio cOOPKY MPOU3BOIAUTE y2Ke Ballleil COOPOTHON CHCTEMOIH.

Bce cbopounbie mpomMekyToOdHbIE U PE3YJIbTUPYIOINTHE (ailiibl Oy/IyT CO3/aHbI B HAIIKE
tests/build.

3.1 PyHkuUKM obuiero Ha3Ha4YeHUs

Bo Bcex mpuBeieHHBIX jajiee IpUMepax UCIOJIb3YIOTCs (DYHKIMHI OOIINEero Ha3HAUEHUS,
[pejcTaBIeHHble B dailjiax test_common.h u test_common.c. 31eCh IPUBOIAATCI UCXOJ-
HbIE€ TEKCTBI 3TUX (bailioB, ITOOBI OBLIO TOHSITHO, JAJIs 9€ro 9TU (PYHKIINHA UCIOIb3YIOTCA
B T€CTOBBIX IIpUMEpax.

JImctunr 3.1: test common.h

#pragma once

#ifdef WIN32
#include <windows.h>
#include <conio.h>
#else

#include <unistd .h>
#include <dlfcn .h>
#include <termios.h>
#include <strings.h>
#include <nl types.h>
#include <sys/time.h>
#endif

#include <stdio .h>
##include <stdlib .h>
#include <string.h>

ANMCECH
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#include <memory.h>

#include <sys/types.h>
#include <sys/timeb.h>
#include "pkcsilctrl.h"

#ifdef WIN32

#define PKCS11 API PATH "1s11sw2012"

#elif  APPIE

#define PKCS11_API PATH "1ibls11sw2012.dylib"
#else

#define PKCS11 API PATH "1ibls11sw2012.so"
#endif

extern CK CHAR =xapi_ path;
extern CK CHAR xuser pin;
extern CK UTFS8CHAR #*so pin;

#define PIN_SIZE 80

#define BACK_SPACE ’\b’
#define LINE FEED ’\n’

#define CARRIAGE RETURN ’\r’

#define END OF TEXT 0x03 // ETX (Ctrl—C)

#ifdef WIN32

extern HMODULE dll;

#else

extern void xdll;

#endif

extern CK FUNCTION LIST PTR funcs;

extern CK_C_ Ctrl pctrl;

extern CK_C INITIALIZE ARGS xpinit args os_ locking;
extern CK C INITIALIZE ARGS *pinit args app_ locking;
extern CK SLOT ID Slotld;

extern CK SLOT ID PTR SlotList;

extern CK ULONG SlotCount;

#define SYSTEMTIME struct timeb
#define GetSystemTime (x) ftime (x)

long process time(struct timeb tl, struct timeb t2);
void show error( char xstr, CK RV rc );

void process ret code( CK RV rc );

void print hex( CK BYTE xbuf, CK ULONG len );

int print_ bytes (CK BYTE xbuf, CK ULONG len, char xstr);

ANMCECH
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CK RV AppCreateMutex (void #xpmutex) ;
CK_RV AppDestroyMutex (void smutex) ;
CK RV AppLockMutex (void smutex) ;
CK_RV AppUnlockMutex (void smutex) ;
CK RV get function list (CK CHAR xapi_ path, CK FUNCTION LIST PTR
xpfuncs) ;
CK RV init (CK _CHAR xapi path,
CK_FUNCTION LIST PTR x*pfuncs,
CK_C_INITIALIZE ARGS *pinit args);
CK RV cleanup (CK_FUNCTION LIST PTR funcs);
CK RV get slot _list (CK_FUNCTION LIST PTR funcs,
CK _SLOT ID sxppSlotList ,
CK_ULONG xpulSlotCount ) ;

CK RV find slot with token (CK FUNCTION LIST PTR funcs,

CK _SLOT ID sxpSlotList ,

CK_ULONG ulSlotCount ,

CK_SLOT ID xpSlotld);
char *get mechanism name(CK_MECHANISM TYPE) ;
CK_RV display pkesll info(CK FUNCTION LIST PTR funcs);
CK_RV display slot info (CK_FUNCTION LIST PTR funcs, CK SLOT ID

SlotId);

CK_RV display token info(CK FUNCTION LIST PTR funcs, CK_ SLOT ID
SlotId);

CK_RV display mechanisms (CK_FUNCTION LIST PTR funcs, CK SLOT ID
slot _id);

CK_RV pin_callback (
CK_SESSION HANDLE hSession ,
CK_NOTIFICATION event , // CKN_LISSI PIN CALLBACK
CK_VOID PTR pApplication // output PIN buffer here
)
CK_RV test main(int argc, char xargv|]|) ;
CK_RV check value(CK BYTE xvalue, CK ULONG len, CK BYTE xeth,
CK_ULONG eth len);

#define CHECK(v, len, ethalon) \

do { \
if ((rc = check value(v, len, ethalon, sizeof(ethalon))) !=
CKR OK) { return rc; } \

} while (0)

JIuctuar 3.2: test common.c

#include "test_common.h"

ANMCECH
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#pragma warning(disable : 4996)

CK_FUNCTION LIST PTR funcs = NULL;
CK_C_Ctrl pctrl = NULL;

#ifdef WIN32

HMODULE d11 ;

#else

void xdll;

#endif

CK_UTFS8CHAR s*user pin = "01234567";
CK UTFS8CHAR *so pin = "76543210";
CK CHAR xapi path = PKCS11 API PATH;
CK_SLOT ID Slotld;

CK_SLOT ID PTR SlotList = NULL;

CK _ULONG SlotCount = 0;

CK_C_INITIALIZE ARGS cinit_args os_locking = {
NULL,
NULL,
NULL,
NULL,
CKF_ OS LOCKING OK,
NULL} ;
CK_C_INITIALIZE ARGS cinit args app locking = {
AppCreateMutex ,
AppDestroyMutex ,
AppLockMutex ,
AppUnlockMutex ,
0,
NULL} ;
CK_ C INITTIALIZE ARGS =xpinit args os locking =
&cinit args os locking;
CK_ C INITIALIZE ARGS xpinit args app_ locking =
&cinit args app locking;

long process time (struct timeb tl, struct timeb t2)

{
long ms = t2. millitm — t1.millitm;
time t s = t2.time — tl.time;
while (ms < 0) {
ms += 1000;
s——;
}
AMCECH
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ms += (long) (s%1000);
return ms;

}
void process ret code( CK RV rc )
{
switch (rc) {
case CKR OK:
printf(" CKR_OK"); break ;
case CKR CANCEL:
printf(" CKR_CANCEL"); break ;
case CKR HOST MEMORY:
printf(" CKR_HOST_MEMORY"); break ;
case CKR SLOT ID INVALID:
printf(" CKR_SLOT_ID_INVALID"); break;
case CKR_GENERAL ERROR:
printf(" CKR_GENERAL_ERROR"); break;
case CKR_ FUNCTION FAILED:
printf(" CKR_FUNCTION_FAILED"); break ;
case CKR ARGUMENTS BAD:
printf (" CKR_ARGUMENTS_BAD"); break ;
case CKR _NO EVENT:
printf (" CKR_NO_EVENT"); break;
case CKR NEED TO CREATE THREADS:
printf (" CKR_NEED_TO_CREATE_THREADS"); break ;
case CKR_ CANT [LOCK:
printf (" CKR_CANT_LOCK"); break;
case CKR ATTRIBUTE READ ONLY:
printf(" CKR_ATTRIBUTE_READ_ONLY”); break;
case CKR_ATTRIBUTE SENSITIVE:
printf(" CKR_ATTRIBUTE_SENSITIVE"); break;
case CKR_ ATTRIBUTE TYPE INVALID:
printf(" CKR_ATTRIBUTE_TYPE_INVALID"); break;
case CKR_ATTRIBUTE VALUE INVALID:
printf(" CKR_ATTRIBUTE_VALUE_INVALID"); break;
case CKR DATA INVALID:
printf(" CKR_DATA_INVALID"); break ;
case CKR DATA IEN RANGE:
printf(" CKR_DATA_LEN_RANGE"); break;
case CKR DEVICE ERROR:
printf(" CKR_DEVICE_ERROR"); break ;
case CKR_DEVICE MEMORY:
printf (" CKR_DEVICE_MEMORY"); break ;

case CKR DEVICE REMOVED:
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printf (" CKR_DEVICE_REMOVED");
case CKR_ENCRYPTED DATA INVALID:
printf(" CKR_ENCRYPTED_DATA_INVALID");
case CKR_ENCRYPTED DATA LEN RANGE:
printf (" CKR_ENCRYPTED_DATA_LEN_RANGE");
case CKR_FUNCTION CANCELED:
printf (" CKR_FUNCTION_CANCELED");
case CKR_FUNCTION NOT_ PARALLEL:
printf(" CKR_FUNCTION_NOT_PARALLEL");
case CKR FUNCTION NOT SUPPORTED:
printf(" CKR_FUNCTION_NOT_SUPPORTED");
case CKR_KEY HANDLE INVALID:
printf(" CKR_KEY_HANDLE_INVALID");
case CKR_KEY SIZE RANGE:
printf(" CKR_KEY_SIZE_RANGE");
case CKR_KEY TYPE INCONSISTENT:
printf(" CKR_KEY_TYPE_INCONSISTENT");
case CKR KEY NOT NEEDED:
printf(" CKR_KEY_NOT_NEEDED");
case CKR KEY CHANGED:
printf (" CKR_KEY_CHANGED");
case CKR_KEY NEEDED:
printf (" CKR_KEY_NEEDED");
case CKR_KEY INDIGESTIBLE:
printf(" CKR_KEY_INDIGESTIBLE");
case CKR_KEY FUNCIION NOT PERMITTED:

printf (" CKR_KEY_FUNCTION_NOT_PERMITTED");

case CKR KEY NOT WRAPPABLE:
printf (" CKR_KEY_NOT_WRAPPABLE");
case CKR KEY UNEXTRACTABLE:
printf (" CKR_KEY_UNEXTRACTABLE");
case CKR_ MECHANISM INVALID:
printf(" CKR_MECHANISM_INVALID");
case CKR_MECHANISM PARAM INVALID:
printf(" CKR_MECHANISM_PARAM_INVALID");
case CKR_OBJECT HANDLE INVALID:
printf(" CKR_OBJECT_HANDLE_INVALID");
case CKR OPERATION ACTIVE:
printf(" CKR_OPERATION_ACTIVE");
case CKR_OPERATION NOT INITIALIZED:
printf(" CKR_OPERATION_NOT_INITIALIZED");
case CKR PIN INCORRECT:
printf(" CKR_PIN_INCORRECT");

case CKR PIN INVALID:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;

ncgH,,
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printf (" CKR_PIN_INVALID");
case CKR_PIN LEN RANGE:
printf (" CKR_PIN_LEN_RANGE");
case CKR_PIN EXPIRED:
printf (" CKR_PIN_EXPIRED");
case CKR PIN LOCKED:
printf(" CKR_PIN_LOCKED");
case CKR SESSION CLOSED:
printf(" CKR_SESSION_CLOSED");
case CKR_ SESSION COUNT:
printf(" CKR_SESSION_COUNT");
case CKR SESSION HANDLE INVALID:
printf(" CKR_SESSION_HANDLE_INVALID");
case CKR SESSION PARALLEL NOT SUPPORTED:

printf(" CKR_SESSION_PARALLEL_NOT_SUPPORTED");

case CKR SESSION READ ONLY:

printf(" CKR_SESSION_READ_ONLY");
case CKR_SESSION EXISTS:

printf(" CKR_SESSION_EXISTS");
case CKR SESSION READ ONLY EXISTS:

printf (" CKR_SESSION_READ_ONLY_EXISTS");
case CKR SESSION READ WRITE SO EXISTS:

printf(" CKR_SESSION_READ _WRITE_SO_EXISTS");
case CKR_SIGNATURE INVALID:

printf (" CKR_SIGNATURE_INVALID");
case CKR SIGNATURE LEN RANGE:

printf (" CKR_SIGNATURE_LEN_RANGE");
case CKR TEMPLATE INCOMPLETE:

printf (" CKR_TEMPLATE_INCOMPLETE");
case CKR TEMPLATE INCONSISTENT:

printf(" CKR_TEMPLATE_INCONSISTENT");
case CKR TOKEN NOT PRESENT:

printf (" CKR_TOKEN_NOT_PRESENT");
case CKR TOKEN NOT RECOGNIZED:

printf(" CKR_TOKEN_NOT_RECOGNIZED");
case CKR_TOKEN WRITE PROTECTED:

printf(" CKR_TOKEN_WRITE_PROTECTED");
case CKR _UNWRAPPING KEY HANDLE INVALID:

printf(" CKR_UNWRAPPIN&_KEY_HANDLE_INVALID");

case CKR_UNWRAPPING KEY SIZE RANGE:
printf(" CKR_UNWRAPPING_KEY_SIZE_RANGE”);
case CKR_UNWRAPPING KEY TYPE INCONSISTENT:

printf(" CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT");

case CKR USER_ALREADY LOGGED IN:

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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printf (" CKR_USER_ALREADY_LOGGED_IN");
case CKR USER NOT LOGGED IN:
printf (" CKR_USER_NOT_LOGGED_IN");
case CKR_USER_PIN NOT INITIALIZED:
printf (" CKR_USER_PIN_NOT_INITIALIZED");
case CKR_USER TYPE INVALID:
printf (" CKR_USER_TYPE_INVALID");
case CKR USER ANOTHER AILREADY LOGGED IN:
printf(" CKR_USER_ANOTHER_ALREADY_LOGGED_IN");
case CKR USER TOO MANY TYPES:
printf(" CKR_USER_TOO_MANY_TYPES");
case CKR WRAPPED KEY INVALID:
printf(" CKR_WRAPPED_KEY_INVALID");
case CKR_ WRAPPED KEY IEN RANGE:
printf (" CKR_WRAPPED_KEY_LEN_RANGE");
case CKR_WRAPPING KEY HANDLE INVALID:
printf(" CKR_WRAPPING_KEY_HANDLE_INVALID");
case CKR_ WRAPPING KEY SIZE RANGE:
printf(" CKR_WRAPPING_KEY_SIZE_RANGE");
case CKR_WRAPPING KEY TYPE INCONSISTENT:
printf (" CKR_WRAPPING_KEY_TYPE_INCONSISTENT");
case CKR_RANDOM SEED NOT SUPPORTED:
printf (" CKR_RANDOM_SEED_NOT_SUPPORTED");
case CKR_ RANDOM NO RNG:
printf (" CKR_RANDOM_NO_RNG");
case CKR BUFFER TOO SMAILL:
printf (" CKR_BUFFER_TOO_SMALL");
case CKR _SAVED STATE INVALID:
printf (" CKR_SAVED_STATE_INVALID");
case CKR_INFORMATION SENSITIVE:
printf(" CKR_INFORMATION_SENSITIVE");
case CKR STATE UNSAVEABLE:
printf(" CKR_STATE_UNSAVEABLE");
case CKR_CRYPTOKI_NOT_INITIALIZED:
printf(" CKR_CRYPTOKI_NOT_INITIALIZED");
case CKR_CRYPTOKI ALREADY INITIALIZED:
printf(" CKR_CRYPTOKI_ALREADY_INITIALIZED");
case CKR MUTEX BAD:
printf(" CKR_MUTEX_BAD");
case CKR MUIEX NOT LOCKED:

printf(" CKR_MUTEX_NOT_LOCKED");

break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;
break;

break;
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void show error( char xstr, CK RV rc )
{
printf("%s returned: O0x%x", str, rc );
process ret code( rc );
printf("\n");

}

void print hex( CK BYTE xbuf, CK ULONG len )

{
CK_ULONG i = 0, j;

while (i < len) {
for (j=0; (j < 8) && (i < len); j++, i++)
printf ("0x%02x, ", buf[i] & O0xff);
printf("\n");

}
printf("\n");
}
int print_ bytes (unsigned char xbuf, unsigned long len, char xstr
)
{
unsigned long i, j;
for (i=0, j=0; i<len; i++) {
if (1!'=0 && 1%8==0) {
j += sprintf(str+j, "\n");
}
j = sprintf(str+j, "0x%.2x, ", buf[i]);
}
sprintf(str+j,"\n");
return 0;
}

CK RV get function list(CK CHAR xapi path,
CK_FUNCTION LIST PTR xpfuncs)
{

CK RV rc = CKR _OK;
CK_ C_GetFunctionList pfoo = NULL;

printf("get_function_list...\n");
#ifdef WIN32

dll = LoadLibrary (api_path);
#else

dll = dlopen (api_path, RILD NOW) ;

ANMCECH
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#endif
if ( dll = NULL ) {
printf("Can’t load PKCS#11 API library.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return CKR FUNCTION FAILED;
}

#ifdef WIN32
pfoo = (CK_C_GetFunctionList) GetProcAddress (
dll , "C_GetFunctionList");
#else
pfoo = (CK_C_GetFunctionList)dlsym (
dll, "C_GetFunctionList");
#endif
if (pfoo = NULL ) {
printf("Couldn’t get C_GetFunctionList address\n");
return CKR FUNCTION FAILED;

}

rc = pfoo(pfuncs);

if (rc != CKR OK) {
show error("Error in C_GetFunctionList", rc );
return rc;

}
Hifdef WIN32

pctrl = (CK_C_ Ctrl) GetProcAddress(dll, "C_Ctrl");
#else

pctrl = (CK_C_ Ctrl)dlsym(dll, "C_Ctrl");
#endif

printf("Looks 0K\n");

return CKR OK;

}

CK RV init (CK _CHAR x*api_path,
CK_FUNCTION LIST PTR s*pfuncs,
CK_C_INITIALIZE ARGS *pinit args)

{
CK RV rc¢ = CKR OK;
rc = get function list(api path, pfuncs);
if (rc != CKR OK)
return rc;
rc = (xpfuncs)—>C Initialize (pinit args);
AMCECH
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if (rc !'= CKR OK) {

show error("C_Initialize", rc);
cleanup (x pfuncs) ;
}
printf("C_Initialize 0K\n");
rc = CKR_OK;
return rc;
}
CK RV AppCreateMutex( void sxpmutex )
{

#ifdef WIN32
CRITICAL SECTION smutex ;
#else
pthread mutex t smutex;
#endif
#ifdef WIN32
mutex = (CRITICAL SECTION x)malloc (sizeof (CRITICAL SECTION) ) ;
InitializeCriticalSection (mutex) ;
« (CRITICAL _SECTION s#x*)pmutex = mutex;

#else
mutex = (pthread mutex t x)malloc(sizeof(pthread mutex t));
pthread mutex init(mutex, NULL );
«(pthread mutex t #*)pmutex = mutex;
#endif
return CKR OK;
}
CK_RV AppDestroyMutex( void smutex )
{

if (mutex = NULL) {
fprintf(stderr, "AppDestroyMutex: NULL mutex\n");
} else {
#Hifdef WIN32
DeleteCriticalSection ((CRITICAL SECTION x)mutex) ;
free (mutex) ;
#else
pthread mutex destroy ((pthread mutex t #*)mutex);
free (mutex) ;

#endif
}
return CKR OK;
}
AMCECH
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CK RV AppLockMutex( void smutex )
{

if (mutex = NULL) {

fprintf(stderr, "AppLockMutex: NULL mutex\n");

} else {
#ifdef WIN32
EnterCriticalSection ((CRITICAL SECTION x*)mutex) ;
#else
pthread mutex lock( (pthread mutex t *)mutex);
#Hendif
}

return CKR OK;

}

CK_RV AppUnlockMutex( void smutex )
{
if (mutex = NULL) {
fprintf(stderr, "AppUnlockMutex: NULL mutex\n");
} else {
ifdef WIN32
LeaveCriticalSection ((CRITICAL SECTION x)mutex) ;
#else
pthread mutex unlock ((pthread mutex t *)mutex):;
#endif

}
return CKR OK;

}

CK RV cleanup (CK_FUNCTION LIST PTR funcs){
CK RV rc; // Return Code
rc = funcs—C _Finalize (NULL) ;
return rc;

}

CK_RV get_slot_list (CK_FUNCTION LIST PTR funcs,
CK _SLOT ID sxppSlotList ,
CK_ULONG #pulSlotCount)

{
CK RV rc;
rc = funcs—C GetSlotList (CK_FALSE, NULL, pulSlotCount):;
if (rc != CKR OK) {
xppSlotList = NULL;
AMCECU
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printf("Get slot list result: Ox%x\n", rc);
return rc;

}

if (xpulSlotCount > 0)

xppSlotList = (CK _SLOT ID PTR) malloc(

xpulSlotCount x sizeof(CK SLOT ID));
re

funcs—C GetSlotList (CK_FALSE, xppSlotList ,
pulSlotCount) ;

if (rc != CKR OK) {
xppSlotList = NULL;

printf("Get slot list result: Ox%x\n", rc);
return rc;

}
} else {

xppSlotList = NULL;
return CKR OK;

}

printf("get_slot_list OK\n");
return CKR OK;

}

CK RV find slot with token (CK FUNCTION LIST PTR funcs,
CK _SLOT ID sxpSlotList ,

CK _ULONG ulSlotCount ,

CK_SLOT ID xpSlotld)

{

CK RV rc;

CK_ULONG i ;

CK_SLOT INFO sinfo;

// Viuem cioT ¢ TOKEHOM
for (i=0; i<ulSlotCount; ++i)

{
rc = funcs—C _GetSlotInfo(pSlotList[i]|, &sinfo);
if (rc = CKR OK)

{

if ((sinfo.flags & CKF_TOKEN PRESENT) —
CKF_TOKEN PRESENT)

// XBaTaeMm IepBbIi MONABIMIICS CJIOT C TOKEHOM
xpSlotld = pSlotList[i];

rc = display token info(funcs, pSlotList[i]);
return rc;
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}

}
}
return CKR_FUNCTION FAILED;
}

typedef struct {
CK_MECHANISM TYPE type;
char xname;

} MECH_INFO;

static MECH INFO mech || = {
{CKM_GOSTR3410_KEY PAIR_GEN,
"CKM_GOSTR3410_KEY_PAIR_GEN"},
{CKM_GOSTR3410_512_KEY PAIR_GEN,
"CKM_GOSTR3410_512_KEY_PAIR_GEN"},
{CKM_GOSTR3410,
"CKM_GOSTR3410"},
{CKM_GOSTR3410_512,
"CKM_GOSTR3410_512"},
{CKM_GOSTR3410 WITH_GOSTR3411,
"CKM_GOSTR3410_WITH_GOSTR3411"},
{CKM_GOSTR3410 WITH GOSTR3411 12 256,
"CKM_GOSTR3410_WITH_GOSTR3411_12_256"},
{CKM_GOSTR3410 WITH GOSTR3411 12 512,
"CKM_GOSTR3410_WITH_GOSTR3411_12_512"},
{CKM_GOSTR3410 KEY WRAP
"CKM_GOSTR3410_KEY_WRAP"},
{CKM_ GOSTR3410 DERIVE,
"CKM_GOSTR3410_DERIVE"},
{CKM_GOSTR3410_12 DERIVE,
"CKM_GOSTR3410_12_DERIVE"},
{CKM_ GOSTR3411,
"CKM_GOSTR3411"},
{CKM_GOSTR3411_12 256,
"CKM_GOSTR3411_12_256"},
{CKM_GOSTR3411_12 512,
"CKM_GOSTR3411_12_512"},
{CKM_GOSTR311_HMAC,
"CKM_GOSTR3411_HMAC"},
{CKM_GOSTR3411_12_256 HMAC,
"CKM_GOSTR3411_12_256_HMAC"},
{CKM_GOSTR3411_12_512_ _HMAC,
"CKM_GOSTR3411_12_512_HMAC"},
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{CKM_GOSTR3411_12 256 HMAC_KDF,
"CKM_GOSTR3411_12_256_HMAC_KDF"},

{CKM_GOST28147_KEY _GEN,
"CKM_GOST28147_KEY_GEN"},

{CKM_ GOST28147_ ECB,
"CKM_GOST28147_ECB"},

{CKM_ GOST28147,
"CKM_GOST28147"},

{CKM_GOST28147_MAC,
"CKM_GOST28147_MAC" },

{CKM_GOST28147_KEY_WRAP,
"CKM_GOST28147_KEY_WRAP"},

{CKM_ GOST28147_CNT,
"CKM_GOST28147_CNT" },

{CKM_GOST28147_KEY CPDIVERSIFY,
"CKM_GOST28147 _KEY_CPDIVERSIFY"},

{CKM_TLS_GOST_PRF,
"CKM_TLS_GOST_PRF"},

{CKM_TLS_GOST_PRE_MASTER_KEY_GEN,
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN"},

{CKM_TLS_GOST_MASTER_KEY_DERIVE,
"CKM_TLS_GOST_MASTER_KEY_DERIVE"},

{CKM_TLS_GOST_KEY_ AND_ MAC_DERIVE,
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE"},

{CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC,
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC"},

{CKM_GOST28147 PKCS8 KEY WRAP,
"CKM_GOST28147_PKCS8_KEY_WRAP"},

{CKM_GOSTR3410 PUBLIC_KEY DERIVE,
"CKM_GOSTR3410_PUBLIC_KEY_DERIVE"},

{CKM_PKCS5 PBKD2,
"CKM_PKCS5_PBKD2" },

b

static int MECH NUM = sizeof(mech)/sizeof (MECH INFO) ;

char xget mechanism name(CK MECHANISM TYPE mech type) {
int i;
for (i=0; i<MBECH NUM; i++) {
if (
return mech|1i|.name;
}
}
return NULL;

) |

}
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CK_RV
display pkesll info (CK FUNCTION LIST PTR funcs){

CK RV rc;
CK_INFO Cryptokilnfo;

memset (& Cryptokilnfo, 0, sizeof (CK INFO));
rc = funcs—C _GetInfo(& Cryptokilnfo) ;
if (rc != CKR OK) {

show error("C_GetInfo", rc);

return rc;

}

/* display the header and information */

printf ("PKCS#11 Info\n");

printf("\tVersion %d.%d \n", Cryptokilnfo.cryptokiVersion.
major ,

Cryptokilnfo.cryptokiVersion.minor);
printf("\tManufacturer: %.32s \n", Cryptokilnfo.manufacturerID
)
printf("\tFlags: 0x%X \n", Cryptokilnfo.flags);
printf("\tLibrary Description: %.32s\n",

Cryptokilnfo.libraryDescription);
printf("\tLibrary Version %d.%d \n",

Cryptokilnfo.libraryVersion . major,

Cryptokilnfo.libraryVersion .minor);

return rc;

}

CK_RV

display slot info (CK_FUNCTION LIST PTR funcs, CK SLOT ID SlotId)

{
CK RV rc; // Return Code

CK_SLOT _INFO SlotInfo; // Structure to hold slot information

memset(& SlotInfo , 0, sizeof(CK SLOT INFO));

rc = funcs—C _GetSlotInfo(Slotld, &SlotInfo);

if (rc != CKR OK) {
printf ("Error getting slot info: 0x%X\n", rc);
return rc;

}

// Display the slot information
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}

CK_RV
display token info(CK FUNCTION LIST PTR funcs, CK SLOT ID Slotld

printf("Slot #%d Info\n", Slotld);

printf("\tDescription: %.64s\n", SlotInfo.slotDescription);
printf("\tManufacturer: %.32s\n", SlotInfo.manufacturerID);
printf("\tFlags: 0x%X\n", SlotInfo.flags);

printf("\tHardware Version: %d.%d\n",
SlotInfo.hardwareVersion . major ,
SlotInfo.hardwareVersion . minor);
printf("\tFirmware Version: %d.%d\n",
SlotInfo . firmwareVersion . major ,
SlotInfo . firmwareVersion.minor);

return CKR OK;

){
CK RV rc; // Return Code

CK_TOKEN INFO TokenlInfo; // Variable to hold Token Information

memset (& TokenInfo, 0, sizeof(CK TOKEN INFO)) ;
rc = funcs—C_GetTokenInfo(Slotld , &TokenInfo);
if (rc !'= CKR OK) {

printf ("Error getting token info: 0x%X\n", rc);

return rc;
}
// Display the token information
printf("Token #)d Info:\n", Slotld);
printf("\tLabel: %.32s\n", TokenlInfo.label);
printf("\tManufacturer: %.32s\n", TokenInfo.manufacturerID);
printf("\tModel: %.16s\n", TokenlInfo.model);
printf("\tSerial Number: %.16s\n", TokenlInfo.serialNumber);
printf("\tFlags: 0x%X\n", Tokenlnfo. flags);
printf("\tSessions: %d/%d\n", TokenInfo.ulSessionCount ,
TokenInfo.ulMaxSessionCount ) ;
printf ("\tR/W Sessions: %d/%d\n",
TokenInfo.ulRwSessionCount , TokenInfo.ulMaxRwSessionCount ) ;
printf ("\tPIN Length: %d-%d\n", TokenInfo.ulMinPinLen,
TokenlInfo.ulMaxPinLen) ;
printf("\tPublic Memory: 0x%X/0x%X\n",
TokenlInfo.ulFreePublicMemory , TokenInfo.ulTotalPublicMemory) ;
printf("\tPrivate Memory: 0x%X/0x%X\n",
TokenInfo.ulFreePrivateMemory, TokenInfo.ulTotalPrivateMemory )

b

nCgH,,

30



I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

printf("\tHardware Version: %d.%d\n",
TokenInfo.hardwareVersion . major ,

TokenInfo.hardwareVersion.minor) ;

printf("\tFirmware Version: %d.%d\n",

TokenlInfo . firmwareVersion . major ,

TokenInfo. firmwareVersion . minor) ;

printf("\tTime: %.16s\n", TokenlInfo.utcTime);

return CKR OK;

CK_RV display mechanisms (

CK_FUNCTION LIST PTR funcs, CK SLOT ID slot id)
{

CK RV rc;

CK_MECHANISM_TYPE PTR MechanismList = NULL;

CK_MECHANISM INFO MechanismInfo;

CK_ULONG MechanismCount = 0;

CK_ULONG i ;

char sxmech name = NULL;

rc = funcs—C_GetMechanismList (slot id , NULL PTR,
&MechanismCount) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);
return rc;

}

// Allocate enough memory to store all the supported
mechanisms
MechanismList = (CK_MECHANISM TYPE PTR) malloc (MechanismCount

*

sizeof (CK_MECHANISM TYPE) ) ;

// This time get the mechanism list %/
rc = funcs—C_ GetMechanismList(slot id, MechanismList ,
&MechanismCount ) ;
if (rc != CKR OK) {
fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);
return rc;

}

// For each Mechanism in the List

ANMCECH

codpt 31



I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

for (i = 0; i < MechanismCount; i++){

// Get the Mechanism Info and display it
printf("Mechanism #%d\n", i);
mech name = get mechanism name(MechanismList[i]) ;
if (mech name) {

printf("\tMechanism: 0x%X(%s)\n",

MechanismList [i]|, mech name);

} else {

printf("\tMechanism: 0x%X\n", MechanismList|[i]) ;
}

rc = funcs—C _GetMechanismInfo(slot id
MechanismList [i]|, &MechanismInfo);
if (rc != CKR OK) {
fprintf(stderr, "C_GetMechanismInfo: Ox%x\n", rc);
// return rc;
} else {
printf("\tKey Size: %d-%d\n",
MechanismInfo.ulMinKeySize ,
MechanismInfo . ulMaxKeySize) ;
printf("\tFlags: 0x%X\n", MechanismInfo. flags);

}
}

// Free the memory we allocated for the mechanism list
free (MechanismList);
return CKR OK;

}

// ®@yuknus ajsi KOHCOJAbHOTO BBOga PIN
CK_RV
get pin (CK_CHAR #x pin){
int size = PIN SIZE, count = 0;
char buff|[PIN SIZE|] = { 0 }, ¢ = 0;

#ifndef WIN32

/* Turn off echoing to the terminal when getting the password

*/
echo (FALSE) ;
#endif
/* Get each character and print out a ’*’ for each input */
for (count = 0; (¢ != LINE FEED) &&
(¢ != CARRIAGE RETURN) && (count < PIN SIZE); count+-+){
#Hifndef WIN32
buff|count| = getc(stdin);
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#else
buff|count| = getch();
if (buff|count]| = END OF TEXT)
{

// Input terminated (Ctrl—C)
memset (buff, 0, sizeof(buff));
*pin = NULL;
return CKR_CANCEL;
}
#endif
¢ = buff|count|;
if ((c != LINE FEED) && (c != BACK SPACE) &&
(¢ !'= CARRIAGE RETURN))
printf("*");
if (¢ =— BACK SPACE) {
printf ("%che%he", BACK SPACE, ° °>, BACK SPACE);
count —=2;

}
fflush (stdout) ;

}
#ifndef WIN32
echo (TRUE) ;
#endif

/* After we get the password go to the next line x*/
printf("\n");
fflush (stdout ) ;

// Allocate 80 bytes for the user PIN
xpin = (unsigned char *)malloc(PIN_ SIZE);
if (#pin = NULL) {

memset (buff, 0, sizeof(buff));

return CKR_HOST' MEMORY;

}

/* Strip the carriage return from
* the user input (it is not part of the PIN)
* and put the PIN in the return buffer x/

buff|count—-1] = >\0’; //NULL;

// keep the trailing null for the strlen
memcpy (*pin, buff, strlen (buff)+1);

memset (buff, 0, sizeof(buff));

return CKR OK;
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#ifndef WIN32
int
echo(int bbool){

struct termios term;

/* flush standard out to make sure everything
* that needs to be displayed has

* been displayed x/
fflush (stdout ) ;

/* get the current terminal attributes x*/
if (tcgetattr (STDIN_ FILENO, &term) != 0)
return —1;

/* Since we are calling this function
* we must want to read in a char at a
* time. Therefore set the cc structure
* before setting the terminal attrs */
term.c_cc|[VMIN| = 1;
term.c_cc|[VIIME| = 0;

/* If we are turning off the display
* of input characters AND with the inverse
* of the ECHO mask, if we are turning
* on the display OR with the ECHO mask.
* We also set if we are reading

* in canonical or noncanonical mode. */
if (bbool)

term.c lflag |= (ECHO | ICANON) ;
else

term.c lflag &= T(ECHO | ICANON) ;

/* Set the attributes, and flush the streams
*so that any input already
* displayed on the terminal is invalid */
if (tesetattr (STDIN FILENO, TCSAFLUSH, &term) != 0)

return —1;
return O0;

}

#endif

// TlpocTenbpknii Kog63K st KoHCcOJAbHOTO BBOJa PIN.
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// DcTeThl MOTYT HAIMCATH 3J€Ch KPOCCHIaTPOPMEHHOE
// rpaduueckoe NpPHIOKEHHE )
CK RV pin_callback(
CK_SESSION HANDLE hSession ,
CK_NOTIFICATION  event | // CKN_LISSI PIN CALLBACK
CK_VOID_PTR pApplication // "Enter User/SO PIN please:"
)
{
if (event = CKN_LISSI PIN CALLBACK) {
CK_CHAR *pin_buf = NULL;
CK RV rc¢ = CKR _OK;

// Belmaua upursamenuss Bsectu PIN
printf ((CK_CHAR x)pApplication);
// get pin cama BbylessgeT maMsaTh Jias pin_buf
re get pin(&pin_buf);
if (rc =— CKR OK) {
// Tlepenaem 3unauenue PIN B 6ubsmorexky uepes pApplication
memcpy ( pApplication , pin_buf, strlen (pin_ buf)+1);
// Ymctum 6ydep, BbieseHHBIT get  pin
memset (pin_buf, 0, strlen(pin_buf)+1);
free (pin_buf);
return CKR OK;
} else {
// Beox PIN 6bur c6HpomeH mojab3oBaTeseM.
// Ha Bcgxuii ciayuait nposepsiem u udumctum pin_ buf,
// xors get pin Bpoge—6bl BO3Bpam@aeT HyJaeBO# 6ydep
// TpU BO3HUKHOBEHUHU ONMOKH .
if (pin_buf) {
memset (pin_buf, 0, strlen(pin_buf)+1);
free (pin_buf);
}
return CKR CANCEL;

}
} else {

// Ho cranmapry v2.30 HyKHO J0OpOXKEJATEIHHO
// WIHOPHPOBATH UYKIble HaM COOOIIEHUS .

return CKR OK;

}
}

CK_RV test main(int argc, char xargv|])

{

CK RV rc¢ = CKR OK;
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int i;

for (i=1; i<argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
1++;
api_path = argv|i];
} else if (strcmp("-user_pin", argv|[i]) = 0) {
i++;
user pin = argv|i];

}
}

rc = init (api_path, &funcs, NULL);

if (rc !'= CKR OK) {
fprintf(stderr , "ERROR calling init, rc = Ox%x\n", rc);
return rc;

rc = get slot list(funcs,
&SlotList ,
&SlotCount ) ;
if (rc !'= CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
}
rc = find slot with token (funcs,
SlotList ,
SlotCount ,
&Slotld) ;
if (rec != CKR OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}
return CKR OK;

}
CK_RV check value(CK BYTE xvalue, CK ULONG len ,

CK_BYTE xeth , CK ULONG eth len)
{
CK RV rc¢ = CKR OK;

if (len != eth len) {

printf("Invalid value length: %u !'= %u\n", len, eth len);
rc = CKR_DATA IEN RANGE;

} else {
if (memcmp(value, eth, eth len) != 0) {
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printf("Invalid value:\n");
print _hex(value, len);
printf("Ethalon:\n");
print _hex(eth, eth len);
rc = CKR _DATA INVALID;

} else {
printf("Test value O0K\n");

}
}

return rc;

}

3.2 NHuumnanunsauymna bmnbnmnortekn

ITocste 3arpysku npuioykeHue JO2KHO BbI3BaTh GyHKIUo C_Initialize. B mpocreii-
meM ciiydae (OyHKIIUSA MOIJIa Obl OBITh BBI3BAHA, CJIEIYIOMIIM 00pPa30M:

funcs->C_Initialize(NULL);

Apryment dyukmun C_ Initialize Mmoxker 6bITH 3a/1aH 1 60JIEEe CIOKHBIM 06PA3OM IPU
UCIIOJIL30BAHUU MHOTOIIOTOYHBIX MpHUIoXKeHuit (M. Tectosbiii mpumep threadmkobj.c).

3.3 lNpumepbl nporpamm

Wcxomubie TekcTsl TecToB LS11SW MOTYT CiIyKUThH IpUMEpaMu MPUKJIAIHBIX ITPO-
rpamm. Kpome Toro, HuKe NpuBOAATCS HEKOTOPLIE IIPUMEPHI TPOrPaMM, KOTOPbIE MOXKHO
UCIIOJIH30BATh B KadecTBe 00paslia IIpU HAIMCAHUU COOCTBEHHBIX Hporpamm. [Ipusenen-
HBIE 3JIeCh MPUMEPHI JEMOHCTPUPYIOT JAJeKo He Bce Bo3MoxkHOCTH LS11SW, mosromy
PEKOMEHIYeTCsI O3HAKOMUTDHCS C OPUTHHAIAMU TECTOBBIX IIPUMEPOB JJIsi PA3JIMIHBIX Me-
XaHU3MOB B Ialnke tests, a Takzke ¢ obmumu daitnamu test common.h u test  common.c
B marnke tests/common.

[To ymosrganuio, Bce T€CTOBBIE ITPOrPAMMBI PADOTAIOT C IIEPBBIM HOMABITUMCS TOKEHOM
mist oudanorexu 1s11sw2012. Ilpu aTom mpeamnosaraercs, uro PIN monab3oBaTesst paBen
01234567. Ecan my»KHO 3amyCTUTH TECTOBBIN IpUMEp ¢ ApYroil 6ubanorekoil u/wmm ¢
apyrum PIN, To 3T0 MOXKHO clieJlaTh B apryMeHTax KOMaHIHOM cTpoku. [ 6bubimorexkn
Is11sw2012 5T0 BBIIVISIAT TaK:

>ckm_gostr3410_key_pair_gen -api 1lsl11sw2012 -user_pin 01234567

3.3.1 lNony4eHue nucpopmaynm o cnoTax U ToOKeHax

[Iporpamma info.c BeiaeT uadoOpMAaIUiO 0 OHUOIUOTEKE, CJIOTAX U TOKEHAX.
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JIuctunr 3.3: info.c

#include "test_common.h"

int

main (int argc, char xargv|[]){
CK RV rc;
CK_SLOT INFO sinfo ;
CK ULONG i ;

printf("Info test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
++i;
api_path = argv|i];

}

¥
rc = init (api_path, &funcs, NULL);
if (rc !'= CKR OK) {

printf("init failed\n");

return rc;

}

rc = funcs—C _GetSlotList (CK_FALSE, NULL, &SlotCount);
if (rc != CKR OK) {
SlotList = NULL;
printf("Get slot list result: Ox%x\n", rc);
return rc;
¥
printf("%d slots found\n", SlotCount);
if (SlotCount > 0)

{
SlotList = (CK_SLOT ID PTR) malloc(SlotCount * sizeof(
CK SLOT ID));
rc = funcs—C _GetSlotList (CK_FALSE, SlotList , &SlotCount);
if (rc != CKR OK) {
SlotList = NULL;
SlotCount = 0;
printf("Get slot list result: Ox%x\n", rc);
return rc;
}
} else {
SlotList = NULL;
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return CKR OK;
}

printf("Cycle through slot list\n");
for (i = 0; i<SlotCount; i++)
{
Slotld = SlotList[i];
rc = display slot info(funcs, Slotld);
if (rc != CKR OK) {
printf("display slot info failed\n");
return rc;
}
rc = funcs—C _GetSlotInfo (Slotld , &sinfo);
if (sinfo.flags & CKF TOKEN PRESENT) {
rc = display token info(funcs, Slotld);
if (rc != CKR OK) {
printf("display_token_info failed\n");
return rc;
}
}
}

if (SlotList){
free (SlotList);
SlotList=NULL;

}

printf("Info test SUCCESS\n");
return CKR OK;

3.3.2 Paborta c obbekTtamMu gaHHbIX

[Iporpamma cko_data.c gemoHcTpUpyeT pabory ¢ obbekTamu Tuia CKO_DATA.

JImctunr 3.4: cko_data.c

#include "test_common.h"

int
main (int argc, char xargv|[]){
CK RV rc;

CK_FLAGS flags = 0;
CK_SESSION HANDLE sess ;
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CK _ULONG i ;

static CK_OBJECT CLASS oclass data = CKO DATA;
static CK BBOOL Itrue = CK TRUE;

static CK BBOOL 1false = CK_ FALSE;

CK_ATTRIBUTE data find [|] = {

{CKA_CLASS, &oclass data, sizeof(oclass data)},

}s

CK_UTF8CHAR label [| = "data";

CK CHAR app|] = "ls_hwill_library";

CK BYTE data value || = {
0x66 , 0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, O0x6F, 0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, OxI11,

};

CK_ATTRIBUTE data create || = {
{CKA_CLASS, &oclass data, sizeof(oclass data)},
{CKA_ APPLICATION, app, strlen (app)-+1},
{CKA_TOKEN, &ltrue, sizeof(ltrue)},
{CKA_ PRIVATE, &lfalse , sizeof(lfalse)},
{CKA_LABEL, label, strlen(label)+1},
{CKA VALUE, data_ value, sizeof(data value)},

}s

CK_BYTE get value[1024];

CK_ATTRIBUTE tmpl value|] = {
{CKA_VALUE, get_ value, sizeof(get value)},

}s

CK_ATTRIBUTE data_ value find|[] = {
{CKA CLASS, &oclass data, sizeof(oclass data)},
{CKA VALUE, data_ value, sizeof(data value)},

};

CK ULONG count , number:;
CK_OBJECT HANDLE hObj — CK INVALID HANDLE;
CK_OBJECT HANDLE hNewObj = CK_INVALID HANDLE;

printf ("CKO_DATA test\n");
for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
++i;
api_path = argv|[i];

} else if (strcmp("-user_pin", argv|[i]) = 0) {
++i;
user pin = argv|i];

}
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}
rc = init (api_path, &funcs, NULL);
if (rc !'= CKR OK) {

printf("init failed\n");

return rc;

rc = get slot list(funcs,
&SlotList ,
&SlotCount ) ;
if (rc != CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
}
rc = find slot with token (funcs,
SlotList ,
SlotCount ,
&Slotld) ;
if (rc != CKR OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}

flags = CKF_ SERIAL SESSION | CKF RW_SESSION;
rc = funcs—C_ OpenSession( Slotld, flags , NULL, NULL, &sess );
if (rc !'= CKR OK) {

printf("C_OpenSession failed, rc = Ox)%x\n", rc );

return rc;

}

rc = funcs—C _ Login(sess , CKU USER, user pin, strlen (user pin)
)
if (rc != CKR OK) {

printf("C_Login failed, rc = Ox%x\n", rc );

return rc;

}

printf("C_Login (CKU_USER) success\n");

// Vmem Bce poctymsbie o6bexkThi CKO DATA

rc = funcs—C_FindObjectslnit (sess ,
data find, sizeof(data find)/sizeof(CK ATTRIBUIE) ) ;

if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}
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count = 0;
do {
number = 0;
hObj — CK_INVALID HANDLE;
rc = funcs—C FindObjects(sess , &hObj, 1, &number);
if (rc != CKR OK) {
printf ("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;
}
if (number > 0 && hObj != CK INVALID HANDLE) count +-;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_ FindObjectsFinal (sess);
if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}

printf("%1ld data objects found for session\n", count);

rc = funcs—C _CreateObject (sess ,
data create, sizeof(data create)/sizeof(CK_ATTRIBUTE) ,
&hNewObj) ;

if (rc != CKR OK) {
printf("C_CreateObject failed, rc = Ox)%x\n", rc );
return rc;

}

printf("C_CreateObject success\n");

rc = funcs—C _GetAttributeValue(sess, hNewObj,
tmpl value, sizeof(tmpl value)/sizeof(CK ATTRIBUIE)) ;
if (re != CKR OK) {
printf("C_GetAttributeValue failed, rc = Ox%x\n", rc );
return rc;
}
if (tmpl value[0].ulValueLen != sizeof(data value)) {
printf("Invalid CKA_VALUE length\n");
return —1;
}
if (memcmp(get value, data value, sizeof(data value)) != 0 ) {
printf("Invalid CKA_VALUE\n");
return —1;

}

printf("C_GetAttributeValue success\n");

/) Vmem Bce moctymabie 06bekThl CKO DATA mo sunauenmo CKA VALUE
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rc = funcs—C_ FindObjectslnit (sess ,
data value find,
sizeof (data value find)/sizeof(CK ATTRIBUIE) ) ;
if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;

}

count
do {
number = 0;
hObj = CK INVALID HANDLE;
rc = funcs—C _ FindObjects(sess , &hObj, 1, &number) ;
if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;
}
if (number > 0 && hObj != CK INVALID HANDLE) count +-+;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_FindObjectsFinal (sess);
if (rc != CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
}
printf("%1d data objects found for given CKA_VALUE\n",
count) ;

0;

rc = funcs—C DestroyObject (sess , hNewObj) ;

if (rc != CKR_OK) {
printf("C_DestroyObject failed, rc = Ox%x\n", rc );
return rc;

}

printf("C_DestroyObject success\n");

rc = funcs—C_CloseSession (sess);
if (rc != CKR OK) {
printf("C_CloseSession failed, rc = Ox%x\n", rc );

return rc;

}

printf("CKO_DATA test SUCCESS\n");
return CKR OK;
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3.3.3 PaboTa c ceptucukatamu

IIporpamma cko_certificate.c memoncTpupyet pabory ¢ obbekramu Tuna CKO_CERTIFICATE.

JIucrunr  3.5: cko_ certificate.c

#include "test_common.h"

int
main (int argc, char xargv[]){
CK RV rc;
CK_FLAGS flags = 0;
CK_SESSION HANDLE sess ;
CK _ULONG 1i;
static CK_OBJECT CLASS oclass cert = CKO_CERTIFICATE;
static CK_CERTIFICATE TYPE ocert type = CKC X 509;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
CK_ATTRIBUTE cert find || = {
{CKA CLASS, &oclass cert, sizeof(oclass cert)},

}s

CK_UTF8CHAR label [| = "cpcacert";
CK_CHAR subject [| = "CryptoPro CA";
// Pasmep ceprudurara — 583 Oaiira
CK_BYTE der value|[] = {

0x30, 0x82, 0x02, 0x43, 0x30, 0x82, 0x01, 0xFO,
0xAO, 0x03, 0x02, 0x01, 0x02, 0x02, 0x10, 0x69,
0x84, 0x03, 0x28, O0x6A, 0xA6, 0xb59, O0xBA, 0x46,
0x35, 0x62, 0x2D, 0x49, 0xDE, 0x5F, 0xD3, 0x30,
0x0A, 0x06, 0x06, Ox2A, 0x85, 0x03, 0x02, 0x02,
0x03, 0x05, 0x00, 0x30, 0x65, 0x31, 0x20, 0x30,
0x1E, 0x06, 0x09, Ox2A, 0x86, 0x48, 0x86, OxF7,
0x0D, 0x01, 0x09, 0x01, 0x16, Ox11, 0x69, O0x6E,
0x66 , 0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, O0x6F, Ox2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, 0Ox11,
0x06, 0x03, 0xb55, 0x04, O0xO0A, 0x13, O0x0A, 0x43,
0x52, 0x59, 0x50, 0xb4, Ox4F, 0x2D, 0x50, 0x52,
0x4F, 0x31, Ox1F, 0x30, 0x1D, 0x06, 0x03, 0x55,
0x04, 0x03, 0x13, 0x16, 0x54, 0x65, 0x73, 0x74,
0x20, 0x43, 0x65, O0x6E, 0x74, 0x65, 0x72, 0x20,
0x43, 0x52, 0x59, 0x50, 0x54, O0x4F, 0x2D, 0x50,
0x52, 0x4F, 0x30, Ox1E, 0x17, 0x0D, 0x30, 0x39,
0x30, 0x34, 0x30, 0x37, 0x31, 0x32, 0x30, 0x32,
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0x31, 0x35, 0xbA, 0x17, 0xO0D, 0x31, 0x34, 0x31,
0x30, 0x30, 0x34, 0x30, 0x37, 0x30, 0x39, 0x34,
0x31, 0xbA, 0x30, 0x65, 0x31, 0x20, 0x30, Ox1E,
0x06, 0x09, O0x2A, 0x86, 0x48, 0x86, O0xF7, 0x0D,
0x01, 0x09, 0x01, 0x16, Ox11, 0x69, O0x6E, 0x66,
0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74, Ox6F,
0x70, 0x72, O0x6F, O0x2E, 0x72, 0x75, 0x31, 0x0B,
0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06, 0x13,
0x02, 0x52, 0x55, 0x31, 0x13, 0x30, O0x11, 0x06,
0x03, 0xb5, 0x04, Ox0A, 0x13, 0xO0A, 0x43, 0x52,
0x59, 0x50, 0x54, 0x4F, 0x2D, 0x50, 0x52, Ox4F,
0x31, Ox1F, 0x30, 0x1D, 0x06, 0x03, 0x55, 0x04,
0x03, 0x13, 0x16, O0xb4, 0x65, 0x73, 0x74, 0x20,
0x43, 0x65, O0x6E, 0x74, 0x65, 0x72, 0x20, 0x43,
0x52, 0x59, 0x50, 0x54, Ox4F, 0x2D, 0x50, 0x52,
0x4F , 0x30, 0x63, 0x30, 0x1C, 0x06, 0x06, 0x2A,
0x85, 0x03, 0x02, 0x02, 0x13, 0x30, 0x12, 0x06,
0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, Ox1E,
0x01, 0x03, 0x43, 0x00, 0x04, 0x40, 0x02, OxE4,
0xFF, 0xD1, 0xA6, OxF6, 0x9C, 0x80, 0x9A, OxDA,
0xEC, 0x7F, O0x4A, 0x78, 0xCl, 0xCC, 0x2D, 0xD3,
0xE5, 0x96, OxEA, 0xCB, O0xED, 0x22, 0x32, 0x79,
0xB2, 0x02, 0xE2, 0xC6, 0x7C, 0x35, 0xE6, 0x74,
0x64, 0x1B, 0x09, 0x77, 0x11, 0x8C, 0x67, O0x3F,
0x0F, 0xDO0, O0xE8, 0x23, 0xA6, O0x7E, 0x6D, 0x3B,
0x7F, 0xC4, 0xC4, 0x28, 0xFD, 0x2B, 0x1C, 0x68,
0x01, 0x20, O0xAO0, 0x5C, 0xD8, 0x79, 0xA3, 0x78,
0x30, 0x76, 0x30, 0x0B, 0x06, 0x03, 0x55, 0x1D,
0x0F, 0x04, 0x04, 0x03, 0x02, 0x01, 0xC6, 0x30,
0x0F, 0x06, 0x03, 0x55, 0x1D, 0x13, 0x01, 0x01,
OxFF, 0x04, 0x05, 0x30, 0x03, 0x01, 0x01, OxFF,
0x30, 0x1D, 0x06, 0x03, 0x55, 0x1D, O0x0E, 0x04,
0x16, 0x04, 0x14, 0x6D, Ox8F, O0xbE, 0x05, 0xD9,
0x5F, O0xAC, 0x91, 0x17, 0x94, Ox1E, 0x95, O0x9A,
0x05, 0x30, 0x38, 0x37, O0x7A, 0x10, 0x2A, 0x30,
0x12, 0x06, 0x09, 0x2B, 0x06, 0x01, 0x04, 0x01,
0x82, 0x37, 0x15, 0x01, 0x04, 0x05, 0x02, 0x03,
0x02, 0x00, 0x02, 0x30, 0x23, 0x06, 0x09, 0x2B,
0x06, 0x01, 0x04, 0x01, 0x82, 0x37, 0x15, 0x02,
0x04, 0x16, 0x04, Ox14, 0x7A, 0xC9, 0xC7, 0x09,
0xDB, 0x20, 0x1C, 0x96, 0x94, 0x2F, 0xFC, 0x46,
0xAD, 0x6D, 0x93, 0xDO, 0x5E, 0x69, 0x12, O0x0E,
0x30, O0x0A, 0x06, 0x06, O0x2A, 0x85, 0x03, 0x02,
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0x02, 0x03, 0x05, 0x00, 0x03, 0x41, 0x00, 0x58,
0x73, 0xD2, 0x93, 0xBC, 0x63, 0x21, 0xBl, 0x0E,
0x73, 0x72, OxEE, OxF1, 0x72, 0xB5, 0x1B, 0x8B,
0xBB, 0xC9, 0x3B, 0x08, 0xBB, 0x4C, 0xbA, 0xF2,
0xE1, 0xA5, 0x35, O0x4F, 0x99, 0xC4, 0xD5, 0x52,
0x52, 0x70, 0x26, O0xDD, OxAE, 0xD0O, 0xA9, 0x27,
0xE9, 0xB6, 0x5B, 0x7D, 0x6F, 0x44, O0xFD, 0x26,
0x4D, OxFD, 0xAl, 0x63, 0x74, 0x5C, 0x74, 0xDS8,
0x49, 0x73, O0x0A, 0x77, 0x77, 0x63, 0x4D,

};
CK_ATTRIBUTE cert create || = {
{CKA_ CLASS, &oclass cert, sizeof(oclass cert)},
{CKA_ CERTIFICATE TYPE, &ocert type, sizeof(ocert type)},
{CKA_ TOKEN, &ltrue, sizeof(ltrue)},
{CKA_PRIVATE, &lfalse , sizeof(lfalse)},
{CKA_SUBJECT, subject, strlen(subject)+1},
{CKA LABEL, label, strlen(label)+1},
{CKA VALUE, der value, sizeof(der value)},

5
CK _BYTE get value[4096];
CK_ATTRIBUTE tmpl value || = {

{CKA VALUE, get value, sizeof(get value)},
};
CK ULONG count , number;

CK_OBJECT HANDLE hObj — CK_INVALID HANDLE;
printf ("CKO_CERTIFICATE test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
++i;
api_path = argv|i];
} else if (strcmp("-user_pin", argv|i]) 0) {
++1;
user pin = argv|[i];
}

}
rc = init (api_path, &funcs, NULL);
if (rc != CKR OK) {

printf("init failed\n");

return rc;

}
rc = get slot list (funcs,
AMCECH
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&SlotList
&SlotCount ) ;
if (rc !'= CKR OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
}
rc = find slot with token (funcs,
SlotList ,
SlotCount ,
&SlotId);
if (rc != CKR OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}

flags — CKF_SERIAL SESSION | CKF RW_SESSION;

rc = funcs—>C_OpenSession( Slotld, flags, NULL, NULL, &sess );

if (rc != CKR OK) {
printf("C_OpenSession failed, rc = Ox%x\n", rc );
return rc;

}

rc = funcs—C Login(sess , CKU USER, user pin, strlen (user pin)

)5

if (rc !'= CKR OK) {
printf("C_Login failed, rc = Ox%x\n", rc );
return rc;

}

printf("C_Login (CKU_USER) success\n");

// Viuem BCe MOCTYIHBIE CePTUDUKATHI
rc = funcs—C_FindObjectslnit (sess ,
cert find, sizeof(cert find)/sizeof(CK ATTRIBUIE));
if (rc !'= CKR OK) {
printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
}
count = 0;
do {
number = 0;
hObj = CK INVALID HANDLE;
rc = funcs—>C_FindObjects(sess , &hObj, 1, &number) ;
if (rc != CKR OK) {
printf("C_FindObjects failed, rc = Ox%x\n", rc );
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return rc;

}

if (number > 0 && hObj != CK INVALID HANDLE) count -+-;
} while (number > 0 && hObj != CK INVALID HANDLE) ;
rc = funcs—C_ FindObjectsFinal (sess);
if (re != CKR OK) {

printf("C_FindObjectsFinal failed, rc = Ox%x\n", rc );

return rc;

}

printf("%ld certificates found for session\n", count);

rc = funcs—C CreateObject (sess ,

cert create, sizeof(cert create)/sizeof(CK ATTRIBUTE), &hObj
)
if (rec != CKR OK) {

printf("C_CreateObject failed, rc = Ox%x\n", rc );

return rc;

}

printf("C_CreateObject success\n");

rc = funcs—C _GetAttributeValue(sess, hODbj,
tmpl value, sizeof(tmpl value)/sizeof(CK ATTRIBUIE) ) ;
if (rc !'= CKR OK) {
printf("C_GetAttributeValue failed, rc = Ox%x\n", rc );
return rc;
}
if (tmpl value[0].ulValueLen != sizeof(der value)) {
printf("Invalid CKA_VALUE length\n");
return —1;
}
if (memcmp(get value, der value, sizeof(der value)) != 0 ) {
printf("Invalid CKA_VALUE\n");
return —1;

}

printf("C_GetAttributeValue success\n");

rc = funcs—C_DestroyObject (sess , hObj);

if (rc !'= CKR OK) {
printf("C_DestroyObject failed, rc = 0x%x\n", rc );
return rc;

}

rc = funcs—C _CloseSession(sess);
if (rc != CKR OK) {
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printf("C_CloseSession failed, rc = O0x%x\n", rc );
return rc;

}

printf ("CKO_CERTIFICATE test SUCCESS\n");
return CKR OK;

3.3.4 leHepauyusa paiig>xecTa
FrOCT P34.11-94

IIporpamma Boramcsier xern coobrenus mo ajaroputmy [OCT P 34.11-94 u cpaBHu-
BaeT Pe3yJIbTAT ¢ 3apaHee 3aJaHHBIM 3TajloHOM. [IporpaMMa nCmoab3yer yMaTInBaeMyIo
KOHMUI'YPAIUIO, IPEIoJaras, YTo YMaJ4YnBaeMbIil ITPOrPAMMHBII TOKEH YK€ I'OTOB K
pabore.

3aMeTuM, 9TO pa3Mep COCTOSHUS KOHTEKCTa XEITMPOBAHUS 3aBUCUT OT PEATU3AINHN U B
pPa3HBIX BePCUAX OHOJMOTEKN MOYKET OKa3aThCd PA3IUYHBIM, IIO9TOMY HE CJIEIyeT HaJe-
SATHCS Ha (DUKCUPOBAHHBIN pazMmep Oydepa Mpu COXPAHEHUU 3TOI'O COCTOSTHUS C IIOMOIIIHIO
dyuknun C_GetOperationState.

JIuctuar 3.6: ckm  gostr341l.c

#include "test_common.h"

CK RV test crypto();
CK RV test gost3411 (CK_SESSION HANDLE hSession);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test _main(arge, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
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{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF _RW_SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);

if (rc != CKR OK) {
fprintf (stderr

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_ GetMechanismInfo(Slotld , CKM_ GOSTR3411, &minfo);
if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411 not supported ===========\n"
)5
} else {
fprintf (stderr
)5

rc = test gost3411(hSession);
if (rc != CKR OK) {
fprintf(stderr

"ERROR CKM_GOSTR3411 failed, rc = Ox}%x\n", rc);
} else {

fprintf(stderr , "CKM_GOSTR3411 test passed.\n");
¥
}

if( (ret = funcs—C _CloseSession (hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

}

out:

}

ncgH,,
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CK_RV test gost3411 (CK_SESSION HANDLE hSession)
{
CK RV rc;
CK_BYTE value [256];
CK_BYTE xstate;
CK ULONG len, state len;
CK_ OBJECT HANDLE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3411, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

// CryptoPro gost3411 Test Param Set
static CK BYTE oid [| = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x00
IE
static CK BYTE datal [| =
"Suppose the original message has length = 50 bytes";
static CK_BYTE etl[] = {
0x47 ,0xla ,0xba,0x57,0xa6,0x0a,0x77,0x0d,
0x3a,0x76,0x13,0x06,0x35,0xcl ,0xfb,0xea,
Ox4e ,0xfl ,0x4d,0xe5,0x1f,0x78,0xb4,0xae ,
0x57 ,0xdd,0x89,0x3b,0x62,0=xf5,0x52,0x08
Ik
static CK BYTE data2 || = {
0xc3,0x73,0x0c,0xbc,0xbc,0xca ,0xcf ,0x91,
0Oxb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
iE
static CK BYTIE et2 || = {
0x38 ,0x65,0x45,0xc7,0x71,0x4f ,0x6d,0x0b,
0xfl,0x27,0xad,0x57,0xca ,0xc0,0x92,0x0a ,
Oxa3d ,0xd8,0x84,0x62,0xfa ,0x8a,0x0e,0x1d,
0x30,0xd5,0xcd ,0x5a,0x85,0x84 ,0xaf ,0xfl

i

static CK BYIE data3 || = {
0x30,0x82,0x03,0x9¢c ,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28 ,0xb5,0x92 ,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06 ,0x2a ,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86 ,
0x48 ,0x86 ,0xf7 ,0x0d,0x01,0x09,0x01,0x16,
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0x0a ,0x67 ,0x64,0x75,0x63,0x40,0x63,0x61
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06
0x03,0x55,0x04,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04,
0x07,0x0c,0x0c,0xd0,0x9c,0xd0,0xbe,0xd1,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54 ,0x30,0x52,0x06 ,0x03,0x55,0x04 ,0x0a,
0x0c ,0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0 ,
0xd0,0xb2,0xd0,0xbd,0xdl,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe ,0xd0,0xb2 ,0xd0 ,
0xb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
Oxbd,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe,0xd1,0x81,0xd1,0x82,
0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xd1,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,
0x2a,0x06 ,0x03,0x55,0x04 ,0x0b,0x0c,0x23,
0xd0,0xa6 ,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,
0xd1,0x80,0x20,0xd0,0xal,0xd0,0xb5,0xdl,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,
0xb8 ,0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,
0xb8,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,
0x03,0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xdl,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4 ,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0x5a,0x30,0x81,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64 ,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c,0xd0,0x9¢c,0xd0,0xbe,0xdl,0x81,
0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,0x54
0x30,0x52,0x06,0x03,0x55,0x04 ,0x0a,0x0c
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xdl,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe ,0xd0,0xb2,0xd0,0xb5,
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0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,0xd0,
0xb4 ,0xd0 ,0xbe,0xd1l,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f,0xd1,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06 ,0x03 ,0x55,0x04 ,0x0b,0x0c ,0x23,0xd0,
0Oxa6 ,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,0xdl,
0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,0xb8,
0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,0xb8,
0xd0,0xb8 ,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,0xd0,
0x94 ,0xd0,0xa3 ,0xd0,0xa6,0x20,0xd0,0xal,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0Oxa3d ,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06 ,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02
0x02,0x1e,0x01,0x03,0x43,0x00,0x04,0x40,
0x50 ,0xab ,0x7f ,0xc4 ,0xcc,0x3d,0xd0,0xe2 ,
Oxdd,0x86 ,0xda,0x19,0x6b,0x14,0x8c,0x78,
0xd9,0xca ,0x58 ,0x67,0x62,0xf3 ,0xb7,0xba,
0x7b,0x2a ,0xda,0xcl ,0x9c,0x3f,0x87,0xeb ,
0xfl ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0Oxca ,
Oxed ,0xcl ,0x8b,0x82,0xde,0xal,0x8b,0x95,
Oxdd,0xa2,0xac,0x46 ,0x6a,0x8e,0xce ,0xbd,
0x5a,0x16 ,0xba,0x03,0x29,0x72,0x38 ,0x27,
0Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0x5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0 xff ,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
0xbd ,0xd0,0xbe,0xd0,0xbc,0xd0,0xbe,0xd1,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8 ,
0xd1,0x86,0xd0,0xbe,0x30,0x0f,0x06,0x03,
0x55,0x1d ,0x0f ,0x01,0x01,0xff ,0x04,0x05,
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0x03,0x03,0x07,0xc6,0x00,0x30,0x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04 ,
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06 ,0x03,0x55,0x1d,0x0e,0x04,0x16,0x04 ,
0x14 ,0xb1l,0x6e,0x0e,0xa4 ,0x40,0xbc,0xf0
0xd9,0xb6,0xf7 ,0xef ,0xfa ,0xf0,0x3d,0xal,
0x0c,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04 ,0x6a ,0x30,0x68,
0x30,0x66 ,0xa0,0x64,0xa0,0x62,0x86,0x60,
0x6¢,0x64,0x61,0x70,0x3a,0x2f ,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38,0x2e,0x36,
0x38,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f ,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢c,
0x61,0x73,0x73,0x3d,0x63,0x52,0x4c ,0x44 ,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74 ,
0x69,0x6f,0x6e,0x50,0x6f,0x69,0x6e,0x74
b
static CK BYIE et3 || = {
Oxee ,0x8c,0xd9,0x40,0x23,0xdd,0x9a ,0xf8 ,
0x17,0xdd ,0xe8 ,0x1f,0x02,0x25,0x5b,0xb3,
Oxaa ,0x6b,0xd3,0x21,0x09,0x41,0x95,0x7e,
Oxea ,0x7e,0x0e,0x3c,0x35,0x9f,0x04,0x5a

h&

// CryptoPro gostR3411 A Param Set

static CK BYTE oid default[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

}s

static CK BYTE data6 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, 0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, O0x6F,
0x6D, O0x6E, Ox6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,
0x0A

¥

static CK BYTE et6[] = {
0xc8, 0x77, 0xc2, 0xdl, Ox7f, 0xd3, 0x99, 0x2e,
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Ox7a, 0x97, Oxchb, 0x67, 0x07, Oxdf, 0x57, 0xcO,
0x5b, Oxdc, 0xf2, 0x17, 0x34, Ox6a, 0x69, 0x2f,
0x6b, 0x9a, Oxad, Oxc4, 0x47, Oxa8, 0x2f, 0xd2

}s

memset (value ,0,sizeof(value));

mechanism—>pParameter = oid;
mechanism—>ulParameterLen = sizeof(o0id);
rc = funcs—C _DigestInit (hSession, mechanism) ;

if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
datal, strlen (datal), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr ,
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "One step digest...\n");

memset (value ,0,sizeof(value));

mechanism—>pParameter = oid default;
mechanism—>ulParameterLen = sizeof(oid default);
rc = funcs—C _DigestInit (hSession, mechanism) ;

if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession
data6, sizeof(data6), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et6)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

¥
fprintf(stderr, "0K\n");

memset (value ,0,sizeof(value));

fprintf(stderr, "Yet another one step digest...\n");

mechanism—>pParameter = oid default;
mechanism—>ulParameterLen = sizeof(oid default);
rc = funcs—C _DigestInit (hSession, mechanism) ;

if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession

data2, sizeof(data2), value, &len);
if (rc != CKR OK) {

fprintf(stderr
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"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;
}
fprintf(stderr, "0OK\n");

memset (value ,0,sizeof(value));

fprintf(stderr

"The same digest with NULL mechanism parameter...\n");
mechanism—>pParameter = NULL PTR;
mechanism—>ulParameterLen = 0;
rc = funcs—C_ DigestInit(hSession, mechanism) ;

if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = 0x%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(
hSession , data2, sizeof(data2), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox’%x\n",
__LINE_ | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n",
LINE |, len);
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return —1;

}

if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");
memset (value ,0,sizeof (value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C DigestUpdate(hSession, data3, 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
state , &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = 0x%x\n",
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LINE |, rc);

return rc;
}
rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal(hSession, value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = 0x%x\n",
_LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc = funcs—C_SetOperationState (hSession, state, state len,
CK_INVALID HANDLE, CK INVALID HANDLE) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_SetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}
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rc = funcs—C DigestUpdate (hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = 0x%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _ DigestFinal(hSession, value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;

}

if (memcmp(value, et3, len) != 0) {
fprintf (stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");

free (state);
printf("SUCCESS\n");

return rc;

FOCT P34.11-2012, 256 6ut

IIporpamma BeramcsieT xerr coobienust 1mo ajropurmy IOCT P 34.11-2012 (256 6ut)
¥ CPABHUBAET PE3YJIbTAT C 3apaHee 3aJITaHHBIM STAJIOHOM.

JIuctuar 3.7: ckm__gostr3d411 12 256.c

#include "test_common.h"

ANMCECH

codot 60



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

CK RV test crypto();
CK_RV test gost3411 2012 256 (CK_SESSION HANDLE hSession) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_OpenSession(Slotld
CKF RW_ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = O0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOSTR3411 12 256, &minfo) ;
if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411_12_256 "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3411_12_256 "
"test ==================\n");
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rc = test gost3411 2012 256 (hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_GOSTR3411_12_256 failed, rc = 0x%x\n",
rc);
} else {
fprintf(stderr, "CKM_GOSTR3411_12_256 test passed.\n");
¥

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out :

return rc;

}

CK_RV test gost3411 2012 256 (CK_SESSION HANDLE hSession)
{
CK RV rc;
CK_BYTE value [256];
CK_BYTE xstate;
CK ULONG len, state len;
CK_OBJECT HANDLE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_ GOSTR3411 12 256, NULL,
0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

static CK BYTE datal [| =
"Suppose the original message has length = 50 bytes";
static CK BYIE etl || = {
Oxa3d, Oxed, 0x85, 0x32, Ox2e, Oxla, Ox14, 0x79,
0Oxb6, 0x05, Oxa7, 0x52, Oxbl, Oxd4, 0x87, Oxfd,
0x13, 0x88, 0x63, Oxaa, Oxle, Oxa6, Ox7a, 0x91,
Oxel, 0x57, Oxaa, 0x53, Oxfc, Oxe7, 0x96, 0xf3,
};
static CK BYTE data2 || = {
0xb8, 0xe0, 0x45, 0x82, 0x09, 0x28, 0xb5, Oxdc,
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0x54, 0xb59, Oxca, Ox6b, O0xf8, 0x42, O0xa9, 0x21,
0xb8, Oxef, Oxa7, 0x96, 0x8b, 0x09, Oxea, 0xOe,
0xd5, 0Oxc3, Oxdf, 0x8c, Oxaf, O0x8a, Oxbe, 0x44,
IE
static CK BYIE et2 || = {
0x42, 0x22, 0x71, 0x8a, Oxla, Oxa7, 0x67, 0x43,
Oxfd, 0x42, 0x45, 0x01, 0x9c, 0xc2, 0xc8, Oxle,
0Oxb4, 0x55, 0x0d, 0x37, 0x0e, 0x17, 0x22, 0x59,
0x99, 0OxcO, 0Oxd7, 0x00, Ox8b, 0xd8, 0x9f, 0xd3,

}s

static CK BYTE data3 || = {
0x30,0x82,0x03,0x9c,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb ,0xd7,0xae,0x28 ,0xb5,0x92,0x9f ,0xd2,
Oxec ,0x4c,0xf3,0x30,0x08,0x06,0x06,0x2a ,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48,0x86 ,0xf7 ,0x0d ,0x01,0x09,0x01,0x16
0x0a,0x67,0x64,0x75,0x63,0%x40,0x63,0x61
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06 ,
0x03,0x55,0x04 ,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04,
0x07 ,0x0c ,0x0c,0xd0,0x9c,0xd0,0xbe,0xdl,
0x81 ,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54 ,0x30,0x52,0x06,0x03,0x55,0x04,0x0a
0x0c ,0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xbb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
0xbd ,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe ,0xdl,0x81 ,0xd1,0x82,
0xd0,0xbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xd1,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8&,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1l,0x80,0x31,0x2c,0x30,
0x2a,0x06 ,0x03,0x55,0x04,0x0b,0x0c,0x23,
0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,
0xd1,0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xd1l,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,
0xb8 ,0xd0 ,0xba,0xd0,0xb0,0xd1,0x86 ,0xd0,
0xb8 ,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06 ,
0x03,0x55,0x04 ,0x03 ,0x0c,0x1le,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3 ,0xd0,0xa6 ,0x20,0xd0,
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Oxal,0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3 ,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0x5a,0x30,0x81 ,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a ,0x86,0x48,
0x86,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64 ,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c¢ ,0xd0,0x9c,0xd0,0xbe,0xdl,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04 ,0x0a,0x0c,
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,0xb5 ,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3 ,0xd0,
0xb4 ,0xd0,0xbe,0xd1,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f ,0xd1,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06,0x03,0x55,0x04 ,0x0b,0x0c ,0x23,0xd0,
0xa6 ,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xd1,
0x80,0%x20,0xd0,0xal,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xdl,0x84 ,0xd0,0xb8,
0xd0,0xba ,0xd0,0xb0,0xdl,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,0xd0,
0x94 ,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,0xal,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0xa3d ,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06 ,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04 ,0x40,
0x50 ,0xab,0x7f,0xc4,0xcc,0x3d,0xd0,0xe2 ,
0Oxdd ,0x86 ,0xda,0x19,0x6b,0x14 ,0x8c ,0x78,
0xd9,0xca ,0x58 ,0x67,0x62,0xf3 ,0xb7,0xba,
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0x7b,0x2a ,0xda,0xcl ,0x9¢c,0x3f,0x87,0xeb ,
0xfl ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0xca,
Oxed ,0xcl,0x8b,0x82,0xde,0xal0,0x8b,0x95,
0Oxdd ,0xa2,0xac,0x46,0x6a,0x8e,0xce,0x5d,
0Oxba,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0x5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff ;,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64 ,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1l,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0Oxa3 ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
0xbd ,0xd0,0xbe,0xd0,0xbc,0xd0,0xbe,0xdl,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8& ,
0xd1,0x86,0xd0,0xbe,0x30,0=x0f,0x06,0x03,
0x55,0x1d ,0x0f ,0x01,0x01,0xff ,0x04 ,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0=x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04 ,
0x05,0x30,0x03,0x01,0x01,0xff ,0x30,0x1d,
0x06,0x03,0x55,0x1d,0x0e,0x04,0x16,0x04
0x14 ,0xb1l,0x6e,0x0e,0xa4 ,0x40,0xbc,0xf0
0xd9,0xb6 ,0xf7 ,0xef ,0xfa ,0xf0 ,0x3d,0xal,
0x0c,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04 ,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64 ,0xa0,0x62,0x86,0x60,
0x6¢,0x64 ,0x61,0x70,0x3a,0x2f 0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38 ,0x2e,0x36
0x38,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69 ,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f ,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢,
0x61,0x73,0x73,0x3d,0x63,0x52 ,0x4c ,0x44 ,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74 ,
0x69 ,0x6f,0x6e,0x50,0x6f,0x69,0x6e,0x74
}s
static CK BYIE et3 || = {
Oxc7, 0x64, 0xc9, Oxla, Oxcb, Oxcd, 0x56, 0x84,
0x47, Oxab, 0x2f, 0x9a, 0x6b, 0x9e, 0xc8, 0x69,
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0x18, 0x7f, 0x13, 0x72, 0x8f, Ox4c, 0x8e, 0xb0,
0x30, 0xc8, 0x91, O0xfd, 0x0d, 0x10, 0x73, 0xb0,
I
static CK BYTE data6 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, O0x6F,
0x6D, Ox6E, 0x6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A
b
static CK BYTE et6 || = {
Oxe0, 0x05, 0x24, Oxb6, 0x9d, Oxb2, 0x79, Oxbc,
0x63, 0xf0, O0xd9, O0x0d, 0x40, Oxel, 0x82, 0x3d,
Oxdl, 0x9f, Ox7a, Oxd6, 0x49, 0x8e, 0x72, 0x45,
Oxab, 0x21, 0x74, 0x03, 0x70, Ox3a, 0x38, 0xZ2e,
}s
// Tlpumepsr uz TOCT P 34.11-2012:
unsigned char M1[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, O0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
}s
unsigned char etl 32[] = {
0x9d, 0x15, Oxle, Oxef, 0xd8, 0x59, 0x0Ob, 0x89,
Oxda, Oxa6, Oxba, 0x6c, 0xb7, Ox4a, 0xf9, 0x27,
0x5d, 0xd0, 0x51, 0x02, Ox6b, Oxbl, 0x49, Oxa4,
0x52, Oxfd, 0x84, Oxeb, Oxeb, 0x7b, 0x55, 0x00,
I
unsigned char M2[] = {
Oxdl, Oxeb, 0x20, O0xe2, Oxeb, 0xf2, 0xf0, Oxe8,
0x2c, 0x20, Oxdl, O0xf2, O0xfO, Oxe8, Oxel, Oxee,
Oxe6, Oxe8, 0x20, Oxe2, Oxed, 0xf3, O0xf6, Oxe8,
0x2c, 0x20, Oxe2, Oxeb, Oxfe, 0xf2, Oxfa, 0x20,
0xfl, 0x20, Oxec, Oxee, 0xf0, Oxff, 0x20, Oxfl,
0xf2, 0xf0, Oxeb, Oxeb, 0xe0, Oxec, 0xe8, 0x20,
Oxed, 0xe0, 0x20, 0xf5, 0xf0, Oxe0, Oxel, 0xf0,
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Oxfb, Oxff, 0x20, Oxef, Oxeb, Oxfa, Oxea, 0xfb,
0x20, O0xc8, Oxe3d, Oxee, 0xfO, Oxed, Oxe2, O0xfb,
IE
unsigned char et2 32[] = {
0x9d, 0xd2, Oxfe, Ox4e, 0x90, 0x40, 0x9e, 0xbd,
Oxa8, Ox7f, 0xb3, 0x97, O0x6d, 0x74, 0x05, O0xbO,
OxcO, Oxca, Oxc6, 0x28, Oxfc, 0x66, 0x9a, 0x74,
Ox1d, 0x50, 0x06, Ox3c, 0xb5, Ox7e, 0x8f, 0x50,

Jis

// Digest of NULL message, 256 bits,

little —endian .

unsigned char et0 32[] = {
0x3f, 0xb3, 0x9a, 0x21, Ox3e, 0x97, 0xc8, 0x02,
Oxcc, 0x22, 0x9d, 0x47, Ox4c, Ox6a, 0xad, 0x2a,
0x82, 0Oxba, 0x36, 0xOb, Ox2a, 0x93, 0x3a, 0x94,
0x9f, 0xd9, 0x25, 0x20, 0x8d, 0x9c, Oxel, Oxbb
¥
static CK_BYTE keyval 33[| = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A
s
static CK BYTE keyval 33 hash|| = {
0x72, 0xc3, 0x40, Oxch, 0x8f, Oxbb, 0x9d, 0x91,
Oxdf, 0x95, Ox7c, Oxff, OxOa, 0x87, Oxaa, 0x45,
Oxde, 0xd3, 0xb9, 0x78, 0x12, Oxe8, 0x41, 0xc9,
Oxd4, 0x97, 0x7f, 0Oxd0, Oxe2, 0xd8, Oxea, 0Oxb4,
¥

fprintf(stderr, "GOST R 34.11-2012 NULL example..
memset (value ,0,sizeof (value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr

An");

"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;
¥
len = sizeof(value);

rc = funcs—C DigestUpdate (hSession ,
NULL, 0);
if (rc != CKR OK) {
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fprintf (stderr

"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;
}
rc = funcs—C_DigestFinal (hSession ,
value , &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;
}
if (len != sizeof(et0 32)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, etO0 32, len) != 0) {

fprintf(stderr, "%4d: Invalid result value\n",

return —2;

}

fprintf(stderr, "0OK\n");
fprintf(stderr
memset (value ,0,sizeof(value));
re
if (rec != CKR OK) {
fprintf(stderr

"GOST R 34.11-2012 M1 example..

__LINE );

'\nn);

funcs—C _DigestInit (hSession, mechanism) ;

"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
len = sizeof(value);
rc = funcs—C_Digest(hSession ,
M1, sizeof(Ml), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n",

return rc;

}

__LINE_ | rc);
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if (len != sizeof(etl 32)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print _hex(value, len);
if (memcmp(value, etl 32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "GOST R 34.11-2012 M2 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest(hSession ,
M2, sizeof(M2), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2 32)) {
fprintf(stderr ,
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;
}
print _hex(value, len);
if (memcmp(value, et2 32, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;
¥

fprintf(stderr, "0OK\n");

memset (value ,0,sizeof(value));
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rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Digest (hSession ,
datal , strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;
}
print _hex(value, len);
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");
fprintf(stderr, "One step digest...\n");
memset (value ,0,sizeof(value));

rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—>C_Digest (hSession ,
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data6 , sizeof(data6), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
if (len != sizeof(et6)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
¥
print hex(value, len);
if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");
memset (value ,0,sizeof (value));

fprintf(stderr, "Yet another one step digest...\n");
rc = funcs—C_DigestInit (hSession, mechanism) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Digest (hSession ,
data2 , sizeof(data2), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print _hex(value, len);
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if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");
memset (value ,0,sizeof (value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C_ DigestUpdate(hSession, data3, 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = 0x%x\n",
LINE | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C GetOperationState (hSession ,
state , &state len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);

return rc;

nckgH,, m




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

}

rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
_LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ DigestFinal (hSession, value, &len);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_DigestFinal failed, rc = O0x%x\n",
__LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc = funcs—C SetOperationState(hSession, state, state len,
CK_ INVALID HANDLE, CK INVALID HANDLE) ;
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_SetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C DigestUpdate (hSession ,
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data3 + 39, sizeof(data3) — 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ DigestFinal (hSession, value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestFinal failed, rc = O0x%x\n",
__LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE
return —1;

}

print hex(value, len);

len);

—_)

if (memcmp(value, et3, len) != 0) {
fprintf (stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0K\n");

fprintf(stderr, "keyval_33 example...\n");
memset (value ,0,sizeof (value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest (hSession ,

keyval 33, sizeof(keyval 33), value, &len);
if (rc != CKR OK) {
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fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", ILINE | rc);
return rc;

}

if (len != sizeof(keyval 33 hash)) {

fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}

print _hex(value, len);

if (memcmp(value, keyval 33 hash, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");

free(state);
printf ("SUCCESS\n");

return rc;

FOCT P34.11-2012, 512 6ut

IIporpamma BeraucsieT xerr coobienust mo ajropurmy IOCT P 34.11-2012 (512 6ut)
1 CPABHHUBAET PE3Y/IbTaT C 3apaHee 3aIaHHbIM 3TaJTOHOM.

JImctmar 3.8: ckm  gostr3411 12 512.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 2012 512 (CK_SESSION HANDLE hSession) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(argc, argv);

if (rc != CKR_OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR _OK) {
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fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_ OpenSession(Slotld
CKF RW _ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);

goto out;
}
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C _GetMechanismInfo(Slotld , CKM_ GOSTR3411 12 512, &
minfo) ;

if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411_12_512 not supported
======ss==-\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3411_12_512 test
==================\n");

rc = test gost3411 2012 512 (hSession);
if (rc != CKR OK) {

fprintf (stderr

"ERROR CKM_GOSTR3411_12_512 failed, rc = O0x%x\n", rc);

} else {

fprintf(stderr, "CKM_GOSTR3411_12_512 test passed.\n");
}

}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
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}

else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

CK RV test gost3411 2012 512 (CK_SESSION HANDLE hSession)
{
CK RV rc;
CK_BYTE value [256];
CK BYTE xstate;
CK _ULONG len, state len;
CK OBJECT HANDLE paramh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3411 12 512, NULL,
0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK BYTE datal [| =
"Suppose the original message has length = 50 bytes";

static CK BYIE etl || = {
0x27, 0xb5, 0xb7, Oxad, 0x7d, Oxcf, Oxcb, 0x82,
0x35, Oxff, 0x02, 0x9b, 0x74, 0x83, 0x7f, 0x04,
0x41, Oxef, Oxed4, Oxla, Oxed, 0x12, Oxc2, 0x07,
0x31, Ox3e, 0x83, 0xb2, 0x7a, Oxbd, Oxle, Ox6a,
0x9d, 0x89, 0x27, 0x13, Oxbc, 0x30, Oxal, 0x6b,
0xf9, 0x47, Oxd4, Ox6a, 0x59, Oxbb, Oxbb, 0x3a,
0x33, Oxee, 0x33, 0x38, 0xb3, 0x91, Oxc7, 0x36,
0x75, Oxe7, 0Oxd0, Oxc3, 0x60, 0x21, 0x35, 0x40,

IE

static CK BYTE data2[] = {
0xc3,0x73,0x0c,0xbc,0xbc,0xca ,0xcf ,0x91,
0xb5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

IE

static CK BYIE et2 || = {
O0xf4, Oxae, Oxe0, Ox46, 0x77, Oxea, OxOe, Oxd4,
0x8e, 0x92, 0x9d, 0x36, 0x85, 0x0a, Oxc7, Oxba,
Oxeb, Oxef, 0x37, 0xb56, Oxaf, Oxcc, 0x25, 0x03,
0x53, Oxac, 0xf9, 0xf9, 0xf6, Oxf0, O0xOf, O0xf9,
0x9c, 0xc3, Oxeb, 0xd9, 0x16, 0x3e, 0x40, 0x55,
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0x99, 0xa3, 0x02, 0x41, 0x8a, 0x39, 0xb7, 0xf6,
Oxbc, Oxed, 0x13, 0x75, 0x31, 0xf8, Oxal, 0xb8,
Oxc2, 0x79, 0x15, Oxaf, Ox16, Ox3c, 0x8d, 0x00,

}s

static CK BYIE data3 || = {
0x30,0x82,0x03,0x9c ,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac ,0xec,
0xfb ,0xd7,0xae,0x28 ,0xb5,0x92 ,0x9f ,0xd2,
Oxec ,0x4c,0xf3 ,0x30,0x08,0x06,0x06,0x2a,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48 ,0x86 ,0xf7 ,0x0d,0x01,0x09,0x01,0x16,
0x0a ,0x67 ,0x64,0x75,0x63,0x40,0x63,0x61 ,
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06,
0x03,0x55,0x04,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04,
0x07,0x0c¢,0x0c,0xd0,0x9c,0xd0,0xbe,0xd1,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54,0x30,0x52,0x06,0x03,0x55,0x04,0x0a
0x0c ,0x4b ,0xd0,0x93 ,0xd0,0xbb,0xd0,0xb0 ,
0xd0,0xb2,0xd0,0xbd ,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94 ,0xd0,0xbe,0xd0,0xb2,0xd0,
0xbb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
Oxbd,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4 ,0xd0,0xbe,0xdl,0x81,0xd1,0x82,
0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xd1,0x8f,0xdl,0x8e,0xdl,0x89,0xd0,0xb8,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
Oxbd ,0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,
0x2a,0x06,0x03,0x55,0x04,0x0b,0x0c,0x23,
0xd0,0xa6 ,0xd0,0xb5,0xd0,0xbd,0xdl,0x82,
0xd1,0x80,0x20,0xd0,0xal ,0xd0,0xb5,0xdl,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,
0xb8 ,0xd0,0xba,0xd0,0xb0,0xd1,0x86 ,0xd0,
0xb8,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06
0x03,0x55,0x04,0x03,0x0c,0xle,0xd0,0x93,
0xd0,0x94 ,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xdl,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4 ,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3 ,0xd0,0xa6,0x30,0xle,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
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0x33,0x32,0x39,0x5a,0x30,0x81 ,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86,0xf7 ,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64 ,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04 ,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c ,0x0c,0xd0,0x9¢c,0xd0,0xbe,0xdl,0x81,
0xd0,0xba ,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04,0x0a,0x0c,
0x4b ,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94 ,0xd0,0xbe ,0xd0,0xb2,0xd0,0xb5,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,0xd0,
0xb4 ,0xd0,0xbe,0xdl,0x81,0xd1,0x82,0xd0,
Oxbe ,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f,0xd1l,0x8e,0xdl,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06 ,0x03,0x55,0x04 ,0x0b,0x0c,0x23,0xd0,
0xa6 ,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xdl,
0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xd1,0x84 ,0xd0,0xb8,
0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0x1le,0xd0,0x93,0xd0,
0x94 ,0xd0,0xa3 ,0xd0,0xa6,0x20,0xd0,0xal,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0Oxa3 ,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06 ,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04,0x40,
0x50 ,0xab ,0x7f,0xc4 ,0xcc,0x3d,0xd0,0xe2 ,
0xdd ,0x86 ,0xda,0x19,0x6b,0x14,0x8c,0x78,
0xd9,0xca ,0x58,0x67,0x62,0xf3 ,0xb7,0xba,
0x7b,0x2a ,0xda,0xcl ,0x9c,0x3f,0x87 ,0xeb ,
0xfl ,0xdc,0xaf,0x35,0xad,0x2d,0xel ,0Oxca ,
Oxed ,0xcl ,0x8b,0x82,0xde,0xal,0x8b,0x95,
0xdd ,0xa2,0xac,0x46 ,0x6a,0x8e,0xce,0x5d,
0Oxba,0x16 ,0xba,0x03,0x29,0x72,0x38,0x27,
0Oxa3d ,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
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0x30,0x5a,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff ,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3d ,0xd0,0xbf,0xd0,0xbe,0xd0,0xbb,0xd0,
0xbd ,0xd0,0xbe,0xd0,0xbc,0xd0,0xbe,0xdl,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xd0,
Oxbe ,0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8 ,
0xd1,0x86,0xd0,0xbe,0x30,0x0f,0x06,0x03,
0x55,0x1d,0x0f,0x01,0x01,0xff ,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0 xff ,0x04 ,
0x05,0x30,0x03,0x01,0x01,0xff,0x30,0x1d,
0x06 ,0x03,0x55,0x1d,0x0e,0x04,0x16 ,0x04 ,
0x14,0xbl,0x6e,0x0e,0xa4,0x40,0xbc,0xf0 ,
0xd9,0xb6,0xf7 ,0xef ,0xfa ,0xf0,0x3d,0xal,
0x0c,0xd2,0x8f,0xfl ,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04,0x6a,0x30,0x68,
0x30,0x66 ,0xa0,0x64,0xa0,0x62,0x86,0x60,
0x6¢,0x64,0x61,0x70,0x3a,0x2f,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38,0x2e,0x36,
0x38 ,0x2e,0x37,0x30,0x2f,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2¢c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69 ,
0x63,0x61,0x74,0x65,0x52,0x65,0x76 ,0x6f ,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢c,
0x61,0x73,0x73,0x3d,0x63,0x52,0x4c,0x44
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74
0x69,0x6f,0x6e,0x50,0x6f,0x69,0x6e,0x74
¥
static CK BYTIE et3 || = {
0x83, 0x84, Oxbl, Oxed, 0x9a, 0xd7, 0x04, 0x34,
0x8c, 0xa9, 0x3f, 0xdl, Oxdb, 0x6b, 0x4b, 0xbl,
0x96, 0Ox4b, Oxce, 0x40, 0x9c, 0x95, 0x85, 0x47,
0xb0, 0x16, 0x2a, 0x12, 0x2c, Oxfa, O0xd5, 0xd2,
0x9d, 0x9f, Oxdb, 0x43, 0x10, Ox6e, 0Ox6a, Oxef,
0x39, 0xf2, 0xa9, Oxle, Oxla, Ox6a, 0xd7, 0Oxd4,
Oxed, 0x94, 0xf6, 0x84, 0xc9, 0x41, 0x6e, 0x92,
0x83, Oxde, 0x14, O0xbf, Oxfa, Oxdc, 0x21, 0xb8,
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s
static CK BYTE data6 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, 0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, Ox6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, Ox6E, 0x6F, 0x70, Ox6E, O0x6F, 0x70, 0x71,
0x0A
b
static CK BYIE et6 || = {
0x89, 0x8c, 0xd4, 0xf2, 0x23, 0x32, 0xf6, O0x2f,
0x2b, Oxae, 0x32, Oxaf, 0x46, Oxcl, Oxld, Oxde,
0x64, 0x13, Oxff, 0x89, Oxaa, Oxd4, Oxeb, 0x53,
Oxb4, Oxa2, 0xd8, 0x85, Ox4b, 0x0Oe, 0xfO, Oxel,
0xd2, Oxbe, 0x75, 0x01, Oxec, 0x40, 0Ox2e, 0x98,
0x2a, 0xb2, 0x95, 0xb8, Oxec, 0x25, 0x72, Oxe8,
0xa8, 0x0d, Oxla, Oxe3d, Oxbf, Oxff, 0x17, 0x85,
Oxad, Oxcc, 0x42, 0x8f, Ox4f, Oxbb, 0x76, 0xOb,
}s
// Tlpumepsr uz T'OCT P 34.11-2012:
unsigned char M1[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33,
0x34, 0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31,
0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35,
0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
}s
unsigned char etl 64[] = {
Ox1lb, 0xb4, O0xd0, Oxla, Ox4a, Oxf5, O0xb9, 0xd5,
Oxcc, 0x3d, 0x86, 0xd6, 0x8d, 0x28, 0x54, 0x62,
Oxbl, 0x9a, Oxbc, 0x24, 0x75, 0x22, 0x2f, 0x35,
OxcO, 0x85, 0x12, 0x2b, Oxe4, Oxba, Ox1f, Oxfa,
0x00, Oxad, 0x30, 0xf8, 0x76, O0x7b, Ox3a, 0x82,
0x38, Ox4c, 0x65, 0x74, 0xfO, 0x24, Oxc3, OxI11,
Oxe2, Oxad, 0x81, 0x33, 0x2b, 0x08, Oxef, Ox7f,
0x41, 0x79, 0x78, 0x91, Oxcl, 0x64, 0x6f, 0x48,
b
unsigned char M2[] = {
Oxdl, Oxeb, 0x20, O0xe2, Oxeb, 0xf2, 0xf0, Oxe8,
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0x2c¢, 0x20, Oxdl, 0xf2, 0xf0, Oxe8, Oxel, Oxee,
Oxe6, 0xe8, 0x20, O0xe2, Oxed, 0xf3, 0xf6, Oxe8,
0x2c, 0x20, O0xe2, Oxeb, Oxfe, 0xf2, Oxfa, 0x20,
0xfl, 0x20, Oxec, Oxee, O0xfO, Oxff, 0x20, Oxfl,
0xf2, 0xf0, Oxeb, Oxeb, Oxe0, Oxec, Oxe8, 0x20,
Oxed, Oxe0, 0x20, O0xf5, O0xfO, Oxe0, Oxel, 0xf0,
0xfb, O0xff, 0x20, Oxef, Oxeb, Oxfa, Oxea, 0xfb,
0x20, 0xc8, Oxe3d, Oxee, O0xfO, Oxed, Oxe2, 0xfb,

b

unsigned char et2 64[] = {
Oxle, 0x88, Oxe6, 0x22, 0x26, Oxbf, Oxca, 0x6f,
0x99, 0x94, 0xfl, 0xf2, 0xd5, 0x15, 0x69, 0Oxe0,
Oxda, 0xf8, 0x47, 0x5a, 0x3b, 0x0f, Oxe6, Oxla,
0x53, 0x00, Oxee, Oxed4, Ox6d, 0x96, 0x13, 0x76,
0x03, 0Oxbf, Oxe8, 0x35, 0x49, Oxad, Oxa2, 0xb8,
0x62, 0x0f, Oxcd, Ox7c, 0x49, Ox6c, Oxed, 0xb3,
0x3f, 0x0c, 0xb9, Oxdd, Oxdc, 0x2b, 0x64, 0x60,
0x14, 0x3b, 0x03, Oxda, Oxba, 0Oxc9, Oxfb, 0x28,

¥
// Digest of NULL message, 512 bits, little —endian.
unsigned char et0 64[] = {

0x8e, 0x94, 0xbd, 0Oxa2, 0x09, Oxaa, 0x86, 0x9f,
0x04, 0xb55, 0x92, 0x85, 0x29, Oxbc, Oxae, 0x46,
0x79, 0xe9, 0x87, 0x3a, 0xb7, 0x07, 0xb5, 0x53,
0x15, 0xf5, Ox6c¢c, Oxeb, 0x98, Oxbe, 0xf0, Oxa7,
0x36, 0x2f, 0x71, 0Oxb5, 0x28, 0x35, Ox6e, OxeS8,
0x3c, Oxda, O0x5f, Ox2a, Oxac, Ox4c, Ox6a, 0xd2,
Oxba, 0Ox3a, 0x71, Oxbc, Oxlb, Oxcd, 0x81, Oxch,
0x8e, 0x9f, 0x90, Oxbf, Ox4c, Oxlc, Oxla, 0x8a

}s

fprintf (stderr, "GOST R 34.11-2012 NULL example..
memset (value ,0,sizeof(value));
rc = funcs—C_ DigestInit(hSession, mechanism) ;
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",

.\nll);

__LINE__ | rc);

return rc;
¥
len = sizeof(value);
rc = funcs—C DigestUpdate (hSession ,

NULL, 0);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—C_ DigestFinal (hSession ,
value , &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et0 64)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
¥
print _hex(value, len);
if (memcmp(value, et0_64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0K\n");

fprintf(stderr, "GOST R 34.11-2012 M1 example...\n");
memset (value ,0,sizeof(value));
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = OxZ%x\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(hSession ,
M1, sizeof(Ml), value, &len);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}
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if (len != sizeof(etl 64)) {

fprintf (stderr
"%4d: Invalid result length: %d\n", LINE |,

return —1;

¥

print hex(value, len);

if (memcmp(value, etl 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n",
return —2;

}

fprintf(stderr, "0K\n");

len);

__LINE__);

fprintf(stderr, "GOST R 34.11-2012 M2 example...\n");

memset (value ,0,sizeof(value));
rc = funcs—C_ DigestInit(hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);

rc = funcs—C Digest(hSession ,
M2, sizeof(M2), value, &len);

if (rc !'= CKR OK) {
fprintf(stderr

"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);

return rc;

}

if (len != sizeof(et2 64)) {

fprintf (stderr
"%4d: Invalid result length: %d\n", LINE |

return —1;

}

print hex(value, len);

if (memcmp(value, et2 64, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n",
return —2;

}

fprintf(stderr, "0K\n");

len);

__LINE__);
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memset (value ,0,sizeof(value));

rc = funcs—C_ DigestInit(hSession, mechanism);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = 0x%x\n",
_LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C Digest(hSession ,
datal , strlen(datal), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(etl)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print hex(value, len);
if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", ILINE );
return —2;

}

fprintf(stderr, "0OK\n");
fprintf(stderr, "One step digest...\n");
memset (value ,0,sizeof(value));

rc = funcs—C_ DigestInit(hSession, mechanism) ;
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = 0x%x\n",
LINE | rc);
return rc;

}

len = sizeof(value);
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rc = funcs—C Digest(hSession ,
data6 , sizeof(data6), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et6)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;
}
print hex(value, len);
if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

fprintf(stderr, "0OK\n");
memset (value ,0,sizeof (value));

fprintf(stderr, "Yet another one step digest...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Digest (hSession ,
data2 , sizeof(data2), value, &len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_Digest failed, rc = Ox%x\n", LINE | rc);
return rc;

}

if (len != sizeof(et2)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE |, len);
return —1;
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}

print _hex(value, len);

if (memcmp(value, et2, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");
memset (value ,0,sizeof (value));

fprintf(stderr, "Get operation state...\n");
rc = funcs—C_DigestInit (hSession, mechanism);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DigestInit failed, rc = Ox)%x\n",
__LINE | rc);
return rc;

}

rc = funcs—C DigestUpdate(hSession, data3, 39);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

// Save intermediate cryptograhic state.
state len = 0;
rc = funcs—C _GetOperationState (hSession ,
NULL, &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE | rc);
return rc;
}
state = malloc(state len);
rc = funcs—C _GetOperationState (hSession ,
state , &state len);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetOperationState failed, rc = 0x%x\n",
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LINE |, rc);

return rc;
}
rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rc != CKR _OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C DigestFinal(hSession, value, &len);
if (rc != CKR_OK) {
fprintf(stderr
"%4d: C_DigestFinal failed, rc = 0x%x\n",
_LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

fprintf(stderr, "Set operation state...\n");
// Restore saved cryptographic state.
rc = funcs—C SetOperationState(hSession, state, state len,
CK_ INVALID HANDLE, CK INVALID HANDLE) ;
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_SetOperationState failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}
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rc = funcs—C_ DigestUpdate(hSession ,
data3 + 39, sizeof(data3) — 39);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DigestUpdate failed, rc = O0x%x\n",
_LINE | rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ DigestFinal (hSession, value, &len);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_DigestFinal failed, rc = O0x%x\n",
__LINE | rc);
return rc;

}

if (len != sizeof(et3)) {
fprintf (stderr
"%4d: Invalid result length: %d\n", LINE | len);
return —1;

}

print hex(value, len);

if (memcmp(value, et3, len) != 0) {
fprintf(stderr
"%4d: Invalid result value\n", LINE );

return —2;

}

fprintf(stderr, "0OK\n");

free (state);
printf ("SUCCESS\n");

return rc;

3.3.56 lenepayus HMAC
rOCT P34.11-94

B mamnoMm mpumepe gemoncrpupyercs rerepanust u nposepka HMAC mexanmsmom
CKM_GOSTR3411_HMAC. 3ameTuM, 4TO JJIMHA 3HAYEHUs] UCXOIHOIO KJIO4Ya, [IPU MeHepaIluu
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HMAC He o0sizana ObITH paBHO 32-M OaiiTaM.

lenepanus HMAC - 9T0 KOHTEKCTHAs Ollepalisl B CECCUU, IIO3TOMY €€ IIPOMEKYTOTHOE
COCTOsIHIIE MOYKET OBITH COXPaHEeHO 1 BoccTaHoBjeHo dyuknusamu C_GetOperationState,
C_SetOperationState.

SaMeTnM, UTO KJIHOY, UCIOJIb3yeMblit B KoHTeKcTe reHepariun HMAC, paccmarpuBaer-
¢, KaK KJII0Y ayTeHTH(UKAIMH, a He KaK KJ049 MuGPOBAHUS, W ITO9TOMY 3a/IaeTCs B
nocaenueM napamerpe dyukiun C_SetOperationState.

Pasmep cocrostrust konrekcra redepannn HMAC 3aBucuT oT peajusaliui U B Pa3HBIX
Bepcusgx OUOIMOTEKN MOYXKET OKA3aThCs PA3JIUYHBIM, IIO3TOMY HE CJIEIYeT HAJIeAThCS Ha
duKcHpoBaHHBIN paszMep Oydepa Mpu COXPAHEHUN ITOTO COCTOSHUSI C ITOMOIIBIO DYHKITUN
C_GetOperationState.

JImcruar 3.9: ckm  gostr3411 hmac.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test gost3411 hmac (CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {
CK RV rc = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);

if (re != CKR OK) {
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fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C _GetMechanismInfo(SlotId , CKM_ GOSTR3411 HMAC, &
minfo) ;
if (rc != CKR OK) {

fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411_HMAC not supported
e
} else {
fprintf (stderr ,
"\n==================== CKM_GOSTR3411_HMAC test
==================\n");

rc = test_gost3411 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_HMAC failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr , "CKM_GOSTR3411_HMAC test passed.\n");
}

}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK_RV test gost3411 hmac (CK_SESSION HANDLE sess)
{

int rc = 0;
CK_BYTE value [256];
CK_ULONG len ;

CK_MECHANISM mechanism desc =
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{CKM_GOSTR3411 HMAC, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL ltrue = CK TRUE;

static CK BYTE keyvall [| = {
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b,0x0b,0x0b
b
static CK BYTE datal [|] = "Hi There";
static CK BYIE etl || = {
0x34 ,0x4f ,0x17,0xcd ,0xa0,0xfa ,0x9a ,0x56,
Oxdb,0x24 ,0xed ,0x7c,0xf3 ,0xaa ,0xcd,0Oxel ,
0xd1,0x26 ,0xb9,0xe2 ,0x4e,0xf3 ,0x92,0xf2 ,
0x31,0x77,0x0e,0x3e,0xa8,0x6d,0xde,0x1d,

};

static CK BYTE keyval2 || = { ?J’,’e’ ,’f’ ’e’ };

static CK BYTE data2|] = "what do ya want for nothing?";
static CK BYIE et2 || = {

0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5,0xff ,0xae,0x49,0x62,
0x97,0xf9,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56 ,0x8d,0x9a ,

}s

static CK_BYTE keyval3|[] = {
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,

b

static CK BYTE data3 || =
"Test Using Larger Than Block-Size Key - Hash Key First';
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static CK BYIE et3 || = {
0x91,0x77 ,0xa0,0x5f ,0xee ,0xca ,0xfa ,0x5c,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56 ,0x7e ,0x26 ,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,

s
// CryptoPro 3411 HASH1 default Param Set
static CK BYTE oid [] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
}s
static CK_ATTRIBUTE key template || = {

{ CKA VALUE, NULL PTR, 0 },

{ CKA_CLASS, &oclass, sizeof(oclass) },

{ CKA KEY TYPE, &key type, sizeof(key type)
{ CKA_SIGN, &ltrue, sizeof(ltrue) },

{ CKA_ VERIFY, &ltrue, sizeof(ltrue) }

——

b

static CK BYTE data4 [] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, O0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, O0x6F,
0x6D, Ox6E, 0x6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A

}

static CK BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

s

// For big—endian byte order

static CK BYTE et 32| = {
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, O0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, O0xOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, Oxb8, O0xf5, Ox4a, 0x56

}s

// For little —endian byte order
static CK BYTE et 32 le[] = {
Ox6e, 0x18, Oxbf, O0x2e, 0x66, 0xOc, 0x89, 0xb4,
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0x85, 0xd7, 0x77, 0x25, 0x90, Ox4b, 0x9c, Ox7a,
Oxbb, 0x85, 0x0e, 0x87, 0x90, 0x09, Oxbb, Oxfa,
Oxee, 0x9a, 0x41, 0x92, Oxac, 0x81, 0Oxc8, 0x67

IE

static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

Ik

// For big—endian byte order

static CK BYTE et 31| = {
0x98, 0x24, 0x2e, 0Oxd7, 0x01, O0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, O0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4d, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, O0xfl, Oxce

Ik

// For little —endian byte order

static CK BYTE et 31 le[] = {
0xd7, Oxee, 0x31, 0x90, Oxa7, Ox8e, 0xd2, 0xd3,
0x25, 0xf7, 0x3c, 0xf5, Oxfc, Oxed, 0x73, 0x54,
0x11, 0x34, 0x2f, 0x5c, 0x17, 0x98, 0xc9, Oxea,
0x25, 0xb2, 0x8e, 0x90, O0xd3, Ox2c, 0x64, 0x16

b

static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A

¥

static CK BYTE keyval 33 hash|[] = {
0x10, Oxff, Oxed, 0x16, 0x36, Ox4d, Oxab, Ox3a,
0x07, 0xc9, Oxba, 0x00, O0x0Oc, Oxbb, 0xb5, 0x31,
Oxab, 0x53, Oxda, O0xf7, Oxlc, Ox1f, Oxfe, 0x31,
Oxad, 0x48, 0x81, Oxaf, Oxal, 0x31, Oxae, Oxbe

IE

// For big—endian byte order

static CK BYTE et 33[] = {
0x18, 0x8f, 0x6c¢c, 0xc3, 0x3f, 0x19, Oxbe, 0xlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Ox5a, Oxaa, 0xb3, Oxec, Ox4de, 0x97, 0x5f, Ox6a,
Oxab, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

b
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// For little —endian byte order
static CK BYTE et 33 le|] = {
Oxe5, 0x60, O0x6b, 0x35, 0x61, 0x72, 0x53, 0x9e,
0x69, 0x61, 0x67, Ox3a, 0x85, Oxaa, Oxad, 0xb7,
Oxe2, 0x99, 0x79, 0x06, O0x6d, 0x22, 0x13, 0x47,
Oxa4, 0xe0, Oxa6, Oxbe, Oxec, 0x0f, 0xd7, 0xb9
};
CK _BYTE xstate = NULL;
CK _ULONG state len = 0;
key template [0].pValue = keyval 32;
key template|[0].ulValueLen sizeof (keyval 32);
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = oid;
mechanism—>ulParameterLen = sizeof(oid);
rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —2;
goto end;

}

if (mememp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
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rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad),
value, len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 32_le 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

key template[0].pValue = keyval 31;

key template[0].ulValueLen = sizeof(keyval 31);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

// Ucnonb3syercs ymaaduBaeMblii HaGOp mapaMeTpoB
mechanism—>pParameter = NULL;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

AMCgCéM

oot 96




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

}

if (memcmp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9y;
goto end;

}

printf("Sign 31_le O0K\n");

rc = funcs—C _VerifylInit (sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (re != CKR OK) {
fprintf(stderr, "C_Verify failed: O0x%x\n", rc);
goto end;

}

printf("Verify 31_le O0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyval 33 hash;
key template|[0].ulValueLen = sizeof(keyval 33 hash);
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rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess , mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C _SignUpdate(sess, datad, 7);

if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C GetOperationState (sess, NULL, &state len);
if (rec != CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;
}
state = (CK_BYTE x)malloc(state len);
rc = funcs—C GetOperationState (sess, state, &state len);
if (rc != CKR OK) {
fprintf (stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);
if (re != CKR OK) {
fprintf(stderr
"C_SetOperationState failed: Ox%x\n", rc);
goto end;
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}

rc = funcs—C _SignUpdate(sess, data4+7, sizeof(datad)—7);
if (rc != CKR_OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

¥

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —7;
goto end;

}

printf("Sign 33_le multipart O0K\n");

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C SetOperationState(sess, state, state len,
CK INVALID HANDLE, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess , datad+7, sizeof(datad)—7);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
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goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —0;
goto end;

}

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —7;
goto end;

}

printf("Restored Sign 33_le multipart OK\n");

rc = funcs—C _VerifylInit (sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad), value, len);
if (rec != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("Verify 33_le OK\n");

rc = funcs—C_DestroyObject (sess, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyval 33;
key template|[0].ulValueLen = sizeof(keyval 33);
rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
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&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —8;
goto end;

}

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs—>C_DestroyObject (sess , keyh);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyvall;

key template|[0].ulValueLen = sizeof(keyvall);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C _ Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;

}

rc = funcs—C _VerifylInit (sess, mechanism, keyh);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datal, strlen(datal), value, len);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;
¥
printf ("SUCCESS\n");
rc = CKR_OK;
end :
if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);

}

return rc;

}

roCT P34.11-2012, 256 6ut

B nmammOM mpumepe gemMoHcTpuUpyercsi reHepaiusi u nposepka HMAC mexanuzMom
CKM\_GOSTR3411\_12\_256_HMAC.

JImecrurr 3.10: ckm  gostr3411 12 256 hmac.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost3411 12 256 hmac (CK_SESSION HANDLE sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
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return CKR_OK;
}

CK_RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession (Slotld ,
CKF _RW_SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);

if (rc != CKR OK) {
fprintf (stderr ,

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_GetMechanismInfo (SlotId ,
CKM_GOSTR3411 12 256 HMAC, &minfo);
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3411_12_256_HMAC "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3411_12_256_HMAC "
"test ==================\n");

rc = test gost3411 12 256 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3411_12_256_HMAC failed, rc = Ox%x\n",
rc);
} else {
fprintf(stderr
"CKM_GOSTR3411_12_256_HMAC test passed.\n");

}
}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
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}

else {
fprintf(stderr, "C_CloseSession success\n");
}

out:
return rc;

CK RV test gost3411 12 256 hmac(CK _SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value [256];
CK ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_GOSTR3411 12 256 HMAC, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_ OBJECT HANDLE keyh = CK INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SHCRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK_BBOOL ltrue = CK TRUE;

static CK BYTE keyvall [| = {
0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b,0x0b,0x0b,0x0b

}

static CK_BYTE datal [| = "Hi There";

static CK BYTE etl[] = {
0x79, 0x8b, 0xd0, 0x9e, O0xf7, Oxad, 0x67, 0x64,
Ox6a, 0x3b, 0x74, Oxfe, 0x48, 0xd7, 0x31, 0x73,
0x50, Oxa8, 0x6f, 0x07, 0x7d, 0x05, Oxef, 0x78,
Oxcb, 0xe9, Oxba, 0x3c, 0x9e, 0xf3, Oxa4, OxI1,

b

static CK BYIE keyval2 || = { ?J?,’e’ ,7f’ ’e’ };

static CK_BYTE data2[] = "what do ya want for nothing?";

static CK BYIE et2 || = {
0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43 ,0xda,0x09,0x51,0x56 ,0x8d ,0x9a ,

b
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static CK BYTE keyval3|[] = {
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
¥
static CK BYTE data3 || =
"Test Using Larger Than Block-Size Key - Hash Key First';
static CK BYIE et3 || = {
0x91,0x77,0xa0,0x5f,0xee,0xca,0xfa ,0xbc,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xbb,
0xd5,0x9b ,0x23,0x4c,0x56 ,0x7e ,0x26 ,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,
IE
static CK_ATTRIBUTE key template|[] = {
{ CKA_VALUE, NULL PTR, 0 },
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type)
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

——

}

static CK BYTE data4 [] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, Ox6E, 0x6F, 0x70, Ox6E, Ox6F, 0x70, 0x71,
0x0A

b

static CK BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66
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};

// For big—endian byte order

static CK BYTE et 32| = {
0x52, 0x67, O0xfb, 0xa5, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, O0x45, 0x61, 0x86, O0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, Ox0a, 0x85, 0xf8,
0xf8 , 0x8b, 0x59, 0x40, 0xb8, 0xf5, Ox4a, 0x56

¥

// For little —endian byte order

static CK BYTE et 32 le[] = {

Oxab, 0x42, 0x71, 0xd2, 0x71, 0xd0, Oxbb, 0x78,
0x67, Oxbe, 0Oxe8, 0x10, 0x33, O0x7e, O0xbc, 0xd3,
Oxcf, Oxlc, 0x3c, 0x2b, 0x7d, 0x12, 0Oxdl, Oxdd,
0xfl, Oxec, 0x31, 0xf9, Oxfc, 0x00, Oxbb, Oxe2,

};

static CK BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

};

// For big—endian byte order

static CK BYTE et 31| = {
0x98, 0x24, 0x2e, 0Oxd7, 0x01, O0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4d, 0x05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, O0xfl, Oxce

};

// For little —endian byte order

static CK BYTE et 31 le[] = {

0x04, 0x9a, Oxe0, Oxf4, Oxa2, Oxba, Oxac, 0x75,
0x82, 0xdb, Oxbd, O0x46, Ox45, 0x47, 0x17, 0x71,
Oxec, 0x77, Oxbc, 0x24, Oxa2, 0xb8, 0xbc, 0xbd,
Oxaa, 0x53, 0x0Oc, Oxb6, 0x85, 0x50, Ox4c, 0x9c,
I
static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A
¥
static CK BYTE keyval 33 hash|[] = {
0x72, 0xc3, 0x40, Oxchb, 0x8f, Oxbb, 0x9d, 0x91,
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Oxdf, 0x95, Ox7c, Oxff, OxOa, 0x87, Oxaa, 0x45,
Oxde, 0xd3, 0xb9, 0x78, 0x12, Oxe8, 0x41, 0xc9,
Oxd4, 0x97, 0x7f, Oxd0, Oxe2, 0xd8, Oxea, 0Oxb4,

Ii5

// For big—endian byte order

static CK BYTE et 33 ][] = {
0x18, 0x8f, Ox6c¢c, Oxc3, 0x3f, 0x19, Oxbe, Oxlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Ox5a, Oxaa, 0xb3, Oxec, Ox4e, 0x97, 0x5f, Ox6a,
Oxab, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

¥

// For little —endian byte order

static CK BYTE et 33 le|[| = {

Oxbb, 0x9c, 0x11, Ox4a, 0x86, 0xbe, 0x3f, Oxlb,
Oxec, 0x2a, 0xd9, 0x68, Ox3a, Ox11, 0x14, Oxaf,
0x8f, 0x6d, Oxed, Oxla, 0x71, Oxde, Oxab, 0x41,
0x01, O0x71, Ox3c, 0x9d, Oxc7, 0x89, 0x32, Oxlb,

};

CK _BYTE xstate = NULL;

CK _ULONG state len = 0;

key template [0].pValue = keyval 32;

key template|[0].ulValueLen = sizeof(keyval 32);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;
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}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —2;
goto end;

¥

print _hex(value, len);

if (memcmp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rec != CKR _OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value , len);

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 32_le OK\n");

rc = funcs—C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template|[0].pValue = keyval 31;

key template|[0].ulValueLen = sizeof(keyval 31);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (re != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}
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rc = funcs—C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof (value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

printf("Sign 31_le O0K\n");

rc = funcs—C _Verifylnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Verify(sess, datad, sizeof(datad),
value, len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 31_le 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template[0].pValue = keyval 33;

key template [0].ulValueLen = sizeof(keyval 33);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rec != CKR _OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —8;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—>C _VerifylInit (sess , mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
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goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("keyval_33_hash multipart test\n");

key template [0].pValue = keyval 33 hash;

key template|[0].ulValueLen = sizeof(keyval 33 hash);

rc = funcs—C _CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C _ SignUpdate(sess , datad, 7);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C GetOperationState (sess , NULL, &state len);
if (rc != CKR OK) {
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fprintf (stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;
¥
state = (CK BYTE x)malloc(state len);
rc = funcs—C _GetOperationState(sess, state, &state len);
if (rc != CKR OK) {
fprintf(stderr
"C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
CK INVALID HANDLE, keyh);
if (rec != CKR OK) {
fprintf(stderr
"C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess , datad+7, sizeof(datad)—7);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C SignFinal(sess, value, &len);

if (rc != CKR_OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

}

print hex(value, len);

if (mememp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —7;
goto end;

}

printf("Sign 33_le multipart OK\n");
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mechanism—>pParameter 0;
mechanism—>ulParameterLen = 0;
rc = funcs—C _Signlnit(sess, mechanism, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C SetOperationState(sess, state, state len,
CK_INVALID HANDLE, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_SignUpdate(sess , datad+7, sizeof(datad)—7);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ SignFinal(sess, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —6;
goto end;

}

print _hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —T;
goto end;

}

printf("Restored Sign 33_le multipart OK\n");

rc = funcs—>C _VerifylInit (sess , mechanism, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
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goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad), value, len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("Verify 33_le 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("keyval_33 singlepart test\n");

key template|[0].pValue = keyval 33;

key template [0].ulValueLen = sizeof(keyval 33);

rc = funcs—>C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess , mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datad, sizeof(datad), value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —§;
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goto end;

}

print hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

printf("keyval_33 singlepart sign O0K\n");

rc = funcs—C _VerifylInit (sess , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("keyval_33 singlepart verify 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("keyvall singlepart sign test\n");

key template[0].pValue = keyvall;

key template [0].ulValueLen = sizeof(keyvall);

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;
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}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_ Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

print hex(value, len);

if (mememp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;

}

printf("keyvall singlepart sign 0K\n");

rc = funcs—C _Verifylnit (sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datal, strlen(datal), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

printf("keyvall singlepart verify O0K\n");

printf ("SUCCESS\n");
rc = CKR_OK;
end :
if (keyh != CK_INVALID HANDLE) {
funcs—C _ DestroyObject (sess , keyh);

}

return rc;
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'}

rOCT P34.11-2012, 512 6ur

B nmammOM mpumepe jemoHcTpupyercss reHepaiiusi u nposepka HMAC mexanuzMom
CKM\_GOSTR3411\_12\_512_HMAC.

JImectuar 3.11: ckm gostr341l 12 512 hmac.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test gost3411 12 512 hmac(CK SESSION HANDLE sess ) ;

int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rec != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_ RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = O0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");
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rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_ GOSTR3411 12 512 HMAC, &minfo);
if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3411_12_512_HMAC "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_GOSTR3411_12_512_HMAC "
"test ==================\n");

rc = test gost3411 12 512 hmac(hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_GOSTR3411_12_512_HMAC failed, rc = O0x%x\n",
re);
} else {
fprintf(stderr
"CKM_GOSTR3411_12_512_HMAC test passed.\n");

}
}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out :

return rc;

}

CK RV test gost3411 12 512 hmac(CK SESSION HANDLE sess)
{

int rc = 0;
CK_BYTE value[512];
CK _ULONG len ;

CK_ MECHANISM mechanism desc =
{CKM_GOSTR3411 12 512 HMAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
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CK_OBJECT HANDLE keyh = CK INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK KEY TYPE key type = CKK GENERIC SECRET;
static CK_BBOOL ltrue = CK TRUE;

static CK_BYIE keyvall [| = {
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b ,0x0b,0x0b,0x0b,

}s

static CK BYTE datal [| = "Hi There";

static CK BYIE etl || = {
0x86, 0xb6, O0xal, O0x6b, Oxfa, 0x9f, 0x19, 0x74,
Oxaf, 0xf6, Oxcc, Oxd7, Oxfa, Ox3f, 0x83, 0xbf,
0x0b, 0xd8, 0x50, 0x39, 0xbd, 0x60, 0x84, Oxef,
Oxc4, 0x7b, 0x9d, Oxda, 0x86, Oxla, O0x2c, Oxdf,
0x0d, Oxca, 0xf9, 0x59, 0x16, 0x07, 0x33, 0xd5,
0x26, 0x9f, 0x65, 0x67, 0x96, 0x6d, 0xd7, Oxa9,
0xf9, 0x32, Oxa7, Ox7c, Oxd6, O0xfO, 0x80, 0x01,
0x2c¢, 0xd4, 0x76, 0xfl, 0Oxc2, Oxcc, 0x31, Oxbb,

}s

static CK BYTE keyval2 || = { 2J’,%e’ ,7f> ’e’ };
static CK BYTE data2|] = "what do ya want for nothing?";
static CK BYTE et2 || = {

0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43,0xda,0x09,0x51,0x56,0x8d,0x9a,
0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa ,0xf5 ,0xff ,0xae,0x49,0x62,
0x97,0xf9 ,0x99,0x3f,0xfl ,0xab,0xb7,0x05,
Oxce ,0x43 ,0xda,0x09,0x51,0x56,0x8d,0x9a,

}s

static CK_BYTE keyval3[] = {
Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
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Oxaa ,0xaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa ,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,

IE

static CK BYIE data3 || =
"Test Using Larger Than Block-Size Key - Hash Key First";

static CK BYTE et3[] = {
0x91,0x77,0xa0,0x5f,0xee,0xca,0xfa ,0x5c,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56 ,0x7e,0x26,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,
0x91,0x77,0xa0,0x5f ,0xee ,0xca ,0xfa , 0xbc,
Oxbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,
0xd5,0x9b,0x23,0x4c,0x56 ,0x7e,0x26 ,0x0d,
Oxda,0xe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa ,

IE

static CK_ATTRIBUTE key template|[] = {

{ CKA_VALUE, NULL PTR, 0 },

{ CKA_ CLASS, &oclass, sizeof(oclass) },

{ CKA_KEY TYPE, &key type, sizeof(key type)

{ CKA_SIGN, &ltrue, sizeof(ltrue) },

{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

—

i

static CK BYTE data4 || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, O0x6A, 0x68, 0x69, O0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
0x6B, 0x6C, 0x6D, O0x6E, 0x6C, 0x6D, 0x6E, 0x6F,
0x6D, O0x6E, O0x6F, 0x70, Ox6E, 0x6F, 0x70, 0x71,
0x0A

b

static CK_BYTE keyval 32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

h&

// For big—endian byte order

static CK BYTE et 32[] = {
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, O0x0a, 0x85, 0xf8,
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0xf8, 0x8b, 0xb59, 0x40, Oxb8, 0xf5, Ox4a, 0x56,
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxal0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, O0xOa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, O0xb8, O0xf5, Ox4a, 0x56
Ik
// For little —endian byte order
static CK BYTE et 32 le|[] = {
0x35, Oxe2, 0x38, 0x6f, Oxel, 0x5d, Oxcf, 0x24,
Oxac, 0x0d, Oxfd, 0x10, Oxfc, 0x8c, 0x12, 0Oxd4,
0x5b, 0x0b, 0x45, Oxd4, Oxac, 0x19, Oxe4, 0x17,
Oxa4, 0xf3, 0x99, 0x08, Oxel, 0x76, 0xbd, 0xb54,
0x63, Oxab, 0xb51, Ox6c, Oxaa, 0x65, Oxbe, 0x8a,
Oxae, Oxa0, Oxe9, O0xc8, 0x32, 0x6b, 0x39, 0x8&8d,
0x3a, 0x90, 0x3f, Oxb6, 0x06, 0x7e, O0x4f, 0x30,
0xa9, 0x9c, Oxld, Oxb3, Oxb7, 0xf2, Ox6e, Oxbl,
Ik
static CK_BYTE keyval 31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65
Ik
// For big—endian byte order
static CK BYTE et 31| = {
0x98, 0x24, 0x2e, 0xd7, 0x01, O0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, O0x7f, 0x39, Oxf4d, 0x05,
0xe7, 0x2b, 0xfb, 0x63, 0x36, 0x15, Oxfl, Oxce,
0x98, 0x24, 0x2e, 0xd7, 0x01, 0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, Ox7e, Oxc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, Ox7f, 0x39, O0xf4, 0x05,
0xe7, 0x2b, 0xfb, 0x63, 0x36, 0x15, O0xfl, Oxce
Ik
// For little —endian byte order
static CK BYTE et 31 le|[] = {
0x78, Oxab, Oxbl, Oxed4, Oxe8, 0x75, 0x59, 0x8b,
Oxch, 0xf2, 0x2d, 0x4f, 0x92, 0x0b, 0xe3d, 0x76,
0xa9, Oxbc, 0x68, Oxchb, 0x59, Oxfa, Oxbd, Oxbl,
0x67, Oxcd, 0x78, Oxde, 0x75, 0x27, 0x62, 0x4d,
0x59, 0x2d, 0x75, O0x2a, 0x99, Oxfd, 0x06, Oxfd,
Ox1d, OxcO, 0x66, Oxff, Ox3a, Oxc8, 0x85, 0x3e,
0x86, 0x71, 0x8b, 0x26, 0xd8, 0x0d, 0x85, 0xd6,
Oxda, 0xb3, 0x12, 0x2c, 0x47, Oxed, 0x59, 0x0d,
AMCECU
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s

static CK BYTE keyval 33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A

}s

static CK_BYTE keyval 33 hash|[] = {
0x10, Oxff, Oxed, 0x16, 0x36, Ox4d, Oxab, 0Ox3a,
0x07, 0xc9, Oxba, 0x00, OxOc, Oxbb5, 0x55, 0x31,
Oxab, 0x53, Oxda, O0xf7, Oxlc, Ox1f, Oxfe, 0x31,
Oxad, 0x48, 0x81, Oxaf, Oxal, 0x31, Oxae, Oxbe

IE

// For big—endian byte order

static CK BYTE et 33| = {
0x18, 0x8f, Ox6c¢c, Oxc3, O0x3f, 0x19, Oxbe, O0xlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Oxb5a, Oxaa, 0xb3, Oxec, Oxde, 0x97, 0x5f, 0x6a,
Oxad, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb,
0x18, 0x8f, 0x6¢c, 0xc3, 0x3f, 0x19, Oxbe, Oxlb,
0x00, 0Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
Ox5a, Oxaa, 0xb3, Oxec, Oxde, 0x97, 0x5f, Ox6a,
Oxad, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

IE

// For little —endian byte order

static CK BYTE et 33 le|[|] = {

0x25, 0x39, 0x76, 0x8a, Oxa6, Oxad, Oxae, Oxe2,
Oxa6, 0xb7, 0xb8, 0xb7, 0x9c, 0x85, Ox1f, 0xdl,
Oxce, Oxla, Oxe7, Ox4b, Ox3c, Oxa6, Oxbc, 0x3d,
Ox6e, Oxeb, Oxbe, Oxef, O0x2b, 0x66, 0x09, Oxal,
0xbf, 0x22, 0xb6, 0x85, 0x9f, O0xf7, 0x53, Oxla,
Oxdf, 0xd0, Ox6b, Oxbd, Oxba, Oxel, Oxc4, 0x43,
0x5c, 0x8f, Oxdc, 0x81, 0x86, 0x0a, 0x03, Oxba,
0x52, 0x9c, 0x38, Oxda, 0x22, 0x16, Oxb7, Oxle,

IF

CK_BYTE xstate = NULL;

CK ULONG state len = 0;

key template|[0].pValue = keyval 32;
key template [0].ulValueLen = sizeof(keyval 32);
rc = funcs—>C_CreateObject (sess

key template

sizeof (key template)/sizeof(CK ATTRIBUTE) ,
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&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 32 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —2;
goto end;

}

print hex(value, len);

if (mememp(value, et 32 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —3;
goto end;

}

printf("Sign 32_le 0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verify(sess, datad, sizeof(datad),
value, len);

if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
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goto end;

}

printf("Verify 32_le 0K\n");

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key template[0].pValue = keyval 31;
key template|[0].ulValueLen = sizeof(keyval 31);
rc = funcs—C_CreateObject (sess
key template
sizeof (key template)/sizeof(CK_ ATTRIBUTE) ,
&keyh) ;
if (rec != CKR _OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));

len = sizeof(value);

rc = funcs—C_Sign(sess, datad, sizeof(datad),
value , &len);

if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(et 31 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —4;
goto end;

}

print _hex(value, len);

if (mememp(value, et 31 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
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rc = —9;
goto end;

}

printf("Sign 31_le O0K\n");

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verify(sess, datad, sizeof(datad),
value, len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf("Verify 31_le 0K\n");

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

key template [0].pValue = keyval 33;
key template[0].ulValueLen = sizeof(keyval 33);
rc = funcs—C_CreateObject (sess ,
key template,
sizeof (key template)/sizeof(CK_ATTRIBUTE) ,
&keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof (value));
len = sizeof(value);
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rc = funcs—C_ Sign(sess, datad, sizeof(datad), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

goto end;

}

if (len != sizeof(et 33 le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —§;
goto end;

}

print hex(value, len);

if (memcmp(value, et 33 le, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —9;
goto end;

}

rc = funcs—C _Verifylnit (sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Verify(sess, datad, sizeof(datad), value, len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

key template|[0].pValue = keyvall;

key template[0].ulValueLen = sizeof(keyvall);

rc = funcs—C _CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;
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}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

memset (value ,0,sizeof(value));
len = sizeof(value);
rc = funcs—C_Sign(sess, datal, strlen(datal), value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len != sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = —10;
goto end;

}

print _hex(value, len);

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid value\n");
rc = —11;
goto end;

}

rc = funcs—C_Verifylnit (sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C_Verify(sess, datal, strlen(datal), value, len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf ("SUCCESS\n");

rc = CKR OK;

end:

if (keyh != CK INVALID HANDLE) {

funcs—C DestroyObject (sess , keyh);
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}

return rc;

}

3.3.6 lNeHepauus knto4yeBoii napbi, UM n ee npoBepka
FOCT P34.11-94 v TOCT P34.10-2001

B nammom mpumepe TeMOHCTPUPYeTCS MPUMEHEHNEe MEXaHU3MOB JIJIsI TEHEPAITUN KJTIO-
4JeBoil mapsl, reHeparuu 1 nposepku DI — CKM_GOSTR3410_KEY_PAIR_GEN, CKM_GOSTR3410
n CKM_GOSTR3410_WITH_GOSTR3411. IlepBbIit MexaHm3M paboTaET ¢ TOTOBBIM JIaiZKeCTOM
IIO/IIINChIBAEMBIX JJAHHBIX, & BTOPOI caM I'eHepUPYeT 3TOT JaiiKecT JJIs MOJINCH.

JImctunr 3.12: ckm  gostr3410.c

#include "test_common.h"

CK RV test crypto();
CK RV test gost3410 (CK_SESSION HANDLE sess ) ;

int main(int argc, char xargv|[]) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
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NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

// log in as normal user
rc = funcs—C Login(hSession, CKU USER, user pin, strlen (
user pin));
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out close;
}
fprintf(stderr, "C_Login success\n");
rc = funcs—C _GetMechanismInfo(SlotId , CKM GOSTR3410, &minfo);
if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3410 not supported ===========\n"
)5
} else {
fprintf(stderr
W\pn==================== CKM_GOSTR3410 test ==================\p"
)5

rc = test gost3410(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3410 failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOSTR3410 test SUCCESS.\n");

}
}

out close:
if ( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
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out :
return rc;

CK RV test gost3410 (CK SESSION HANDLE sess)
{

int rc = 0;

CK BYTE value [256];

CK _ULONG len;

CK_OBJECT HANDLE pub key = CK INVALID HANDLE;

CK_OBJECT HANDLE priv_key = CK_ INVALID HANDLE;

CK_OBJECT HANDLE new key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3410, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism gen desc = {

CKM_ GOSTR3410 KEY PAIR GEN, NULL, 0};
CK_MECHANISM_PTR mechanism gen = &mechanism gen desc;

static CK BBOOL ltrue = CK TRUE;

static CK_BBOOL lfalse = CK_FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_OBJECT CLASS oclass pub = CKO_ PUBLIC KEY;
static CK_OBJECT CLASS oclass priv = CKO_PRIVATE KEY;
static CK_KEY TYPE key type = CKK GOSTR3410;

static CK BYTE gostR3410params || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01 };
static CK BYTE gostR3411lparams || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01 };
static CK BYTE data|[] = {

Oxee ,0x8c,0xd9,0x40,0x23,0xdd,0x9a,0xf8 |
0x17,0xdd,0xe8 ,0x1f,0x02,0x25,0x5b,0xbh3,
Oxaa ,0x6b,0xd3,0x21,0x09,0x41,0x95,0x7e,
Oxea ,0x7e,0x0e,0x3c,0x35,0x9f,0x04,0x5a
}s
static CK BYTE pub_key value[64];
static CK UTFS8CHAR xlabel = "Yet Another Keypair",;
CK_ATTRIBUTE pub template [| = {
{ CKA TOKEN, &ltrue, sizeof(ltrue)},
{ CKA_ GOSTR3410PARAMS, gostR3410params, sizeof(
gostR3410params) },
{ CKA_GOSTR3411PARAMS, gostR3411params, sizeof(
gostR3411params) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
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}s

CK_ATTRIBUTE priv_template [| = {

{ CKA TOKEN, &ltrue, sizeof(ltrue)},

{ CKA_PRIVATE, &ltrue, sizeof(ltrue)},
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },

}s

rc = funcs—C GenerateKeyPair(sess , mechanism gen,
pub_template, sizeof(pub template)/sizeof (CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed: Ox%x\n", rc);
return rc;

}

fprintf(stderr, "C_GenerateKeyPair O0K\n");

rc = funcs—>C _Signlnit(sess , mechanism, priv_key);
if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ Sign(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
print _hex(value, len);

rc = funcs—C _Verifylnit(sess, mechanism, pub_ key);
if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_Verify(sess, data, sizeof(data), value, len);
if (rc != CKR OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

return rc;
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}

fprintf(stderr, "C_Verify O0K\n");

value [5] ~= 0x08;
fprintf(stderr, "Signature changed for testing\n");
// Signature changed and not valid
rc = funcs—C _Verifylnit(sess, mechanism, pub key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;
}
rc = funcs—C Verify(sess, data, sizeof(data), value, len);
if (rc = CKR OK) {
fprintf (stderr ,
"C_Verify not failed for bad signature: Ox%x\n", rc);

return —1;

}

fprintf(stderr
"C_Verify failed for bad signature (0x%x) - it’s 0K\n", rc);

// Restore valid signature
value [5] "= 0x08;
// Change data
data |[7] "= 0x3A;
fprintf(stderr, "Data changed for testing\n");
rc = funcs—C _VerifylInit(sess, mechanism, pub key);
if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;
¥
rc = funcs—>C_Verify(sess, data, sizeof(data), value, len);
if (rc = CKR OK) {
fprintf(stderr ,
"C_Verify not failed for bad data: Ox)%x\n", rc);
return —1;
¥
fprintf(stderr
"C_Verify failed for bad data (0x%x) - it’s 0K\n", rc);

rc = funcs—C _ DestroyObject (sess, priv_key);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}
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rc = funcs—C DestroyObject (sess, pub_ key);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

rOCT P34.11-2012 v TOCT P34.10-2012, 256 6ut

[Tockombky pasmep maitizkecta 'OCT P34.11-2012 coBriajgiaer ¢ pa3zmepoM jaiijizkecta
I'OCT P34.11-94, a T'OCT P34.10-2001 u 'OCT P34.10-2012 (256 6ur) — sro dakru-
YECKU OJUHAKOBBIE aJIOPUTMBI, TO MEHEPALNN KJIIOUYEBOH Iapbl, MeHepalus U IIPOBep-
ka DI npousBomsaTcs B manHOM ciaydae Tak ke, Kak g 'OCT P34.11-94 u 'OCT

P34.10-2001.

FOCT P34.11-2012 v FOCT P34.10-2012, 512 6ut

B nammOoM mpumepe 1eMOHCTpUPYETCs IPUMEHEHHUE JABYX MEXAHU3MOB JIJIsT TeHEPAIINN
u upoBepku IIIIT — CKM_GOSTR3410_512 m CKM_GOSTR3410_WITH_GOSTR3411_12_512.
ITepBroIit MexaHU3M pabOTAET C TOTOBBIM JAKECTOM MOAMUCHIBAEMBIX JAHHBIX, & BTOPOIt

caM reaepupyer 3ToT ,B;aIL/'DKeCT JJId IIOOIINCH.

Jlmcruar 3.13: ckm  gostr3410 512.c

#include "test_common.h"

CK RV test_crypto();
CK RV test gostr3410 512 (CK_SESSION HANDLE sess);

int main(int argc, char xargv|]|) {
CK_RV rc = CKR_OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
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return CKR_OK;
}

CK_RV test crypto ()

{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession (Slotld ,
CKF RW_SESSION | CKF _ SERIAL _ SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr ,
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

// log in as normal user
rc = funcs—C Login(hSession, CKU USER, user pin, strlen(
user pin));
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out close;
}
fprintf(stderr, "C_Login success\n");
rc = funcs—C_GetMechanismInfo(SlotId , CKM_ GOSTR3410 512, &
minfo) ;
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOSTR3410_512 not supported
e
} else {
fprintf (stderr
"\n==================== CKM_GOSTR3410_512 test
==================\n");

rc = test_ gostr3410 512 (hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3410_512 failed, rc = 0x%x\n", rc);
} else {
fprintf(stderr , "CKM_GOSTR3410_512 test SUCCESS.\n");
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}
}

out close:
if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥

out :
return rc;

}

CK_RV test gostr3d410 512 (CK_SESSION HANDLE sess )
{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_ OBJECT HANDLE pub key = CK INVALID HANDLE;
CK_OBJECT HANDLE priv_key = CK INVALID HANDLE;
CK_OBJECT HANDLE new key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM GOSTR3410 512, NULL, O0};
CK_MECHANISM_PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism gen desc = {
CKM GOSTR3410 512 KEY PAIR GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen = &mechanism gen desc;

static CK_BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_OBJECT CLASS oclass pub = CKO_ PUBLIC KEY;
static CK_OBJECT CLASS oclass priv = CKO_PRIVATE KEY;
static CK KEY TYPE key type = CKK GOSTR3410 512;

static CK BYTE tc26 decc Test der oid|[] =

{0x06, 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, O
x00 };

static CK BYTE tc26 decc A der oid|[] =

{0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, 0
x01 };

static CK BYTE tc26 decc B der oid|[] =
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{0x06 , 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, O
x02 };

static CK BYTE tc26 gost3411 2012 512 der oid|[] =

{0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03};

static CK BYTE digest [| = {
0x27, 0xb5, 0xb7, Oxad, 0x7d, Oxcf, Oxcb, 0x82,
0x35, Oxff, 0x02, 0x9b, 0x74, 0x83, 0x7f, 0x04,
0x41, Oxef, Oxed4, Oxla, Oxed, 0x12, 0xc2, 0x07,
0x31, 0Ox3e, 0x83, 0xb2, 0x7a, Oxbd, Oxle, Ox6a,
0x9d, 0x89, 0x27, 0x13, Oxbc, 0x30, Oxal, 0x6b,
0xf9, 0x47, Oxd4, Ox6a, 0x59, Oxbb, Oxbb, 0x3a,
0x33, Oxee, 0x33, 0x38, 0x53, 0x91, Oxc7, 0x36,
0x75, Oxe7, 0xd0, Oxc3, 0x60, 0x21, 0x35, 0x40,

b

static CK BYTE pub key value[128];

static CK_UTF8CHAR xlabel = "Yet Another Keypair";

CK_ATTRIBUTE pub template [| = {
{ CKA_ CLASS, &oclass pub, sizeof(oclass pub)},
{ CKA TOKEN, &ltrue, sizeof(ltrue)},
{ CKA_ GOSTR3410PARAMS,
tc26 _decc A der oid, sizeof(tc26 decc A der oid) },
{ CKA_ GOSTR3411PARAMS,
tc26 gost3411 2012 512 der oid
sizeof (tc26 gost3411 2012 512 der oid) }
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) }

)

)

};
CK_ATTRIBUTE priv_template [| = {
{ CKA CLASS, &oclass priv, sizeof(oclass priv)},
{ CKA_TOKEN, &ltrue, sizeof(ltrue)},
{ CKA_ PRIVATE, &ltrue, sizeof(ltrue)},
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
};
rc = funcs—C _GenerateKeyPair(sess , mechanism gen,

pub_template, sizeof(pub template)/sizeof(CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof (CK ATTRIBUTE) ,
&pub_ key, &priv_key) ;
if (rec != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed: Ox%x\n", rc);
return rc;

}

fprintf(stderr, "C_GenerateKeyPair 0K\n");
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rc = funcs—C _Signlnit(sess, mechanism, priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_Sign(sess, digest, sizeof(digest), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

return rc;

}

fprintf(stderr, "C_Sign 0K\n");

printf ("SIGNATURE:\n");
print hex(value, len);

rc = funcs—C_Verifylnit(sess , mechanism, pub key);
if (re != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_Verify(sess, digest, sizeof(digest), value, len)

if (rec != CKR OK) {
fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
return rc;

}

fprintf(stderr, "C_Verify O0K\n");

value [5] "= 0x08;
fprintf(stderr , "Signature changed for testing\n");
// Signature changed and not valid
rc = funcs—C _Verifylnit(sess, mechanism, pub_ key);
if (rc !'= CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C Verify(sess, digest, sizeof(digest), value, len)
if (rc = CKR OK) {

fprintf (stderr
"C_Verify not failed for bad signature: Ox%x\n", rc);
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return —1;
¥
fprintf (stderr
"C_Verify failed for bad signature (0x%x) - it’s 0K\n", rc);

// Restore valid signature
value [5] "= 0x08;
// Change data
digest [7] "= 0x3A;
fprintf(stderr, "Data changed for testing\n");
rc = funcs—C _VerifylInit(sess, mechanism, pub_ key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C Verify(sess, digest, sizeof(digest), value, len)

if (rc = CKR OK) {
fprintf (stderr
"C_Verify not failed for bad data: Ox%x\n", rc);
return —1;
¥
fprintf (stderr ,
"C_Verify failed for bad data (0x%x) - it’s O0K\n", rc);

rc = funcs—C_DestroyObject (sess, priv_key);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_DestroyObject (sess , pub_key);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

return rc;
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3.3.7 leHepauyus knroYeii coraacoBaHus

B nanmbix mpumMepax B IBYX CECCUX CHAYAJIA MeHEPUPYIOTCS KJIIOUEBLIC AP, a 3aTEM
[IEPEKPECTHO TeHEPUPYIOTCS U CPABHUBAIOTCS KJIIOYH coryiacoBanus 1o ajgropurmy VKO.

rOCT P34.10-2001

JImctunr 3.14: ckm  gostr3410 key derive.c

#include "test_common.h"
int main(int argc, charx argv|[])

{
CK RV rvResult;

#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;

#else
void shPkcsLib = NULL;
void sxhPkcsLib2 = NULL;

#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK_ C _GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkcsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkecsl1FuncList2 = NULL;

CK_SLOT ID_PTR pSlotList = NULL;
CK _SLOT ID PTR pSlotList2 = NULL;
CK_SLOT 1D SlotId;

CK_SLOT 1D SlotId2;

CK_ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2;
CK_SLOT INFO SlotInfo ;

CK_SESSION HANDLE hSession ;
CK_ SESSION HANDLE hSession?2 ;

CK_UTFSCHAR PTR pcUserPIN = (CK_UTFSCHAR PTR)"01234567"
CK_ULONG ulPinLength = 8; // PIN length

CK_UTFSCHAR PTR pcUserPIN2 = (CK UTFSCHAR PTR)"01234567
CK_ULONG ulPinLength2 = 8§; // PIN length

CK BBOOL blTrue = CK TRUE,
blFalse = CK FALSE;
CK_ULONG ulKeyType Gost2001 = CKK GOSTR3410,
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ulKeyType Gost28147 = CKK GOST28147,
ulClass  PubKey = CKO_PUBLIC KEY,
ulClass PriKey = CKO PRIVATE KEY,
ulClass SecKey = CKO_SHCRET KEY;

// PAR ECC XchA OID

CK_BYTE gostR3410params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
}s
// PAR HASH 1 OID
CK_BYTE gostR3411params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
/ / PAR CIPHER A OID
CK_BYTE gost28147params A || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s
/ / PAR CIPHER B OID
CK_BYTE gost28147params || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
}s

// ltemplate for GOST R 34.10—2001 public key
CK_ATTRIBUTE caGOST PublicKeyTemplate [| =

{

{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL)
}

{CKA_ PRIVATE, &blFalse , sizeof (CK BBOOL)
}

{CKA GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA_GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_ GOST28147 PARAMS, gost28147params_ A, sizeof(
gost28147params_A) },

}s

// ltemplate for GOST R 34.10—-2001 private key
CK_ATTRIBUTE caGOST PrivateKeyTemplate || =

{
{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL)
},
{CKA_PRIVATE, &blTrue , sizeof (CK_BBOOL)
}
{CKA_ DERIVE, &blTrue , sizeof (CK_BBOOL) },
ANMCECU
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};
// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
{CKA_CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) },
{CKA_EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) }
{CKA_ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },
(CKA_DECRYPT,  &blTrue, sizeof (CK_BBOOL) } ,

{CKA_ GOST28147PARAMS, gost28147params A, sizeof(
gost28147params A) },

}s

CK ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST _PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =
sizeof (caDeriveKey) /sizeof (CK ATTRIBUIE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG
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CK_BYTE PIR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA_ GOST28147PARAMS, pbSecretKeyParam, 0},
caSend PubKeyValue = {CKA VALUE,
pbSend PubKeyValue, 0},
caSend PriKeyValue = {CKA VALUE,
pbSend PriKeyValue, 0},
caRecp PubKeyValue = {CKA VALUE,
pbRecp PubKeyValue, 0},
caRecp PriKeyValue = {CKA VALUE,
pbRecp PriKeyValue, 0},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value {CKA_VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
CK_GOSTR3410_DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK_ULONG ulUKMLen = 8;
CK BYTE fixed ukm[8] = {
0x9D, 0x23, 0x98, 0xCO, 0x12, 0x31, 0x2A, OxSE

¥
char xTextBlock =
"This text block will be encrypted and the cipher text will be

decrypted.";

CK_ULONG ulDataSize = 0; // size of text data

CK_BYTE PTR pbCipherText = NULL; // encrypted data

CK_ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR xapi path = PKCS11 API PATH;
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CK_UTFSCHAR #*user pin = "01234567";

CK_ULONG slot _num = 0;

CK CHAR xapi path2 = PKCS11 API PATH;

CK_UTFS8CHAR *user pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME t1, t2;

CK_ULONG diff/*, min_time, max_time, avg_timex*/;

printf("Starting CKM_GOSTR3410_KEY_DERIVE test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
41 5
api_path = argv|i];
} else if (strcmp("-slot", argv|[i]) = 0) {
++i;
slot_num = atoi(argv|i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41
user pin = argv|i];
}
}
api_path2 = api_path;
user pin2 = user pin;
slot num2 = slot num;

#ifdef WIN32
hPkesLib = LoadLibrary (api_path);

#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
if ( hPkesLib = NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif

return —1;
}

#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
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hPkesLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList(&Pkesl1FuncList);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult

)5
if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// get slot list

rvResult = Pkcsl1FuncList—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount ) ;

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR _OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK SLOT ID PTR) malloc(
ulSlotCount x sizeof(CK_SLOT ID));

rvResult =
Pkesl1FuncList—C _GetSlotList (
CK_FALSE, pSlotList, &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; ++i)
{
rvResult = Pkesl1FuncList—C GetSlotInfo(pSlotList[i], &
SlotInfo);
if (rvResult =— CKR_OK)
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{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF TOKEN PRESENT)

{
SlotId = pSlotList|[i];
break ;

}
}
}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId |0]
rvResult = Pkcsl1FuncList—C_ OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF RW_SESSION) ,
NULL,
0,
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// user login
rvResult = Pkesl1FuncList—C_Login(hSession
CKU_USER,
user pin
strlen (user pin));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_path2);
#else
hPkesLib2 = dlopen (api_path2, RILD NOW) ;
#endif
if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
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return FALSE;
¥
Hifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkecsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList ) dlsym (
hPkecsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2(&Pkesl1FuncList2);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcsl1FuncList2—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&

rvResult != CKR_CRYPTOKI ALREADY INITTALIZED) return

rvResult ;

// get slot list

rvResult = Pkcsl1FuncList2—C GetSlotList (CK FALSE, NULL, &
ulSlotCount2);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT ID PTR) malloc (
ulSlotCount2 % sizeof(CK SLOT ID));

rvResult =
Pkes11FuncList2—C GetSlotList (CK_FALSE,
pSlotList2 , &ulSlotCount2);

if (rvResult != CKR _OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);
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else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount2; 4+i)
{
rvResult = Pkesl1FuncList2—C _GetSlotInfo (
pSlotList2[i], &SlotInfo);
if (rvResult = CKR OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN PRESENT)
{
SlotId2 = pSlotList2][i];
break;

}
}
}
if (i>=ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID 2: %d\n", Slotld2);
{
CK_TOKEN INFO tinfo ;
rvResult = Pkcsl1FuncList2—C_GetTokenInfo(pSlotList2[i], &
tinfo);
if (rvResult != CKR OK) {
printf("Can’t get token info\n");
return —4;

}
}

// open session for slot with ID = SlotId2[0]
rvResult = Pkcsl1FuncList2—C _OpenSession (SlotId2 ,
(CKF_SERIAL SESSION | CKF RW SESSION) ,
NULL,
0,
&hSession2);
printf("Open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// User login may return CKR USER ALREADY LOGGED IN

// if the same token used for reci_pient.
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rvResult = Pkesl1FuncList2—C_Login(hSession2 ,
CKU_USER,
user pin?2
strlen (user pin2));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&
rvResult != CKR_USER ALREADY LOGGED IN) return rvResult;

// generate sender key pair with GOST R 34.10—2001
printf("Generate key pair of sender\n");
printf(" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = Pkcsl1FuncList—C GenerateKeyPair (hSession ,

&emKeyGenMechanism ,

caGOST _PublicKeyTemplate ,

ulPubKeyCount ,

caGOST PrivateKeyTemplate ,

ulPriKeyCount ,

&hSendPubKey

&hSendPriKey ) ;
printf(" generate sender key pair: result: Ox%x\n", rvResult

)
if (rvResult != CKR OK) return rvResult;

printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf (" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—2001
printf("Generate key pair of recipient\n");
printf(" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2—C_GenerateKeyPair (hSession2 |
&cemKeyGenMechanism ,
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey ,
&hRecpPriKey ) ;
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printf (" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf (" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf(" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = PkcsllFuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1);
if (rvResult = CKR_OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE _PTR) malloc (caSend PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue ,
1);
}
printf (" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend _PubKeyValue = (CK_BYTE_PIR) caSend_PubKeyValue.pValue;
printf (" Sender public key value: ");

for (1=0; i<caSend PubKeyValue.ulValueLen; ++i)
printf("%x ", pbSend PubKeyValue|i]);
printf("\n");

// get value of recipient public key

printf("Get value of recipient public key\n");

rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);

if (rvResult = CKR_OK)

{
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caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList2—C_GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf(" Get recipient public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf(“ Recipient public key value: “);
pbRecp PubKeyValue = (CK BYTE PTR) caRecp PubKeyValue.pValue;

for (1=0; i<caRecp PubKeyValue.ulValueLen; ++1i)
printf("%x ", pbRecp PubKeyValue|i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_ CPDIVERSIFY KDF;
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDatalLen = caRecp PubKeyValue.ulValuelLen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM_ GOSTR3410 DERIVE;

cmDeriveMechanism . pParameter = DeriveParams;

cmDeriveMechanism . ulParameterLen = sizeof(
CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf(" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—C_DeriveKey (hSession ,
&cmDeriveMechanism
hSendPriKey ,

caDeriveKey ,
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ulDeriveKeyCount ,
&hSendDH_ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf (" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = Pkesl1FuncList—C_GetAttributeValue (hSession
hSendDH Key,
&SendDH _Key Value,
1);
if (rvResult — CKR OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
rvResult = PkcsllFuncList—C _GetAttributeValue (hSession
hSendDH Key,
&SendDH  Key  Value,
1);
}

printf (" Get sender derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSendDH Key Value = (CK _BYTE PIR) SendDH Key Value.pValue;
printf (" Sender derived key value: ");
for (i=0; i<SendDH Key Value.ulValueLen; ++i)

printf("%x ", pbSendDH Key Value|i]);

printf("\n");

// derive Diffi—Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDataLen = caSend PubKeyValue.ulValueLen;
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rvResult = Pkcsl1FuncList2—>C DeriveKey(hSession2 ,
&cmDeriveMechanism
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH _ Key ) ;
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = Pkcsl1FuncList2—C GetAttributeValue(hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult =— CKR_OK)
{
RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue(hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);

}

printf (" Get recipient derived key value: result: Ox%x\n",
rvResult ) ;
if (rvResult != CKR OK) return rvResult;

pbRecpDH Key Value = (CK_BYTE PIR) RecpDH Key Value.pValue;
printf (" Recipient derived key value: ");
for (1=0; i<RecpDH Key Value.ulValueLen; ++i)

printf("%x ", pbRecpDH Key Value|i]);

printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen

) A
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printf("Sender and recipient DH keys are of different length
\Il");
return —1;

}
for (1=0; i<RecpDH Key Value.ulValueLen; ++i) {

if (pbRecpDH Key Value|[i]| != pbSendDH Key Value[i]) {
printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);

return —1;

}
}

printf("Sender and recipient KEK keys are equal\n");
printf("CKM_GOSTR3410_KEY_DERIVE test SUCCESS\D“);
rvResult = PkecsllFuncList—C _DestroyObject (hSession ,

hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C_ DestroyObject (hSession ,
hSendPriKey ) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—>C DestroyObject (hSession2 ,
hRecpPubKey) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkecsl1FuncList2—C DestroyObject (hSession2 ,
hRecpPriKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList—C_ DestroyObject (hSession ,
hSendDH Key) ;
printf(" C_DestroyObject result: O0x%x\n", rvResult);

rvResult = Pkcsl1FuncList2—>C DestroyObject (hSession2 ,
hRecpDH Key) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkecsl1FuncList—C Logout(hSession);
printf("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR USER NOT LOGGED IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2—C_Logout(hSession2);
printf("Recipient logout result: Ox%x\n", rvResult);
// Close session

rvResult = Pkcsl1FuncList—C CloseSession (hSession);
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printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkesl1FuncList2—C _CloseSession (hSession2);
printf("Recipient close session result: Ox%x\n", rvResult);

return 0;

rOCT P34.10-2012, 256 6ut

Jlmcruar 3.15: ckm  gostr3410 12 256 key derive.c

#include "test_common.h"
int main(int argc, charx argv|])

{
CK RV rvResult;

#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;

#else
void *hPkcsLib = NULL;
void *hPkcsLib2 = NULL;

#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkecsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkecsl1FuncList2 = NULL;

CK _SLOT ID PTR pSlotList = NULL;
CK _SLOT ID PTR pSlotList2 = NULL;
CK_SLOT 1D Slotld ;

CK_SLOT ID SlotId2;

CK_ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2 ;
CK_SLOT INFO SlotInfo ;

CK_SESSION HANDLE hSession ;
CK_SESSION HANDLE hSession?2 ;

CK_UTFSCHAR_PTR pcUserPIN = (CK_UTFSCHAR_PTR)" 01234567 "
CK ULONG ulPinLength = 8; // PIN length
CK_UTFSCHAR, PTR pcUserPIN2 = (CK _UTFS8CHAR_PTR)"01234567
CK ULONG ulPinLength2 = 8; // PIN length
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CK_BBOOL blTrue = CK_TRUE,
blFalse = CK_FALSE;
CK_ULONG ulKeyType Gost2001 = CKK_ GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulClass  PubKey = CKO_PUBLIC KEY,
ulClass PriKey = CKO_PRIVATE KEY,
ulClass SecKey = CKO_ SHECRET KEY;
// PAR ECC XchA OID
CK BYTE gostR3410params|[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00

Ik
// PAR 3411-2012-256 OID
CK_BYTE gostR3411params || = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x02

)

}

// PAR CIPHER A OID

CK_BYTE gost28147params A || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01

}s
// PAR CIPHER B OID
CK_BYTE gost28147params || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
}s

// Korma sakpeiTeii Kirod 256 6UT, TO TOJNBKO [0 3HAYEHHUIO
// arpubyra CKA GOSTR3411 PARAMS moxHO paszobpaTbcs,
// Kakoif aJropuT™M AuBepCHbUKANUE HYKHO IIPUMEHSATH

// nas pe3yJAbTUDPYIAETO KJIOYA .

CK_ATTRIBUTE caGOST PublicKeyTemplate [| =

{
{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL) },
{CKA_PRIVATE, &blFalse | sizeof (CK_BBOOL) } ,

{CKA_GOSTR3410 PARAMS,

gostR3410params, sizeof(gostR3410params)},
{CKA_GOSTR3411 PARAMS,

gostR3411params, sizeof(gostR3411lparams)},
{CKA_ GOST28147 PARAMS,

gost28147params A, sizeof(gost28147params A)},

};

CK_ATTRIBUTE caGOST _PrivateKeyTemplate || =

{

{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL) },

{CKA_PRIVATE, &blTrue , sizeof (CK_BBOOL) } ,

{CKA_ DERIVE, &blTrue , sizeof (CK_BBOOL) },
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};
// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
{CKA_CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) },
{CKA_ EXTRACTABLE, &blTrue, sizeof (CK_BBOOL) } ,
{CKA_ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },
{CKA DECRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_CGOST28147PARAMS,
gost28147params A, sizeof(gost28147params A)},
};
CK ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST _PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =

sizeof (caDeriveKey) /sizeof (CK ATTRIBUIE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG
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CK_BYTE PIR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA_ GOST28147PARAMS, pbSecretKeyParam, 0},
caSend PubKeyValue =
{CKA VALUE, pbSend PubKeyValue, 0},
caSend PriKeyValue =
{CKA VALUE, pbSend PriKeyValue, 0},
caRecp PubKeyValue =
{CKA_VALUE, pbRecp PubKeyValue, 0},
caRecp PriKeyValue =
{CKA_VALUE, pbRecp PriKeyValue, 0},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value,
RecpDH _Key Value = {CKA VALUE, pbRecpDH Key Value,

// parameters for derivation mechanism
CK_GOSTR3410_DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK_ULONG ulUKMLen = 8;
CK BYTE fixed ukm[8] = {
0x9D, 0x23, 0x98, 0xCO, 0x12, 0x31, 0x2A, OxSE

0},
0};

¥
char xTextBlock =
"This text block will be encrypted and the cipher text will be

decrypted.";

CK_ULONG ulDataSize = 0; // size of text data

CK_BYTE PTR pbCipherText = NULL; // encrypted data

CK_ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR xapi path = PKCS11 API PATH;
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CK_UTFSCHAR #*user pin = "01234567";

CK_ULONG slot _num = 0;

CK CHAR xapi path2 = PKCS11 API PATH;

CK_UTFS8CHAR *user pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME t1, t2;

CK_ULONG diff/*, min_time, max_time, avg_timex*/;

printf("Starting CKM_GOSTR3410_KEY_DERIVE (2012_256) test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (stremp("-api", argv[i]) = 0) {
41 5
api_path = argv|i];
} else if (strcmp("-slot", argv|[i]) = 0) {
++i;
slot_num = atoi(argv|i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41
user pin = argv|i];
}
}
api_path2 = api_path;
user pin2 = user pin;
slot num2 = slot num;

#ifdef WIN32
hPkesLib = LoadLibrary (api_path);

#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
if ( hPkesLib = NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif

return —1;
}

#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
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hPkesLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList(&Pkesl1FuncList);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult

)5
if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// get slot list
rvResult =
Pkesl1FuncList—C _GetSlotList (CK_FALSE, NULL, &ulSlotCount);
printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK SLOT ID PTR) malloc(
ulSlotCount x sizeof(CK_SLOT ID));

rvResult =
Pkesl1FuncList—C _GetSlotList (
CK_FALSE, pSlotList, &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; ++i)

{

rvResult =
Pkcsl1FuncList—C _GetSlotInfo(pSlotList [i]|, &SlotInfo);
if (rvResult = CKR OK)
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{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF TOKEN PRESENT)

{
SlotId = pSlotList|[i];
break ;

}
}
}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId |0]
rvResult = Pkcsl1FuncList—C_ OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF RW_SESSION) ,
NULL,
0,
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// user login
rvResult = Pkesl1FuncList—C_Login(hSession
CKU_USER,
user pin
strlen (user pin));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_path2);
#else
hPkesLib2 = dlopen (api_path2, RILD NOW) ;
#endif
if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif

ANMCECH

codpt 161




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

return FALSE;
¥
Hifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkecsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList ) dlsym (
hPkecsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2(&Pkesl1FuncList2);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcsl1FuncList2—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&

rvResult != CKR_CRYPTOKI ALREADY INITTALIZED)

return rvResult;

// get slot list
rvResult =
Pkecs11FuncList2—C _GetSlotList (CK_FALSE, NULL, &ulSlotCount2
)
printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT ID PTR) malloc(
ulSlotCount2 * sizeof (CK SLOT ID));

rvResult =
Pkcsl1FuncList2—C _GetSlotList (CK_FALSE,
pSlotList2 , &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);
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}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount2; ++i)
{
rvResult = Pkecsl1FuncList2—C _GetSlotInfo (
pSlotList2[i], &SlotInfo);
if (rvResult =— CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_ TOKEN PRESENT)
{
SlotId2 = pSlotList2|[i];
break;

}
}
}

if (i>=ulSlotCount2) {
printf("No slots with token present\n");
return —3;

}

printf("Slot ID 2: %d\n", Slotld2);
{
CK_TOKEN INFO tinfo ;
rvResult = Pkcsl1FuncList2—C GetTokenInfo(pSlotList2[i], &
tinfo ) ;
if (rvResult != CKR OK) {
printf("Can’t get token info\n");
return —4;

}
}

// open session for slot with ID = SlotId2[0]
rvResult = Pkecsl1FuncList2—C OpenSession(SlotId2 ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
0,
&hSession2);
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// User login may return CKR USER ALREADY LOGGED IN
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// if the same token used for recipient.
rvResult = Pkcsl1FuncList2—C_Login(hSession2 ,
CKU_USER,
user pin2
strlen (user_ pin2));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&
rvResult != CKR USER ALREADY LOGGED IN) return rvResult;

// generate sender key pair with GOST R 34.10—-2001
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM GOSTR3410 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = Pkcsl1FuncList—C_GenerateKeyPair (hSession
&cecmKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey ,
&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n", rvResult
)5
if (rvResult != CKR _OK) return rvResult;

printf(" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf(" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10-2001
printf("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult Pkcsl1FuncList2—C GenerateKeyPair (hSession2 ,
&emKeyGenMechanism ,
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey
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&hRecpPriKey) ;

printf (" generate recipient key pair: result: OxY%x\n",
rvResult);

if (rvResult != CKR OK) return rvResult;

printf (" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf(" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = Pkesl1FuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1);
if (rvResult — CKR OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen) ;
rvResult = PkcsllFuncList—C _GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue
1);
}
printf (" Get sender public key value: result: OxY%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK_BYTE PTR) caSend PubKeyValue.pValue;
printf (" Sender public key value: ");

for (1=0; i<caSend PubKeyValue.ulValueLen; ++i)
printf("%x ", pbSend PubKeyValue|i]) ;
printf("\n");

// get value of recipient public key

printf("Get value of recipient public key\n");

rvResult = Pkcsl1FuncList2—>C GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue ,
1)

if (rvResult = CKR OK)
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{

caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf(" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: ");
pbRecp PubKeyValue = (CK _BYTE PTR) caRecp PubKeyValue.pValue;

for (1=0; i<caRecp_ PubKeyValue.ulValueLen; ++i)
printf("%x ", pbRecp PubKeyValue[i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK_GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—kdf = CKD_CPDIVERSIFY KDF,
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDataLen = caRecp PubKeyValue.ulValuelLen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM GOSTR3410 DERIVE;
cmDeriveMechanism . pParameter = DeriveParams;
cmDeriveMechanism . ulParameterLen = sizeof (

CK_GOSTR3410 DERIVE_PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf (" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—>C_DeriveKey(hSession ,
&cmDeriveMechanism
hSendPriKey ,
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caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH _ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf(" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = PkcsllFuncList—C_GetAttributeValue (hSession
hSendDH Key,
&SendDH  Key Value,
1);
if (rvResult = CKR _OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen):;
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSession
hSendDH Key,
&SendDH  Key Value,
1)

}

printf(" Get sender derived key value: result: Ox’%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSendDH Key Value = (CK _BYTE PTR) SendDH Key Value.pValue;
printf(“ Sender derived key value: “) ;

for (1=0; i<SendDH Key Value.ulValueLen; ++i)
printf("%x ", pbSendDH Key Value[i]);
printf("\n");

// derive Diffi —Hellman key of recipient
printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK _BYTE PIR) caSend PubKeyValue.

pValue;
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DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValuelLen;

rvResult = Pkcsl1FuncList2—C_DeriveKey (hSession2 ,
&cmDeriveMechanism ,
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key ) ;
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = Pkcsl1FuncList2—C_GetAttributeValue (hSession2
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult = CKR _OK)
{
RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen);
rvResult = Pkcsl1FuncList2—C GetAttributeValue(hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
}

printf(" Get recipient derived key value: result: Ox%x\n",
rvResult) ;

if (rvResult != CKR OK) return rvResult;

pbRecpDH Key Value = (CK _BYTE PTR) RecpDH Key Value.pValue;

printf (" Recipient derived key value: ");

for (1=0; i<RecpDH_ Key Value.ulValueLen; ++i)
printf("%x ", pbRecpDH Key Value[i]);

printf("\n");

// Sender and recipient DH key values must be equal
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if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen
) A
printf("Sender and recipient DH keys are of different length
\Il") c
return —1;
}
for (1=0; i<RecpDH Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value[i]| != pbSendDH Key Value[i]) {

printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);

return —1;

}
}

printf("Sender and recipient KEK keys are equal\n");
printf("CKM_GOSTR3410_KEY_DERIVE test SUCCESS\n");
rvResult = PkcsllFuncList—C _DestroyObject (hSession ,
hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendPriKey) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1lFuncList2—C DestroyObject (hSession2 ,
hRecpPubKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList2—C DestroyObject (hSession2 ,
hRecpPriKey) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkecsllFuncList—C _DestroyObject (hSession ,
hSendDH _Key) ;
printf(" C_DestroyObject result: O0x%x\n", rvResult);

rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,
hRecpDH Key) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C_Logout(hSession) ;
printf("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR USER NOT LOGGED IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2—C_Logout (hSession2);
printf("Recipient logout result: Ox%x\n", rvResult);
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// Close session
rvResult = Pkcsl1FuncList—C _CloseSession (hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkesl1FuncList2—C _CloseSession (hSession2);
printf("Recipient close session result: Ox%x\n", rvResult);

printf ("CKM_GOSTR3410_KEY_DERIVE (2012_256) test SUCCESS\n");
return 0;

rOCT P34.10-2012, 512 6ur

JImecruar 3.16: ckm  gostr3410 12 512 key derive.c

#include "test_common.h"
int main(int argc, charx argv]||)

{
CK RV rvResult ;

#ifdef WIN32
HMODULE hPkesLib = NULL;
HMODULE hPkcsLib2 = NULL;

#else
void *hPkcsLib = NULL;
void xhPkcsLib2 = NULL;

#endif
CK C_ GetFunctionList pcGetFunctionList = 0;
CK_ C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkcsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkcsl1FuncList2 = NULL;

CK SLOT ID PTR pSlotList = NULL;
CK SLOT ID PTR pSlotList2 = NULL;
CK_SLOT_ID SlotId;

CK_SLOT ID SlotId2;

CK _ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2;
CK_SLOT INFO SlotInfo ;

CK_SESSION HANDLE hSession ;
CK_SESSION HANDLE hSession?2;

CK_UTFSCHAR, PTR pcUserPIN = (CK _UTFS8CHAR_PTR)"01234567"
CK ULONG ulPinLength = 8; // PIN length
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CK_UTFSCHAR PTR pcUserPIN2 = (CK_UTFSCHAR PTR)" 01234567

CK ULONG ulPinLength2 = §; // PIN length

CK _BBOOL blTrue = CK_TRUE,
blFalse = CK_ FALSE;

CK _ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulClass  PubKey = CKO_PUBLIC KEY,
ulClass PriKey = CKO PRIVATE KEY,
ulClass SecKey = CKO SECRET KEY;

// PAR 512 A OID

CK_BYTE gostR3410params || = {

0x06 , 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x2, 0x01, 0x02, 0
x01

}s
// PAR 3411—-2012—-512 OID
CK_BYTE gostR3411params || = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
Jis
/ / PAR CIPHER A OID
CK_BYTE gost28147params A [] = {
0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
Jis
/ / PAR CIPHER B OID
CK_BYTE gost28147params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
}s
CK_ATTRIBUTE caGOST PublicKeyTemplate [| =
{
{CKA_TOKEN, &blTrue , sizeof (CK_BBOOL)
},
{CKA_PRIVATE, &blFalse sizeof (CK_BBOOL)
}

{CKA_GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA_GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_ GOST28147 PARAMS, gost28147params_ A, sizeof(
gost28147params A) },

};
CK_ATTRIBUTE caGOST _PrivateKeyTemplate [| =
{
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{CKA TOKEN, &blTrue , sizeof (CK_BBOOL)
}

{CKA_ PRIVATE, &blTrue , sizeof (CK_BBOOL)
}

{CKA_DERIVE, &blTrue , sizeof (CK_BBOOL) } ,

}s

// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey [| =

{
{CKA_CLASS, &ulClass SecKey, sizeof(CK ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof (CK ULONG) },
{CKA_TOKEN, &blFalse sizeof (CK_BBOOL) },
{CKA_SENSITIVE, &blFalse , sizeof (CK_BBOOL) } ,
{CKA EXTRACTABLE, &blTrue, sizeof (CK BBOOL) } ,
{CKA_ENCRYPT,  &blTrue, sizeof (CK_BBOOL) },
{CKA DECRYPT, &blTrue, sizeof (CK _BBOOL) },

{CKA GOST28147TPARAMS, gost28147params A, sizeof(
gost28147params A) },

}s

CK_ULONG
ulPubKeyCount =
sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,
ulPriKeyCount =
sizeof (caGOST PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE) ,
ulDeriveKeyCount =
sizeof (caDeriveKey) /sizeof (CK ATTRIBUTE) ;

CK_OBJECT HANDLE
hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the

sender
hRecpDH_Key = 0; // Diffy —Hellman key of the
recipient
CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair
genaration
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cmDeriveMechanism; // mechanism for key
derivation

CK_ULONG

CK _BYTE PTR
pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue = NULL,
pbRecp PriKeyValue = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK_ATTRIBUTE
caSecretKeyParam =
{CKA_ GOST28147PARAMS, pbSecretKeyParam, 0},
caSend PubKeyValue = {CKA VALUE,
pbSend PubKeyValue, 0},
caSend PriKeyValue = {CKA VALUE,
pbSend PriKeyValue, 0},
caRecp PubKeyValue = {CKA VALUE,
pbRecp PubKeyValue, 0},
caRecp PriKeyValue = {CKA VALUE,
pbRecp PriKeyValue, 0},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value = {CKA VALUE, pbRecpDH Key Value, 0};

// parameters for derivation mechanism
CK_GOSTR3410 DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC 4357
CK _ULONG ulUKMLen = 16;
CK BYTE fixed ukm|[16] = {
0x9d, 0x23, 0x98, OxcO, 0x12, 0x31, Ox2a, 0x8e,
0x23, 0xf4, Oxca, Oxdd, 0x03, Oxa8, 0x17, 0x97,

};
char *TextBlock =
"This text block will be encrypted and the cipher text will be
decrypted.";
CK_ULONG ulDataSize = 0; // size of text data
CK BYTE PTR pbCipherText = NULL; // encrypted data
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CK_ULONG ulCipherSize = 0; // size of encrypted
data

CK_BYTE PTR pbDecryptedText = NULL; // decrypted data

CK_ULONG ulDecryptedDataSize = 0; // size of decrypted
data

CK CHAR xapi_ path = PKCS11_API PATH;

CK_UTFSCHAR xuser pin = "01234567";

CK_ULONG slot num = 0;

CK CHAR xapi_ path2 = PKCS11 API PATH;

CK_UTFS8CHAR *user pin2 = "01234567";

CK _ULONG slot num2 = 0;

SYSTEMTIME tl, t2;

CK_ULONG diff/*, min_time, max_time, avg_timex/;

printf("Starting CKM_GOSTR3410_12_DERIVE (2012_512) test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
41
api_path = argv|i];
} else if (strcmp("-slot", argv|[i]) = 0) {
41 5
slot_num = atoi(argv|i]);
} else if (strecmp("-user_pin", argv|[i]) = 0) {
41 5
user pin = argv|i];
}
}
api_path2 = api path;
user pin2 = user pin;

slot num2 = slot num;

#ifdef WIN32
hPkesLib = LoadLibrary (api_path);

#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
if ( hPkesLib — NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32

printf("dlerror: %s\n", dlerror());
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#endif
return —1;
}
#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList ) GetProcAddress (
hPkcsLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib ,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkcsl1FuncList);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult
)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

// get slot list

rvResult = PkcsllFuncList—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount ) ;

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK _SLOT ID PTR) malloc(
ulSlotCount * sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList—C _GetSlotList (
CK_FALSE, pSlotList, &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;
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// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; 4+i)

{
rvResult = PkesllFuncList—C GetSlotInfo(pSlotList[i], &
SlotInfo);
if (rvResult = CKR OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF _TOKEN PRESENT) —
CKF TOKEN PRESENT)

{
SlotId = pSlotList|i];
break;

}
}
}
if (i>=ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: %d\n", Slotld);

// open session for slot with ID = SlotId|[0]
rvResult = Pkcsl1FuncList—C_OpenSession (Slotld ,
(CKF_SERIAL SESSION | CKF RW SESSION) ,
NULL,
0,
&hSession) ;
printf("Open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

// user login
rvResult = Pkcsl1FuncList—C _ Login(hSession ,
CKU_USER,
user pin,
strlen (user pin));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;
// load library PKCS #11
Hifdef WIN32
hPkesLib2 = LoadLibrary (api_ path2);
#else
hPkcsLib2 = dlopen (api_ path2, RILD NOW) ;
#endif
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if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
#ifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList)dlsym (
hPkcsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2(&Pkesl1FuncList2);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR _OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcsl1FuncList2—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&

rvResult != CKR_ CRYPTOKI ALREADY INITTALIZED) return
rvResult ;

// get slot list

rvResult = Pkesl1FuncList2—C GetSlotList (CK_FALSE, NULL, &
ulSlotCount2);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 =
(CK_SLOT _ID PTR) malloc (
ulSlotCount2 * sizeof (CK SLOT ID));

rvResult =
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Pkcsl1FuncList2—C GetSlotList (CK_FALSE,
pSlotList2 , &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.
for (i=0; i<ulSlotCount2; +4+i)
{
rvResult Pkcsl1FuncList2—C GetSlotInfo (
pSlotList2[i], &SlotInfo);
if (rvResult = CKR_OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF TOKEN PRESENT) —
CKF_TOKEN PRESENT)

{
SlotId2 = pSlotList2[i];
break;
}
}
}
if (i>=ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID 2: %d\n", SlotId2);
{
CK TOKEN INFO tinfo ;
rvResult = Pkesl1FuncList2—C _GetTokenInfo(pSlotList2[i], &
tinfo ) ;
if (rvResult != CKR OK) {
printf("Can’t get token info\n");
return —4;
}
}

// open session for slot with ID = SlotId2[0]
rvResult = Pkcsl1FuncList2—C_OpenSession(SlotId2 ,
(CKF_SERIAL_SESSION | CKF RW_SESSION) ,

NULL,
0,
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&hSession2);
printf("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// User login may return CKR USER ALREADY LOGGED IN
// if the same token used for recipient.
rvResult = Pkesl1FuncList2—C_Login(hSession2 ,
CKU_USER,
user pin2
strlen (user pin2));
printf("Login result: Ox%x\n", rvResult);
if (rvResult != CKR OK &&
rvResult != CKR_USER ALREADY LOGGED IN) return rvResult;

// generate sender key pair with GOST R 34.10—-2012 (512)
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_512_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_ GOSTR3410 512 KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;
cmKeyGenMechanism . ulParameterLen = 0;
rvResult = PkcsllFuncList—C GenerateKeyPair (hSession ,
&emKeyGenMechanism ,
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey |
&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n", rvResult
)
if (rvResult != CKR OK) return rvResult;

printf (" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf (" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;
// generate recipient key pair with GOST R 34.10—-2012 (512)
printf("Generate key pair of recipient\n");

printf (" mechanism type: CKM_GR3410_512_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2—C_GenerateKeyPair (hSession2 ,
&emKeyGenMechanism
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caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
caGOST _PrivateKeyTemplate ,
ulPriKeyCount ,
&hRecpPubKey |
&hRecpPriKey ) ;
printf(" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf (" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = PkcsllFuncList—C GetAttributeValue (hSession ,
hSendPubKey ,
&caSend PubKeyValue,
1);
if (rvResult — CKR OK)
{
caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList—C_GetAttributeValue (hSession
hSendPubKey ,
&caSend PubKeyValue,
1)
}
printf(" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR _OK) return rvResult;

pbSend PubKeyValue = (CK BYTE PTR) caSend PubKeyValue.pValue;

printf (" Sender public key value: ");

for (1=0; i<caSend PubKeyValue.ulValueLen; ++i)
printf("%x ", pbSend PubKeyValue[i]);
printf("\n");

// get value of recipient public key
printf("Get value of recipient public key\n");
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rvResult = Pkcsl1FuncList2—C_GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
if (rvResult =— CKR OK)
{
caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkesl1FuncList2—C GetAttributeValue (hSession2 ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
}

printf (" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: ");
pbRecp PubKeyValue = (CK_BYTE PTR) caRecp PubKeyValue.pValue;

for (i=0; i<caRecp PubKeyValue.ulValueLen; ++i)
printf("%x ", pbRecp PubKeyValue|i]);
printf("\n");

// fill parameters for derivation mechanism
DeriveParams = (CK GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_ CPDIVERSIFY KDF;
DeriveParams—>pPublicData = (CK _BYTE PIR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDatalLen = caRecp PubKeyValue.ulValuelen;
DeriveParams—pUKM = fixed ukm;
DeriveParams—ulUKMLen = sizeof (fixed ukm);

cmDeriveMechanism . mechanism = CKM_ GOSTR3410 12 DERIVE;

cmDeriveMechanism . pParameter = DeriveParams;

cmDeriveMechanism . ulParameterLen = sizeof(
CK_GOSTR3410 DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
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printf (" derive Diffie-Hellman key for sender\n");
GetSystemTime(&t1) ;
rvResult = Pkcsl1FuncList—C DeriveKey (hSession ,
&cmDeriveMechanism ,
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hSendDH_ Key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;

// get value of sender derived key
printf("Get value of sender derived key\n");
rvResult = PkcsllFuncList—C _GetAttributeValue (hSession ,
hSendDH Key,
&SendDH  Key Value,
1);
if (rvResult = CKR OK)
{
SendDH Key Value.pValue =
(CK_BYTE PTR) malloc (SendDH Key Value.ulValueLen);
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSession
hSendDH _Key,
&SendDH  Key Value,
1);

}

printf (" Get sender derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSendDH Key Value = (CK_BYTE PTR) SendDH Key Value.pValue;
printf (" Sender derived key value: ");
for (i=0; i<SendDH_ Key Value.ulValueLen; +4+i)

printf("%x ", pbSendDH Key Value|il]);
printf("\n");

ANMCECH

codpt 182




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

// derive Diffi—Hellman key of recipient

printf (" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDatalLen = caSend PubKeyValue.ulValueLen;

rvResult = Pkcsl1FuncList2—C_DeriveKey (hSession2 ,
&cmDeriveMechanism |
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key ) ;
printf (" derive key result: 0x%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;

// get value of recipient derived key
printf("Get value of recipient derived key\n");
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
if (rvResult = CKR OK)
{
RecpDH Key Value.pValue =
(CK_BYTE PTR) malloc (RecpDH Key Value.ulValueLen);
rvResult = PkecsllFuncList2—C GetAttributeValue(hSession2 ,
hRecpDH Key,
&RecpDH  Key Value,
1);
¥

printf (" Get recipient derived key value: result: Ox%x\n",
rvResult);

if (rvResult != CKR _OK) return rvResult;

pbRecpDH Key Value = (CK_BYTE PTR) RecpDH_ Key Value.pValue;

printf (" Recipient derived key value: ");

for (i=0; i<RecpDH_ Key Value.ulValueLen; +4+i)
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printf("%x ", pbRecpDH Key Value|i]);
printf("\n");

// Sender and recipient DH key values must be equal
if (RecpDH Key Value.ulValueLen != SendDH Key Value.ulValueLen

) |
printf("Sender and recipient DH keys are of different length
\n");
return —1;
}
for (1=0; i<RecpDH_ Key Value.ulValueLen; ++i) {
if (pbRecpDH Key Value[i| != pbSendDH Key Value[i]) {
printf(
"Sender and recipient KEK keys "
"are different at position %d\n", i);
return —1;
}
}

printf("Sender and recipient KEK keys are equal\n");
printf("CKM_GOSTR3410_12_DERIVE test SUCCESS\D");
rvResult = Pkesl1FuncList—C_ DestroyObject (hSession ,
hSendPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = PkcsllFuncList—C _DestroyObject (hSession ,
hSendPriKey ) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList2—C DestroyObject (hSession2 ,
hRecpPubKey) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList2—C DestroyObject (hSession2 ,
hRecpPriKey) ;

printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = PkcsllFuncList—C _DestroyObject (hSession ,
hSendDH Key) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C DestroyObject (hSession2 ,
hRecpDH Key) ;

printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C_Logout(hSession);
printf("Sender logout result: Ox%x\n", rvResult);
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// User logout may return CKR USER NOT LOGGED IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2—C_Logout(hSession2);
printf("Recipient logout result: Ox%x\n", rvResult);

// Close session

rvResult = Pkcsl1FuncList—C _CloseSession (hSession);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C CloseSession (hSession2);
printf("Recipient close session result: Ox%x\n", rvResult);

printf(“CKM_GOSTR3410_12_DERIVE (2012_256) test SUCCESS\n");
return 0;

3.3.8 Wudposarume no FOCT 28147-89

B nannoit nporpaMme JIeMOHCTPUPYETCS CUMMETPUYHOE M POBAHUE € TOMOIIBIO Me-
xaHu3Ma CKM_GOST28147 ¢ paznuunbiMu mnpegonpeseienabivu B RFC 4357 mabopamu
mapaMeTpoB. B oJHOM U3 IPUMEPOB HCIOJIB3YETCsI TaKXKe HOBBII Habop napameTpos "Z"
(1.2.643.7.1.2.5.1.1), pexomenyioBanubiii TK 26 B kadecrBe ymamuunsaemoro [10]. Bame-
THM, 9TO JIJIs TECTOBOIO HabOpa HnapaMeTpoB IMHUMPOBAHUS HCIIOJIb3YEeTCH PEXKUM TaM-
vupoBanus CNT, a jiyist ocTaJbHBIX — PEXKUM TaMMUPOBaHUs ¢ 0bpaTHOi cBst3pio OFB.
Kpowme Toro, B JaHHOM IpHMEpEe JIEMOHCTPUPYETCsT COXPAHEHIE /BOCCTAHOBICHUE TIPOMeE-
JKYTOYHOT'O COCTOSTHUSI KOHTEKCTa M POBAHUS B JIByX CECCUSX.

Pazmep cocrosiiust konTekcTa MudpPOBaHST 3aBUCAT OT PEATU3AINN U B PA3HBIX BEPCU-
sAX OUOJIMOTEKN MOXKET OKa3aThCsl PA3JIMYHBIM, [I0O9TOMY HE CJIE/lyeT HAJeATbCsl Ha (PUK-
CUPOBaHHBIN pa3zmep Oydepa Mpu COXpPAHEHUH 3TOTO COCTOSHUS C IIOMOIIBIO (DYHKIIUU
C_GetOperationState.

JIuctuur 3.17: ckm_ gost28147.c

#include "test_common.h"

CK RV test_crypto();
CK RV test gost28147 (CK_SESSION_ _HANDLE sess , CK_SESSION HANDLE
sess2);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);
if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
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return rc;

}

rc = test crypto();

if (rec != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession, hSession2;
CK_MECHANISM INFO minfo;

rc = funcs—C_OpenSession(Slotld ,
CKF_RW_SESSION | CKF _SERIAL_SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
rc = funcs—C_ OpenSession(Slotld
CKF RW_ SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession2);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession 2 success\n");

rc = funcs—C _GetMechanismInfo(SlotId , CKM_ GOST28147, &minfo);
if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOST28147 not supported ===========\n"
)
} else {
fprintf(stderr
e G IS TRIA R e
)5
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rc = test gost28147 (hSession, hSession2);
if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_GO0ST28147 failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOST28147 test passed.\n");
}

}

if( (rc = funcs—C _CloseSession(hSession2)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession 2 failed with Ox%x\n", rc);
}
else {
fprintf(stderr, "C_CloseSession 2 success\n");
}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");

}
out:

return rc;
}
CK_RV test gost28147 (CK_SESSION HANDLE sess , CK_SESSION HANDLE

sess2)

{

CK RV rc¢ = CKR OK;

CK ULONG len , state len;

CK _BYTE value[1024], value2[1024];

CK_OBJECT HANDLE keyh = CK INVALID HANDLE;

CK _BYTE xstate;
CK_MECHANISM mechanism desc = {CKM GOST28147, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK_BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
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static CK_OBJECT CLASS param oclass = CKO DOMAIN PARAMETERS;
static CK_KEY TYPE key type = CKK GOST28147;

static CK BYIE key || = {
0xc3,0x73,0x0c,0xbc,0xbc,0xca ,0xcf,0x91,
0xba ,0xc2,0x92,0x67,0x6f ,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11,

}s

static CK BYTE data || = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,

b
static CK BYTE data2[200];

//par_cipher 0

static CK_BYTE oidl || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00,
IE
static CK BYIE etl || = {

0x08,0x79,0x76,0x86,0xee ,0xbb,0x99 ,0xe7,
0x7f,0xa3,0x75,0xff ,0x6b,0x7c,0x27,0x6f,

b
//par_cipher A
static CK BYIE oid2 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
}s
static CK BYIE et2 || = {

0x49,0x11,0x96,0x11,0xad ,0x19,0x12,0x52,
0x7¢,0x49,0x5f,0x23,0xb9,0x23,0x62,0xd9,

b
//par_cipher B
static CK BYTE oid3 || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02,
};
static CK BYIE et3 || = {

Oxab ,0x45,0x07,0xb4,0x96 ,0xch5 ,0x5b,0xfd ,
0x61,0x16 ,0x64 ,0x9d ,0x43 ,0x87 ,0x42,0x53,

}s

//par_cipher C
static CK_BYTE oid4 [] = {
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0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03,
b
static CK BYTE et4 [| = {
0x98 ,0x7c,0x0c,0x18,0x3c,0x64 ,0xd5,0x4b,
0x75,0x8e,0xaf ,0x67,0x52,0x87,0x15,0x7b,

}s

//par_cipher D
static CK BYTE oid5 || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04,
};
static CK BYIE et5 || = {
Oxa2,0x4c,0x7c,0x4e,0x91 ,0xed ,0x19,0x8c,
Oxdc,0xf5 ,0x1f,0x07,0x5¢c,0x80,0xf6 ,0xad,
};
//par_cipher 7Z
static CK BYTE o0id6 [| = {
0x06, 0x08, 0Ox2a, 0x85, 0x07, 0x01, 0x02, 0x05, 0x01, 0x01,
¥

static CK BYIE et6 || = {
Oxea, 0x2f, 0x3f, 0x5f, Oxdb, 0x6f, 0x19, 0x01,
Oxba, 0x3d, 0x01, Oxcd, 0x2c, 0x64, 0x6d, Oxcb,

}s

static CK_ATTRIBUTE key template|[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL)},
{ CKA_VALUE, key, sizeof(key) }
}s
static CK BYIE ivec[8] = {1};

printf("Zero Data\n");
printf("Param Set 0\n");
rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}
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mechanism—>pParameter = ivec;
mechanism—>ulParameterLen = sizeof(ivec);
rc = funcs—C _ Encryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, etl);

rc = funcs—>C_DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf("Param Set A\n");
key template|[2].pValue = 0id2;
key template|[2].ulValueLen = sizeof(0id2);
rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUIE), &
keyh) ;
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len sizeof (value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
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goto end;

}

CHECK(value, len, et2);

rc = funcs—C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set B\n");
key template[2].pValue = 0id3;
key template|[2].ulValueLen = sizeof(0id3);
rc = funcs—C_CreateObject (sess
key template,
sizeof (key template)/sizeof(CK_ATTRIBUTE), &keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Encryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C _ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et3);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set C\n");
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key template|[2].pValue = oid4;
key template|[2].ulValueLen = sizeof(o0id4);
rc = funcs—C CreateObject (sess ,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (re != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (re != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, etd);

rc = funcs—C_DestroyObject (sess, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set D\n");
key template[2].pValue = o0id5;
key template|[2].ulValueLen = sizeof(0id5);
rc = funcs—C_CreateObject (sess
key template,
sizeof (key template)/sizeof(CK_ATTRIBUTE), &keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Encryptlnit(sess, mechanism, keyh);
if (rc != CKR OK) {
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fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}
CHECK(value, len, eth);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Param Set Z\n");
key template[2].pValue = 0id6;
key template|[2].ulValueLen = sizeof(0id6);
rc = funcs—C CreateObject (sess ,
key template
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—>C _Encryptlnit(sess , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, et6);
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rc = funcs—C _DestroyObject (sess, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf("Two Sessions With Get/SetOperationState\n");

printf("Random Data\n");
rc = funcs—C_GenerateRandom( sess, data2, sizeof(data2) );
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateRandom failed: Ox%x\n", rc);
goto end;

}

printf("Param Set B\n");
key template[2].pValue = 0id3;
key template[2].ulValueLen = sizeof(o0id3);
rc = funcs—>C_CreateObject (sess
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_ EncryptUpdate(sess, data2, 192, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;

}

// Save session operation state
state len = 0;
rc = funcs—C GetOperationState (sess , NULL, &state len);
state = malloc(state len);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C GetOperationState (sess, state, &state len);

if (rc != CKR _OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

// Restore saved operation state to other session

rc = funcs—C_ SetOperationState (sess2, state, state len,
keyh , CK_INVALID HANDLE) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

memcpy (value2 , value, sizeof(value));

free (state);

state len = 0;

rc = funcs—C _GetOperationState (sess2 , NULL, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState(sess2 , state, &state len);

if (rec != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

free(state);

state len = 0;

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
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goto end;

¥

rc = funcs—C_SetOperationState (sess, state, state len,
keyh , CK_INVALID HANDLE) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

// Continue operations in first session
len = sizeof(value) — 192;
rc = funcs—C_ EncryptUpdate(sess ,
data2 + 192, sizeof(data2) — 192, value + 192, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;

}

// Continue restored operations in second session
len = sizeof(value2) — 192;
rc = funcs—C_ EncryptUpdate (sess2 ,
data2 + 192, sizeof(data2) — 192, value2 + 192, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;

}

// Finalize operations in first session
len = sizeof(value) — sizeof(data2);
rc = funcs—C _EncryptFinal(sess, value + sizeof(data2), &len);
if (rc != CKR OK) {

fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);

goto end;

}

memcpy (value2 , value, sizeof(value));

free (state);

state len = 0;

rc = funcs—C _GetOperationState(sess2 , NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);
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rc = funcs—C GetOperationState (sess2, state, &state len);
if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

// Finalize operations in second session
len = sizeof(value2) — sizeof(data2);
rc = funcs—C _EncryptFinal(sess2, value2 + sizeof(data2), &len
)
if (rc != CKR _OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
goto end;

}
// len = 0

rc = funcs—C_Decryptlnit(sess2 , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(data2);
rc = funcs—C_ Decrypt(sess2, value2, len, value, &len);
if (rc !'= CKR OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, data2);

rc = funcs—C _ Decryptlnit(sess2 , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}

len = 192;
rc = funcs—C_ DecryptUpdate(sess2, value2, 192, value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);

goto end;

}

len = sizeof(value2)—-192;
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rc = funcs—C_ DecryptUpdate (sess2 ,
value2+192, sizeof(value2)—192, value+192, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;
¥
len = sizeof(value2);
rc = funcs—C_DecryptFinal(sess2, valuetsizeof(value2), &len);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
goto end;

}

// len = 0
len = sizeof(data2);
CHECK(value , len, data2);

rc = funcs—C_ Decryptlnit(sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

¥

free (state);

state len = 0;

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (rec != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

rc = funcs—C_ DecryptUpdate(sess, value2, 192, value, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

¥

free (state);

state len = 0;

rc = funcs—C GetOperationState (sess , NULL, &state len);

if (rc != CKR OK) {
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fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C GetOperationState (sess, state, &state len);

if (rc != CKR _OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_DecryptUpdate (sess ,
value2+192, sizeof(value2)—192, value+192, &len);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

¥

free(state);

state len = 0;

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (re != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

state = malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

¥

rc = funcs—C DecryptFinal(sess, valuetsizeof(value2), &len);

if (re != CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
goto end;

}

free(state);

// len = 0
len = sizeof(data2);
CHECK(value , len, data2);

printf ("SUCCESS\n");
rc = CKR OK;
end:
if (keyh != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);
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}

return rc;

}

3.3.9 LWundposatune B pexume ECB

st mudpoBanus B pexkume mpoctoit 3amerbl KCB B crargapre onpeielieH crernuaib-
it Mexanu3m CKM_G0S28147_ECB. B npumepe ckm_gost28147_ecb jemoncrpupyercs
ero ucnoJib3oBanue. 3ameruM, uro corsiacio RFC 4357(8], B o6bekTax napamerpos J1o-
MeHa MOryT ObITh 33/ jaHbl TOIbKO peskuMbl mmdposanns CNT(0), CFB(1) mwm CBC(2).

JIuctuar 3.18: ckm  gost28147 ecb.c

#include "test_common.h"

CK RV test crypto();
CK RV test gost28147 ecb (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test _main(arge, argv);

if (rc != CKR_OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test _crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession;
CK_MECHANISM INFO minfo ;

rc = funcs—C_OpenSession(Slotld
CKF RW _ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);

ANMCECH

codot 200




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));
if (rc != CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/
rc = funcs—C_GetMechanismInfo(SlotId , CKM_ GOST28147 ECB, &
minfo) ;
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GO0ST28147_ECB not supported
:::::::::::\nu);
} else {
fprintf (stderr
"\n==================== (CKM_GOST28147_ECB test
=}

rc = test_ gost28147 ecb(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOST28147_ECB failed, rc = 0x%x\n", rc);
} else {
fprintf(stderr , "CKM_GOST28147_ECB test passed.\n");

}
}

if( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
¥
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out :
return rc;

}

CK_RV test gost28147 ecb (CK_SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_OBJECT HANDIE keyh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOST28147 ECB, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GOST28147;

static CK BYIE key || = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf ,0x91,
Oxba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};
// Hauuble njas nmdpoBaHuss B OJOYHBIX PEXKUMAX JOJDKHBI MOCTYyHaTh HAa
BXO/JI
// mopuusiMu , JJIMHA KOTOPBIX KpaTHa pa3MmMepy O0JIoOKa, T.e. 8—Mu.
static CK_BYTE data || = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
b

static CK BYTE oidl || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x00 };
static CK BYIE etl || = {

0xf4 ,0xe5,0x5¢,0xfl ,0xf0 ,0xb5,0xd6,0x29,

0xf4 ,0xe5,0x5c,0xfl ,0xf0,0xb5,0xd6,0x29 };

static CK BYIE o0id2 || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01 };
static CK BYTE et2[] = {

0xd8 ,0xea ,0xd4,0xbd,0xb6,0xb5,0x43,0x26 ,

0xd8,0xea ,0xd4 ,0xbd,0xb6,0xb5,0x43,0x26 };
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static CK BYTE oid3 || = {
0x06 , 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02 };
static CK BYTIE et3 || = {

0x7b,0x18 ,0xc6,0x12,0xbd,0xfd ,0xe0,0x80,
0x7b,0x18,0xc6,0x12,0x5d,0xfd ,0xe0,0x80 };

static CK_BYTE oid4 || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03 };
static CK BYIE et4 [| = {

0x3d ,0xac,0xa3,0x01,0x9c,0xee ,0x92,0x14 ,
0x3d,0xac,0xa3,0x01,0x9c,0xee,0x92,0x14 };

static CK_BYTE oid5 [] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };
static CK_ BYTE et5[] = {

0x6b ,0x63 ,0x55,0xec,0x8c,0x78,0x62,0x46 ,
0x6b,0x63,0x55,0xec ,0x8c,0x78,0x62,0x46 };

static CK_ATTRIBUTE key template[] = {
{ CKA_CLASS, &oclass , sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_ DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, key, sizeof(key) }

IE

CK_BYTE dummy [8];

CK _ULONG dummy len = 0;

CK_BYTE key to wrap|] = {
Oxc2, 0x8f, 0xf3, Oxed, Ox3a, Oxe2, 0x72, 0xd2,
0x41, 0x10, Oxff, 0x88, 0x3b, Oxbc, 0x16, 0x2b,
0x51, 0xd9, 0x4d, 0x4d, 0xd5, Ox1f, 0x67, O0xOa,
0x58, 0x95, 0x40, O0xf2, 0xb4, 0x97, 0x4d, 0x61,

s

CK_BYTE wrapping key[] = {
0x28, Oxff, 0x2f, Oxbd, 0x65, Oxle, 0x31, 0x25,
Oxef, Oxa6, Ox4c, Oxdd, 0x91, 0x78, Oxdl, 0x89,
0x55, 0x96, Oxe0, Ox3c, O0x7f, 0x9d, Oxe5, 0xe9,
Oxab, 0x9d, Oxba, O0x9a, O0x2b, Oxlc, 0x6f, Ox6c¢c,

}s

CK BYTE wrapped key|[] = {
Oxb6, Oxa6, 0xf7, 0x09, 0x52, 0x09, Oxea, Oxfd,
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0x78, 0Oxa3d, Ox4d, Oxbd, 0xOc, Oxbd, 0x35, 0Oxc2,
0x5f, Oxee, 0x6c, O0xf0, 0x17, Oxa2, 0xd8, 0x02,
0x5b, 0x36, 0xf5, 0xb3, 0xd8, Ox0Oa, Oxca, 0x87,

}s

CK_ATTRIBUTE wrapping key template|[] = {

CKA VALUE, wrapping key, sizeof(wrapping key) },
CKA CLASS, &oclass, sizeof(oclass) },

CKA KEY TYPE, &key type, sizeof(key type) },
CKA_GOST28147PARAMS, oid2, sizeof(o0id2) },

CKA_ SIGN, &ltrue, sizeof(CK BBOOL) },

CKA_ VERIFY, &ltrue, sizeof(CK BBOOL) },

e Y Y XacnXaand

s

rc = funcs—C_CreateObject (sess ,
wrapping key template,
sizeof (wrapping key template)/sizeof(CK_ ATTRIBUTE) ,
&keyh) ;

if (re != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

// Hauuble nas mmdpoBaHuss B OJOYHBIX PEXKAMAX JOJDKHBI TOCTYyHaTh HAa
BXO/1

// moprusiMu, JJHHA KOTOPBIX KpaTHa pa3MmMepy OJioKa, T.e. 8—Mu.

len = sizeof(value);

rc = funcs—C_EncryptUpdate (sess ,
key to wrap, sizeof(key to wrap), value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C EncryptFinal(sess , dummy, &dummy len);

if (re != CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}
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CHECK(value , len, wrapped key);

rc = funcs—C DestroyObject (sess , keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C _CreateObject (sess
key template, sizeof(key template)/sizeof (CK_ ATTRIBUIE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

// Hanmble mus nmbpoBaHus B OGJI0YHBIX PeXUMAX JIOJDKHBL IIOCTYIIATH Ha

BXO/I

// mopuusME , JJIMHA KOTOPBIX KpaTHa pa3MmMepy O0JIoOKa, T.e. 8—Mu.

len = sizeof(value);

rc = funcs—C_ EncryptUpdate(sess, data, sizeof(data), value, &
len);

if (rec != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_EncryptFinal (sess , dummy, &dummy len) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, etl);

rc = funcs—C _Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = 0id2;

key template|[2].ulValueLen = sizeof(0id2);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr , "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, et2);

rc = funcs—C _Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = 0id3;

key template|[2].ulValueLen = sizeof(0id3);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);

rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);

if (rc !'= CKR OK) {
fprintf(stderr , "C_Encrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, et3);

rc = funcs—C _Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = oid4;
key template|[2].ulValueLen = sizeof(o0id4);
rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUIE), &
keyh) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {

fprintf(stderr , "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, etd);

rc = funcs—C _Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = o0id5;

key template|[2].ulValueLen = sizeof(0id5);

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);

rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);

if (rc !'= CKR OK) {
fprintf(stderr , "C_Encrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, ethH);

rc = funcs—C _Decryptlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

return rc;

3.3.10 Wndposarue B pexxume CBC

B nanmoM mpumepe meMOHCTPUPYETCS HE TOJBKO COOCTBEHHO IMU(pPOBAHNE B PEXKUME
cuertenns 6;10koB CBC, HO u opranusanus 3Toro mudpoBaHus ¢ IOMOIIbI0 00bEKTa Ia-
pameTpoB jJloMeHa. 3ameru, uro corsacio RFC 4357(8], B o6bekTax napaMerpos JjoMeHa
MoryT 6bITh 3a1anbl pexknmbl mudposanuss CNT(0), CFB(1) nmm CBC(2).

JInctunr 3.19: ckm  gost28147 cbce.c

#include "test_common.h"

CK RV test_ crypto();
CK RV test gost28147 cbc(CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {
CK RV rc¢ = CKR OK;

rc = test_ main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
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return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession (Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(
hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_0K) {
fprintf (stderr,
"ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;
+
fprintf (stderr, "C_Login success\n");

*/

rc = funcs—C_GetMechanismInfo(Slotld , CKM GOST28147, &minfo ) ;
if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GO0ST28147 not supported ===========\n"
)
} else {
fprintf(stderr
W\p==================== CKM_G0ST28147 CBC test
==================\n");

rc = test gost28147 c¢bc(hSession);
if (rc != CKR OK) {
fprintf(stderr
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"ERROR CKM_GO0ST28147 CBC failed, rc = Oxkx\n", rc);
} else {

fprintf(stderr, "CKM_GOST28147 CBC test passed.\n");
}

}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

// B maHHOM TecTe NIpoOBepsieTCs HE TOJAbKO cobOcTBeHHO NmbpoBaHUe
// B pexume CBC, mHO m opranmsanuss 3TOro nmdpoOBAHUs C IIOMOIIBIO
// obbekTa mapamMeTpoOB JOMEHA .

CK RV test gost28147 cbc(CK SESSION HANDLE sess)

{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM GOST28147, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
static CK BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK_FALSE;
static CK_OBJECT CLASS oclass = CKO_ SECRET KEY;
static CK_OBJECT CLASS dp class = CKO DOMAIN PARAMETERS;
static CK KEY TYPE key type = CKK GOST28147;
static CK BYIE key || = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
};
static CK BYTE iv [| = {
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0x90, 0x4B, 0x9C, 0x7A, 0xBB, 0x85, O0xOE, 0x87,
b
// Hauuble njast nmdpoBaHuss B OJOYHBIX PEKUMAX J10JDKHbI
// mocrynmaTh Ha BXOJ HOPIUSMHA, JJIMHA KOTOPBIX
// KpaTHa pasmepy 06J0Ka, T.e. 8—Mmu GaiiTam.
// Hagauar B LCC me paboraer, mosToMy €ro opraHu3alus
// moJpKHA TPOU3BOJUTHCS HA NPUKJIAJHOM YPOBHE .
static CK_BYTE data || = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6a, 0x68, 0x69, Ox6a, 0x6b,
0x69, 0Ox6a, 0x6b, Ox6c, Ox6a, 0x6b, Ox6c, 0x6d,
0x6b, 0x6c¢c, 0x6d, Ox6e, Ox6c, 0x6d, Ox6e, 0x6f,
0x6d, 0Ox6e, 0x6f, 0x70, Ox6e, Ox6f, 0x70, 0x71,
0x0a ,
// PKCS#5 padding bytes
0x07, 0x07, 0x07, 0x07, 0x07, 0x07, 0x07,
¥

static CK BYTE etl[] = {
0xC2, 0xE2, 0x9F, 0x15, 0x98, 0x47, 0x87, 0x97,
0x91, 0x85, 0x29, 0x8D, 0x28, 0xBB, 0x37, 0x54,
0xBC, 0x8E, 0x77, 0xC3, 0x82, 0x72, 0x4D, 0x60,
0x0B, 0x09, 0x0C, O0xEC, 0x2A, 0x26, 0x95, OxE5,
0xBF, 0x13, 0x01, OxFA, 0x09, 0x51, OxBE, O0x6F,
0x81, 0x73, 0xAB, 0xF3, 0xCB, 0x11, 0x20, 0xBS,
0x61, Ox5F, 0xA8, 0x5B, O0xF0, 0x75, 0xB3, 0x98,
0x4B,

// encrypted PKCS#5 padding bytes
0x62, 0x89, 0x18, 0xBC, 0x34, 0xDE, 0xCS8,
};

static CK_ATTRIBUTE key template|[] = {

{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_ GOST28147PARAMS, NULL, 0 },

{ CKA_VALUE, key, sizeof(key) },

{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL) }

)

s
const CK_ OBJECT CLASS oc dp = CKO DOMAIN PARAMETERS;
CK_ATTRIBUTE t_find dp || = {
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{CKA_ CLASS, (CK_VOID PTR)&oc dp, sizeof(oc dp)},
{CKA_KEY TYPE, &key type, sizeof(key type)},

{CKA OBJECT ID, NULL, 0},

};

// ®akrudecku sTo Habop mapamerpoB A m3 RFC 4357,
// B KOoTOpoM pexum nmdposanus usMmenen na CBC.

CK_BYTE dp_cbc[] =

{
0x30, 0x53,

0x04, 0x40,
// +4 (Tabaunma 3ameHn)
0x93, Oxee, 0xb3, Oxlb, 0x67, 0x47, Oxba, Oxda,
0x3e, Ox6a, Oxld, O0x2f, 0x29, O0x2c, 0x9c, 0x95,
0x88, 0Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, O0xf2, 0x45, 0Oxc2,
Oxe6, 0xbb, 0x29, 0x43, Oxfc, Oxad, 0x34, 0x59,
Oxcb, 0x0f, Oxc8, O0xfl, 0x04, 0x78, O0x7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, 0x51, 0x96, 0x66, Oxed,

0x02, 0x01,
// +70 (mode: 0—CNT, 1-CFB, 2—CBC)
0x02 ,

0x02, 0x01, 0x40,

0x30, 0x09,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,

// +84 (key meshing: 0—Null, 1-CryptoPro)
0x01 ,
};

CK_ULONG uldp cbc = sizeof(dp cbc);
// OID u HazBanue He siBjsitorcsi npegounpejesedusmu B LOC
CK BYTE oid cbe[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, O0x41
};

CK CHAR xdp label =
"id-Gost28147 -89-CryptoPro-A-ParamSet -CBC";

CK_ATTRIBUTE t_dp_cbe[] = {
{CKA_ CLASS, &dp_ class, sizeof(dp class)},
{CKA_TOKEN, &lfalse , sizeof(lfalse)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA_ OBIJECT ID, oid cbc, sizeof(oid cbc)},
{CKA_VALUE, dp cbc, uldp cbc},
{CKA TLABEL, dp label, strlen(dp label)+1},
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}s
CK_OBJECT HANDLE hDP CBC = CK INVALID HANDLE;

rc = funcs—C_CreateObject (sess, t dp_ cbc,
sizeof (t_dp cbc)/sizeof(CK ATTRIBUTE) ,
&DP_ CBC)
if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

// Ecam 6bl 06beKT mapaMeTpoB JOMeHa He ObUl CO3JIaH,

// To cuenymmas omepanus co3JaHus Kimoda s Takoro OID

// saBepumiach Obl ¢ OMMOKOIi.

key template[2].pValue = oid cbc;

key template[2].ulValueLen = sizeof(oid cbc);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;
}
fprintf(stderr , "CBC domain parameters object created\n");
mechanism—>pParameter = iv;
mechanism—>ulParameterLen = sizeof(iv);

rc = funcs—C _Encryptlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

fprintf(stderr, "Plain text to encrypt:\n");
print _hex(data, sizeof(data));
// Hauuble mas nmdpoBaHuss B OJOYHBIX PEKAMAX J10JDKHbI
// mocrymnaTh Ha BXOJ HOPIHSMHA, JJIMHA KOTOPBIX
// KparHa pa3mepy 6JoKa, T.e. 8—Mu.
len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (re != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
goto end;

}
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if (len != sizeof(etl)) {
fprintf(stderr, "Invalid ciphertext length: %d\n", len);
rc = —1;
goto end;
}
if (mememp(value, etl, len) != 0) {
fprintf(stderr, "Invalid ciphertext\n");
rc = —2;
goto end;
¥
fprintf(stderr, "CBC encryption result 0K\n");
print hex(value, len);
rc = funcs—C _Decryptlnit(sess , mechanism, keyh):;
if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
goto end;
}
fprintf(stderr , "Decrypted text:\n");
print hex(value, len);

if (len != sizeof(data)) {
fprintf(stderr, "Invalid decrypted text length: %d\n", len);
rc = —3;
goto end;
}
if (memcmp(value, data, len) != 0) {
fprintf(stderr, "Invalid decrypted text\n");
rc = —4;
goto end;

}

fprintf(stderr, "CBC decryption result 0K\n");

end :
if (keyh != CK_INVALID HANDLE) {
funcs—C _ DestroyObject (sess , keyh);
}
if (hDP_CBC != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , hDP_CBC) ;
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}

return rc;

}

3.3.11 WudposaHue B pexxume CNT

Mexannsma CKM_GOST28147_CNT B cranmapre Her. Pexxum CNT peanmsyercst cpeji-
CTBAMU CTAH/IaPTa BECHbMa, 3aMbICJIOBATHIM 00PA30M Uepe3 CHEeIUAJIbHBIN 00beKT apa-
MeTpPOB JloMeHa Jjisd MexaHu3ma CKM_GOST28147. 3aMerwm, UTO pekuM MmudpoBaHUs
CNT neobxoauM I LOIJIEPXKKHU poccuiickoro mudp-chiora s nporokosaa TLS. B
npoekre LS11SW mecrammaprabiii Mmexann3m CKM_GOST28147_CNT rak:ke J00aBJI€H JIJIsd
ynobcTBa ucnoJsib3oBaHusd. B npumepe ckm_gost28147_cnt JeMOHCTPUDPYIOTCS Pa3JIMy-
HbIe cr1ocobb! g poBanns B pexkume CNT.

JIucrunr 3.20: ckm  gost28147 cnt.c

#include "test_common.h"

CK RV test_ crypto();
CK RV test gost28147 cnt (CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;
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rc = funcs—C _OpenSession(Slotld ,
CKF_RW_SESSION | CKF _ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
?E) &
goto out_close;
+
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C _GetMechanismInfo (SlotId , CKM_ GOST28147, &minfo);
if (rc != CKR OK) {
fprintf (stderr

"\n======== Mechanism CKM_GOST28147 not supported ===========\n"
)i
} else {
fprintf (stderr ,
"\n==================== CKM_GOST28147 CNT test
==================\n");

rc = test gost28147 cnt(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOST28147 CNT failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr , "CKM_GOST28147 CNT test passed.\n");
}

}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf(stderr
"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;

}

else {
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fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

// Uldposanne B pexkuve CNT mokeT ObITh peaan30BaHO ABYMs crocobam
n:
// — ¢ momompio nHecrapgapraoro mexanunszma CKM GOST28147 CNT;
// — ¢ ucmnojb30BaHWMEM HECTAHJIAPTHLIX HapaMeTpOB joMeHa (KakK B Tec
te CBC).
CK_RV test gost28147 cnt (CK_SESSION HANDLE sess)
{
int rc = 0;
CK ULONG len , state len, dummy_ len;
CK_OBJECT HANDLE keyh = CK INVALID HANDLE;
CK BYTE xstate;
CK _BYTE iv || = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

H
_ MECHANISM mechanism _desc = {CKM_GOST28147, iv, sizeof(iv)
};
CK_MECHANISM _PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism desc_cnt {CKM_GOST28147 CNT, iv,
sizeof (iv) };
CK_MECHANISM PTR mechanism cnt = &mechanism desc cnt;

static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK_OBJECT CLASS oclass = CKO SHCRET KEY;
static CK KEY TYPE key type = CKK GOST28147;

static CK BYTE key || = {
0xc3,0x73,0x0c,0xb5c,0xbc,0xca ,0xcf,0x91,
0x5a ,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11 };
static CK BYTE data || = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
fi
CK BYTE value[32];
CK_BYTE buf|[32];
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static CK BYIE oidl || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x00 };
static CK BYTE oid cntl || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x40 };
static CK BYIE etl || = {

0x75, Oxea, 0Oxed, 0x45, Oxbb, 0x12, Oxac, 0x47,
Oxe5, Oxe6, 0x33, 0x04, Oxe0, O0xb9, 0x99, Oxa6 };

static CK_ BYTE oid2 || = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01 };

static CK BYTE oid cnt2[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x41 };
static CK BYTE et2 || = {

Oxd4, 0x7d, Oxab, Oxaa, Ox4b, 0x49, 0Ox3a, 0x8d,
0xd6, Oxeb, 0xb6, 0x17, 0xd6, Oxad, Oxfd, 0x31 };

static CK BYTE oid3 || = {

0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02 };
static CK BYTE oid cnt3|] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x42 };
static CK BYIE et3 || = {

0x22, 0xb3, Ox6e, 0x02, 0x7b, 0x03, Oxab, Ox6a,
0x5f, 0x23, 0xf4, Oxbd, 0x63, 0x6e, 0x03, Ox1f };

static CK BYIE oid4 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x03 };
static CK BYTE oid cnt4 || = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x43 };
static CK BYTE etd [] = {

0xfl, 0x26, Oxfc, O0x4d, 0x20, 0xd5, Oxe2, Oxcd,
Oxe8, Oxlc, Ox7e, 0x10, Oxed, 0x27, 0x07, OxeO };

static CK BYTE oid5[| = {

0x06 , 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };
static CK BYTE oid cnt5[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x44 };
static CK BYIE et5[] = {

Oxfd, 0x65, 0x30, Oxa2, Oxe2, 0x93, Oxfe, Oxcl,
Oxfe, 0x71, OxcH, 0x79, 0x3d, 0x20, 0x66, 0x73 };

static CK_ATTRIBUTE key template|[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },

ANMCECH

codpt 220




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

{ CKA_ GOST28147PARAMS, NULL, 0 },

{ CKA_VALUE, key, sizeof(key) },

{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DECRYPT, &ltrue, sizeof(CK BBOOL) }
};
static CK_OBJECT CLASS dp class = CKO DOMAIN PARAMETERS;
const CK_OBJECT CLASS oc_dp = CKO DOMAIN PARAMETERS;

)

CK_ATTRIBUTE t_find dp|[] = {

{CKA_ CLASS, (CK_VOID PTR)&oc dp, sizeof(oc dp)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA_OBJECT ID, NULL, 0},

};

// ®akruueckun sTo Habop mapamerpoB A uz RFC 4357,
// B KOoTOpoM pexuMm nmdposanus usMenen Ha CNT.

CK_BYTE dp_cnt || =

{
0x30, 0x53,

0x04, 0x40,
// +4 (rabauma 3amen)
0x93, Oxee, 0xb3, 0xlb, 0x67, 0x47, Oxba, Oxda,
0x3e, Ox6a, Oxld, O0x2f, 0x29, 0x2c, 0x9c, 0x95,
0x88, Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, O0xf2, 0x45, 0xc2,
Oxe6, 0xbb, 0x29, 0x43, Oxfc, Oxad, 0x34, 0x59,
Oxcb, 0x0f, Oxc8, Oxfl, 0x04, 0x78, O0x7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, 0x51, 0x96, 0x66, Oxed,

0x02, 0x01,
// +70 (mode: 0—CNT, 1-CFB, 2—CBC)
0x00 ,

0x02, 0x01, 0x40,

0x30, 0x09,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,

/) +84 (key meshing: 0—Null, 1-CryptoPro)
0x01 ,
¥

CK_ULONG uldp cnt = sizeof(dp cnt);
// Dror OID u naszBanue He sBJsOTCs npemgonpepenedasmu B LCC,
// & UCHONB3YyITCH AJs ONpeJeJeHUs JOMOJHUTEIbHBIX HapaMeTPOB JI0
MEHA .
CK BYTE oid cnt[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x42};

ANMCECH

codot 221




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

CK CHAR xdp label = "id-Gost28147-89-CryptoPro-A-ParamSet-CNT"

9

CK_ATTRIBUTE t_dp cnt|[] = {
{CKA CLASS, &dp class, sizeof(dp class)},
{CKA_TOKEN, &lfalse , sizeof(lfalse)},
{CKA_KEY TYPE, &key type, sizeof(key type)},
{CKA_OBJECT ID, oid cnt, sizeof(oid cnt)},
{CKA_VALUE, dp cnt, uldp cnt},
{CKA_ LABEL, dp label, strlen (dp label)-+1},
{CKA COPYABLE, &ltrue, sizeof(ltrue)}

}s

CK_BYTE dp value[4096];
CK_ULONG uldp value = sizeof(dp value);

CK_ATTRIBUTE t_dp_ value = {
CKA_VALUE, dp value, sizeof(dp_value)
};

CK_ATTRIBUTE t_ copy dp cnt[] = {

{CKA TOKEN, &lfalse , sizeof(lfalse)},
{CKA_OBJECT ID, NULL, 0},

{CKA_VALUE, dp value, 0},

}s
CK_OBJECT HANDLE hDP CNT;
CK _ULONG ulCB = 0;

key template[2].pValue = oidl;
key template[2].ulValueLen = sizeof(oidl);

rc = funcs—C_CreateObject (sess

key template, sizeof(key template)/sizeof (CK_ATTRIBUIE), &
keyh) ;

if (rc !'= CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Encryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}
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len = sizeof(value);

rc = funcs—C_ EncryptUpdate(sess , data, 4, value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

¥

// Save partial encryption result

memcpy (buf, value, 4);

state len = 0;

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state len);

rc = funcs—C GetOperationState (sess, state, &state len);

if (rec != CKR _OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SetOperationState(sess, state, state len,
keyh , CK INVALID HANDLE) ;

if (rc != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

¥

rc = funcs—C_ EncryptUpdate(sess
data+4, sizeof(data)—4, value+4, &len);

if (re != CKR OK) {
fprintf(stderr, "C_EncryptUpdate failed: 0x%x\n", rc);
return rc;

}

rc = funcs—C _ EncryptFinal(sess, valuetsizeof(data), &

dummy len) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);
CHECK(value , len, etl);

rc = funcs—>C _Decryptlnit(sess , mechanism cnt, keyh);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ DecryptUpdate(sess, value, 7, value, &len);

if (rc != CKR _OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

}

printf("len = %d, Decryption buffer:\n", len);

print _hex(value, sizeof(value));

rc = funcs—C_DecryptUpdate (sess ,
value+7, sizeof(data)—7, value+7, &len);

if (re != CKR OK) {
fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

¥

printf("len = %d, Decryption buffer:\n", len);

print _hex(value, sizeof(value));

rc = funcs—>C_DecryptFinal (sess
value+sizeof(data), &dummy len);

if (rc != CKR OK) {
fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);

printf("len = %d, Decrypted data:\n", len);

print _hex(value, len);

printf("Decryption buffer:\n");

print _hex(value, sizeof(value));

CHECK(value, len, data);

// Restore partial encryption result

memcpy (value , buf, 4);

rc = funcs—C_SetOperationState(sess, state, state len,
keyh , CK_INVALID HANDLE) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_ EncryptUpdate (sess
data+4, sizeof(data)—4, value+4, &len);

if (rc != CKR OK) {
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fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C_EncryptFinal (sess
valuetsizeof(data), &lummy len);

if (rc != CKR _OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);

CHECK(value , len, etl);

rc = funcs—C_DestroyObject (sess , keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;
¥
key template[2].pValue = 0id2;
key template[2].ulValueLen = sizeof(0id2);
rc = funcs—>C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK_ATTRIBUIE), &
keyh) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Encryptlnit(sess, mechanism cnt, keyh);
if (rc = CKR_FUNCTION NOT SUPPORTED) {
fprintf(stderr
"Non-standard parameter set 0ID not supported for CKM_GOST28147\
n'");
} else {
len = sizeof(value);
rc = funcs—C _ Encrypt(sess, data, sizeof(data), value, &len)
if (rc != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
return rc;

}
CHECK(value , len, et2);

rc = funcs—>C _Decryptlnit(sess , mechanism cnt, keyh);
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if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

}

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

// Tenepb TO 2Ke CcaMoe, HO C HUCIOJb3O0OBaHHEM CECCHOHHOTO 00beKTAa

// mapameTpoB jgomeHa ¢ HecraHgapTabM OID.
dp _cnt[70] = 0x00; // CNT mode

rc = funcs—C_CreateObject (sess
t dp_ cnt, sizeof(t dp cnt)/sizeof(CK ATTRIBUTE) ,
&DP CNT) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

key template[2].pValue = oid cnt;
key template[2].ulValueLen = sizeof(oid cnt);

rc = funcs—C _ CreateObject (sess ,

key template, sizeof(key template)/sizeof (CK ATTRIBUTE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _Encryptlnit(sess , mechanism, keyh);
if (re¢ = CKR_FUNCTION NOT SUPPORTED) {
fprintf(stderr
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"Non-standard parameter set 0ID not supported for CKM_GOST28147\
n");
} else {
len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len)
if (rc != CKR OK) {
fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);
return rc;

}
CHECK(value, len, et2);

rc = funcs—C_ Decryptlnit (sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

¥

rc = funcs—C_ DestroyObject (sess, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key template[2].pValue = 0id3;
key template|[2].ulValueLen = sizeof(0id3);
rc = funcs—C_CreateObject (sess

key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}
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rc = funcs—C_ Encryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, et3);

rc = funcs—C_ Decryptlnit(sess, mechanism cnt, keyh);
if (rec != CKR _OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—C DestroyObject (sess , keyh);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key template[2].pValue = oid4;
key template|[2].ulValueLen = sizeof(o0id4);
rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof (CK ATTRIBUTE), &
keyh) ;
if (re != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}
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rc = funcs—C _Encryptlnit(sess , mechanism cnt, keyh);
if (rc !'= CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C _Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, etd);

rc = funcs—C _Decryptlnit(sess, mechanism cnt, keyh);
if (rc != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_ Decrypt(sess, value, len, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value , len, data);

rc = funcs—C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key template[2]|.pValue = o0id5;
key template|[2].ulValueLen = sizeof(0id5);

rc = funcs—C _CreateObject (sess ,

key template, sizeof(key template)/sizeof(CK ATTRIBUTE), &
keyh) ;

if (rc != CKR OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C_ Encryptlnit(sess, mechanism cnt, keyh);
if (rec != CKR OK) {
fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof(value);
rc = funcs—C_ Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}

CHECK(value, len, eth);

rc = funcs—C_ Decryptlnit(sess, mechanism cnt, keyh);
if (re != CKR OK) {
fprintf(stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C _ Decrypt(sess, value, len, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK(value, len, data);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

end :
return rc;
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3.3.12 leHepauuns MMNTOBCTaBKU

B mammom npumepe UMUTOBCTaABKA MEHEPUPYETCs PA3IUIHBIMU CIIOCOOAME U C Pa3JINY-
HBIMHU ITapaMeTpaMu ¢ TOMOIbI0 Mexann3dMma CKM_GOST28147_MAC.

Teneparust UMUTOBCTaBKY - 9TO KOHTEKCTHAs OIEPAIUS B CECCHU, IIOITOMY €€ IIPOMe-
JKYTOYHOE COCTOsIHAE MOYKET ObITh COXPAHEHO U BOCCTAHOBJIEHO (DYyHKITUSIMU
C_GetOperationState, C_SetOperationState. /lanHas BO3MOXKHOCTb BECbMa II0JIE3HA
JUTst TIOJiepzkKu potokosta pykonoxkarust (handshake) 8 SSL/TLS.

3aMeTnM, ITO KJIIOU, UCIIOJIb3yeMblil B KOHTEKCTE TeHepaIlii UMUTOBCTABKH, PACCMAT-
puUBaeTcs, KaK KJIIOY ay TEHTU(PUKAIIAN, & He KaK K04 MU POBAHNS, U IIOITOMY 331aeTCs
B nocsieineM napamerpe yukiuu C_SetOperationState.

Pazmep cocrosiinsa KoHTEKCTa TeHepaluil UMUTOBCTABKHU 3aBUCUT OT PEaJIU3alluu U B
pPa3HBIX BEPCUSX OUOJMOTEKN MOYKET OKA3aThbCs PA3JIUYHBIM, TIO9TOMY HE CJIEyeT HaJe-
ATbCs HA (DUKCUPOBAHHBIN pa3mep Oydepa mpu COXPAHEHUU STOT'O COCTOSTHUS C ITOMOIITHIO
dyuknun C_GetOperationState.

Jluctunr 3.21: ckm  gost28147 mac.c

#include "test_common.h"

CK RV test_crypto();
CK_ RV test gost28147 mac (CK_SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(argec, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_ MECHANISM INFO minfo ;
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rc = funcs—C _OpenSession(Slotld ,
CKF_RW_SESSION | CKF _ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
?E) &
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs—C_ GetMechanismInfo(Slotld , CKM GOST28147 MAC, &

minfo) ;

if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GO0ST28147_MAC not supported
sm==mmmmmmsim)
} else {
fprintf(stderr
"\n==================== CKM_GO0ST28147_MAC test
==================\n");

rc = test gost28147 mac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOST28147_MAC failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_GOST28147_MAC test passed.\n");
}

}

if ( (ret = funcs—C _ CloseSession(hSession)) != CKR OK ) {
fprintf (stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
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else {
fprintf(stderr, "C_CloseSession success\n");
}
out:
return rc;
}
CK_RV test gost28147 mac (CK_SESSION HANDLE sess )
{

CK RV rc¢ = CKR OK;

CK_BYTE value[128];

CK_ULONG len ;

CK OBJECT HANDLE keyh = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_ GOST28147 MAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

static CK_OBJECT CLASS oclass = CKO_SECRET KEY;
static CK KEY TYPE key type = CKK GOST28147;
static CK_BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK BYIE key || = {
0xB2,0x4C,0x23,0x32,0xE5,0x97 ,0xAD,0x26 ,
0x39,0xB9,0x1A,0xD4,0xDF,0x4E,0x40,0x61 ,
0xAA,0x38,0xDD,0xFE,0x32,0xE9,0xD3,0xED,
0x4A ,0xC6,0xEE,0x08 ,0x57 ,0x5A ,0x6A ,0xAB

}

static CK_BYTE data[64];

static CK BYTE key2[] = {
0xc3,0x73,0x0c,0xbc,0xbc,0xca ,0xcf,0x91,
Oxba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4de ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

b

static CK BYTE data2[2697];

// CryptoPro gost28147 B Param Set

static CK BYTE oidl || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, O0x1f, 0x02

}s
static CK BYTE etl[] = { 0xf6, Ox6a, 0x39, Oxde };
static CK_ATTRIBUTE key template|[] = {
{ CKA_VALUE, key, sizeof(key) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
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{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },

{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },

s
static CK_BYTE ivec 8] = {0};

/) S—Terra CSP plug—in test data

static CK BYTE data5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

¥
static CK BYTE key5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66
¥
// CryptoPro gost28147 A Param Set (default)
static CK BYTE oid5 [| = {
0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
¥
static CK BYTIE ivech || = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37
iF
static CK_ATTRIBUTE key templateb|[] = {
{ CKA_VALUE, key5, sizeof(key5) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_GOST28147PARAMS, o0id5, sizeof(oid5) },
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },
¥
static CK BYIE et5 || = {
// 0x77, 0xb9, 0x86, Oxba // with zero iv
Oxad, Oxcd, 0x56, 0x64
I15

static CK BYTE data_short [] = {
0x12, 0x00, Oxae, Ox6d, Oxch, 0x87, O0xb0, 0x3f,

}s
static CK BYTE et short || = { Oxab, 0x66, 0x40, 0x04 };
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static CK BYTE et short 4[]
CK _BYTE xstate = NULL;

CK ULONG state len = 0;

CK _BYTE key to wrap|] = {
0x58, Ox4c, 0x3f, Oxce, 0xb6, O0xb3, 0x96,
0x8c, 0xfl, Oxbf, 0x60, Oxfc, 0x84, Oxaf,
Oxbf, Oxle, Ox6c, 0x6d, Oxa7, 0x9a, 0xd7,
Oxca, 0x0e, O0x5c, 0x9d, O0x3d, Oxb2, Oxa2,

Ik

CK_BYTE wrapping iv|[] = {
0x56, Oxfa, 0x7d, 0xb54, O0xb2, 0x90, 0x2c,

IE

CK_BYTE wrapping key|[] = {
0x3c, 0x34, 0Ox7c, Oxe7, 0Oxdb5, 0x60, 0x83,
Oxb4, 0x8f, 0xd5, 0xb0, Oxec, 0x6d, 0xd7,
0x63, 0x9f, 0x64, 0x95, O0xb5, Oxdb, 0x3e,
0x9e, 0x77, 0xO0f, Oxe3d, 0x40, Oxce, Oxcd,

IE

CK_BYTE wrapped key|[] = {
Oxdb, 0x46, 0x42, Ox7a, 0x12, 0x77, 0xd6,
0x8a, 0xd6, 0x35, 0x2f, 0x46, 0x98, 0x09,
0x60, O0xb3, 0x40, 0x58, 0x2b, Oxce, Oxla,
0x72, Oxda, Ox6c¢c, Oxa2, Ox4c, 0xfO, Oxcl,

Ik

CK_BYTE wrapped mac|[] = {
0x36, 0xb3, 0x73, 0x20,

IE

CK_ATTRIBUTE wrapping key template|[] = {

= { 0xd2, Oxbc, Oxfb, Oxe7 };

0xdO0,
0x6d ,
Ox4f
0xb9 ,

0x41 ,

Ox3a ,
0x29,
0x12,
Ox3a,

0Oxdd,
0x9b ,
0x99 ,
0xcT,

{ CKA VALUE, wrapping key, sizeof(wrapping key) },
{ CKA_CLASS, &oclass, sizeof(oclass) },

{ CKA_KEY TYPE, &key type, sizeof(key type) },
CKA GOST28147TPARAMS, o0id5, sizeof(oid5) },

CKA_ SIGN, &ltrue, sizeof (CK _BBOOL) },
CKA_VERIFY, &ltrue, sizeof(CK BBOOL) },

{
{
{

}s

CK_CHAR str [4096];

keyh — CK INVALID HANDLE;
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print bytes(key, sizeof(key), str);
fprintf(stderr, "key:\n%s\n", str);

rc = funcs—C_CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
memset (data, Oxd4, sizeof(data));
print bytes(data, sizeof(data), str);
fprintf(stderr, "data:\n%s\n", str);
rc = funcs—C_Sign(sess, data, sizeof(data), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;
¥
print bytes(etl, sizeof(etl), str);
fprintf(stderr, "etl MAC:\n%s\n", str);
print bytes(value, len, str);
fprintf(stderr, "value MAC:\n%s\n", str);

CHECK(value, len, etl);

rc = funcs—C DestroyObject (sess , keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

¥
keyh = CK_ INVALID HANDLE;
rc = funcs—>C_CreateObject (sess

key template5, sizeof(key template5)/sizeof(CK ATTRIBUTE) ,
&keyh) ;
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if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = ivecH;
mechanism—>ulParameterLen = sizeof(ivech);
rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C _ Sign(sess, datab, sizeof(datab5), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

goto end;

}

CHECK(value, len, eth);

len = sizeof(value);

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C_SignUpdate(sess , datab, 5);

if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C GetOperationState (sess, NULL, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = (CK_BYTE x)malloc(state len);

rc = funcs—C _GetOperationState(sess, state, &state len);

if (rc != CKR OK) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);

AMCgCéM

oot 237




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

goto end;

¥

rc = funcs—C_SetOperationState (sess, state, state len,
CK_INVALID HANDLE, keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess, datab+5, sizeof(datab)—5);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _ SignFinal(sess, value, &len);

if (rc != CKR_OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK(value, len, eth);

rc = funcs—C _SetOperationState (sess, state, state len,
CK_ INVALID HANDLE, keyh);

if (rec != CKR OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignUpdate(sess , datab+5, sizeof(datab)—5);
if (rc != CKR OK) {
fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs—C _SignFinal(sess, value, &len);

if (rc !'= CKR OK) {
fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK(value, len, et5);
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free(state);
state = NULL;

mechanism—>pParameter = NULL;
mechanism—>ulParameterLen = 0;

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (re != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess
data short, sizeof(data short), value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

CHECK(value, len, et short);

rc = funcs—C _Signlnit(sess, mechanism, keyh);

if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);
rc = funcs—C_Sign(sess
data short, sizeof(data short)—4, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}
CHECK(value, len, et short 4);
end :
if (keyh != CK_INVALID HANDLE) {
funcs—C _ DestroyObject (sess , keyh);

}

return rc;
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'}

3.3.13 PKCS#8 n BblBOA OTKPbLITOro Kjto4a no 3aKpbITOMY

Hexkoropsie nonosiaurensubie Mexanu3Mmbl LS11SW we ornpeiesnienst B ctanmapre PKCS#11,

a J00aBJIeHBI, UCXOsI M3 MOTPEOHOCTEN pPeIeHnsI HEKOTOPBIX IMPaKTUIEeCKuX 3a1ad. B
JAHHOM IPUMEPE 3aKPBITHII K04 MudpyeTcs Ha IMapojie U YIaKOBBIBAETCS B CTPYKTY-
py PKCS#8 ¢ momMotnpio J0moJTHITETEHOTO MEXaHU3Ma,

CKM_G0ST28147 _PKCS8_KEY_WRAP. 3a01HO JE€MOHCTPUPYETCS BO3MOYKHOCTH BBIBOJA OT-
KPBITOIO KJIFOYa 1O 3aKPBITOMY JIPYTUM JIONOJTHUTEIbHBIM MEXaHI3MOM -
CKM_GOSTR3410_PUBLIC_KEY_DERIVE. 3amerum, uro B crangapre PKCS#11 orcyrcTBy-
€T BO3MOXKHOCTDH IOJIyYUTh OTKPBITHINA KJIIOY II0 3aKphITOMY, X0Tsd B ajropurme ['OCT
P34.10-2001 nmeHHO Tak W CO3IAeTCS KJIIOUEBasl mapa. B HEKOTOPBHIX MPUKJIAIHBIX 344~
YaxX BBIBOJ, OTKPBITOTO KJIIOYa I10 3aKPBITOMY BCE YK€ IPUXOJNUTCS JeJaTh, TOTOMY UTO
BO BXO/IHBIX JAHHBIX MMPHUCYTCTBYET TOJBKO 3aKPBITHIN KJIIOM.

JImctunr 3.22: ckm  gost28147 pkes8 key wrap.c

#include "test_common.h"

CK RV test crypto();
CK_RV test gost28147 pkes8 key wrap (CK SESSION HANDLE sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;
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printf(
"CKM_GOST28147_PKCS8_KEY_WRAP "
"and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test\n");

rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOSTR3410_ KEY PAIR GEN, &minfo);
if (rc != CKR OK) {
fprintf(stderr
"Mechanism CKM_GOSTR3410_KEY_PAIR_GEN not supported\n");
return rc;
}
rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_GOST28147 PKCS8 KEY WRAP, &minfo);
if (rec != CKR OK) {
fprintf(stderr
"Mechanism CKM_GOST28147_PKCS8_KEY_WRAP not supported\n");
return rc;
}
rc = funcs—C_GetMechanismInfo(SlotId ,
CKM_GOSTR3410 PUBLIC KEY DERIVE, &minfo) ;
if (rc != CKR OK) {
fprintf (stderr
"Mechanism CKM_GOSTR3410_PUBLIC_KEY_DERIVE not supported\n
")
return rc;

}

rc = funcs—C_OpenSession(Slotld ,

CKF RW_SESSION | CKF_ SERIAL SESSION,

NULL_PTR, NULL PTR, &hSession);
if (rc != CKR OK) {

fprintf(stderr ,

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
/%

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_OK) A
fprintf (stderr, "ERROR call to C_Login failed, rc = O0x%x\n
n’ rc);

goto out_close;
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*/
rc = test gost28147 pkes8 key wrap(hSession);

if (rec != CKR OK) {
fprintf(stderr
"CKM_GOST28147_PKCS8_KEY_WRAP and
CKM_GOSTR3410_PUBLIC_KEY_DERIVE "
"test failed, rc = 0x%x\n",
re);
} else {
printf(
"CKM_GOST28147_PKCS8_KEY_WRAP and
CKM_GOSTR3410_PUBLIC_KEY_DERIVE "
"test SUCCESS\n");

}

funcs—C _CloseSession (hSession ) ;
out:

return rc;
}

CK_RV test gost28147 pkes8 key wrap (CK SESSION HANDLE sess)
{

int rc = 0;
char str[4096];

CK_BYTE value[1024];

CK _ULONG len ;

CK_OBJECT HANDLE pub key = CK_ INVALID HANDLE;

CK OBJECT HANDLE priv_key = CK INVALID HANDLE;

CK OBJECT HANDLE unw_priv_key = CK INVALID HANDLE;
CK_OBJECT HANDIE der pub key = CK INVALID HANDLE;

CK OBJECT HANDLE cipher key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc =
{CKM_GOST28147 PKCS8 KEY WRAP, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism der desc =
{CKM_GOSTR3410 PUBLIC_KEY DERIVE, NULL, 0};
CK_MECHANISM PTR mechanism der = &mechanism der desc;
CK_MECHANISM mechanism gen 256 desc =
{CKM_GOSTR3410 KEY PAIR GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen 256 = &mechanism gen 256 desc

CK MECHANISM mechanism gen 512 desc =
{CKM_GOSTR3410_512 KEY_ PAIR_GEN, NULL, 0};
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CK_MECHANISM PTR mechanism gen 512 = &mechanism gen 512 desc

9

static CK_BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static const CK_OBJECT CLASS oclass pub = CKO PUBLIC KEY;
static const CK OBJECT CLASS oclass priv = CKO PRIVATE KEY;
static CK_KEY TYPE key type 256 = CKK GOSTR3410;

static CK_KEY TYPE key type 512 = CKK_ GOSTR3410 512;

// PAR 256 A OID

static CK_BYTE gostR3410 256 params A[| = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
};
// PAR 512 A OID
CK_BYTE gostR3410 512 params A |[] = {

0x06, 0x09, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x2, 0x01, 0x02, 0
x01

};

// PAR HASH 1 OID

static CK BYTE gostR3411 94 params|[| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

I

}

// PAR 3411-2012—256 OID

CK_BYTE gostR3411 2012 256 params|] = {

0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02

15
// PAR 3411-2012-512 OID
CK_BYTE gostR3411 2012 512 params|]| = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
}s
// PAR CIPHER A OID
static CK BYTE gost28147params A [| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
}s
/%
typedef struct CK_GOST28147_PKCS8_KEY_WRAP_PARAMS {
CK_CHAR_PTR pPassword;
CK_ULONG ulPasswordLen;
CK_BYTE_PTR pHashParQ0ID;
CK_ULONG ulHashParOIDLen;
CK_BYTE_PTR pSalt;
CK_ULONG ulSaltlLen;
CK_ULONG ulIterCount;
CK_BYTE_PTR pCipherPar0ID;
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CK_ULONG ulCipherParOIDLen;
CK_BYTE_PTR pIV;
CK_ULONG ulIVLen;
} CK_GO0ST28147_PKCS8_KEY_WRAP_PARAMS;
*/
CK_ GOST28147 PKCS8 KEY WRAP PARAMS params;

static CK BYTE salt [] = {

0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0x26
}s
static CK ULONG iter = 2048;
static CK BYIE iv[] = {

0x12, 0x34, 0xb6, 0x78, 0x78, 0x56, 0x34, Oxab
IE

// Use UTF-8 password

static CK _UIFSCHAR PTR password = "4444";
static CK ULONG password len = 4;
CK_ATTRIBUTE pub 2001 256 template|[] = {
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 94 params, sizeof(gostR3411 94 params) },
IE
CK_ATTRIBUTE pub_ 2012 256 template|[]| = {
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
¥
IE
CK_ATTRIBUTE pub 2012 512 template|]| = {
{ CKA_ GOSTR3410PARAMS,
gostR3410 512 params A, sizeof(gostR3410 512 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)

}

}s
// Template for token private key generation.
CK_ATTRIBUTE priv_template [| = {

{ CKA_EXTRACTABLE, &ltrue , sizeof(ltrue) },
{ CKA_SENSITIVE, &ltrue, sizeof(ltrue) }

5
// Additional attributes for token unwrapped private key
generation .
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CK_ATTRIBUTE unw 256 template || = {
{ CKA_CLASS, (CK VOID PTR)&oclass priv, sizeof(oclass priv)
I
CKA KEY TYPE, &key type 256, sizeof(key type 256) }
};
CK_ATTRIBUTE unw_512 template|[] = {
{ CKA_ CLASS, (CK VOID PTR)&oclass priv, sizeof(oclass priv)
}
CKA KEY TYPE, &key type 512, sizeof(key type 512) }
};
CK_ATTRIBUTE pub 2001 256 der template|[] = {
{ CKA_ CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
)},

{ CKA KEY TYPE, &key type 256, sizeof(key type 256) },
{ CKA_GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 94 params, sizeof(gostR3411 94 params) },

IE
CK_ATTRIBUTE pub 2012 256 der template|[] = {
{ CKA_ CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
)}
{ CKA KEY TYPE, &key type 256, sizeof(key type 256) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 256 params A, sizeof(gostR3410 256 params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
i
iE
CK_ATTRIBUTE pub_ 2012 512 der template[] = {
{ CKA_CLASS, (CK VOID PTR)&oclass pub, sizeof(oclass pub
)}
{ CKA_KEY TYPE, &key type 512, sizeof(key type 512) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 512 params A, sizeof(gostR3410 512 params A) },
{ CKA GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)
[E
Ik
// HpI/I YIIaKOBKE€ Ha BBIXOJ/JA€ JJOJDKHa IIOJYIYUTbLCA CTPYKTYypa TaKOI'o B
nia:
static CK BYTE pr key bag|| = {
/] 0
0x30, 0x81, OxaT,
ANMCECH

codpt 245




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

/] 3
0x30, Oxbc,
/] 5
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, O0xf7, 0x0d, 0x01, 0x05, 0x0d,
// 16
0x30, 0x4f,
// 18
0x30, Ox2e,
/) 20
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0xOc,
// 31
0x30, 0x21,
// 33
0x04, 0x08,
// 35 — salt
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, O
x26 ,
// 43
0x02, 0x02,
// 45 — iter (2048)
0x08, 0x00,
/] 4T
0x30, 0Ox11,
// 49
0x06, 0x06,

0Ox2a, 0x85, 0x03, 0x02, 0x02, O0x0a,
// 57 — oid 3411 par
0x06, 0x0T7,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

// 66
0x30, 0x1d,

// 68

0x06, 0x06,

0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,

/] 76

0x30, 0x13,
/] 78

0x04, 0x08,
// 80 — iv
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34,
Oxab ,

// 88 — oid 28147 par
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0x06 , 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
/] 97
0x04 , 0x47,
// 99 — encr pr_ key
0x46, 0xbc, 0xc8, 0x21, Oxcd, Oxcc, 0xb8, 0x99,
0x53, 0xa7, 0x72, Oxda, 0x20, 0x0f, Ox3d, 0Oxd5,
Oxab, 0x59, 0x11, Ox6f, Ox4f, Ox8a, 0x75, 0x9b,
0xf4, Oxdl, 0x91, 0x7e, 0x9d, O0x2f, 0x79, Oxab,
0x95, 0xb8, 0x54, Oxe2, Oxbb, 0x21, 0x61, Oxa8,
Oxe7, 0x2b, 0x58, 0x5b, Oxe2, 0x10, 0xdO, 0xd8,
Oxbb, 0xd4, 0x04, Oxdc, 0x06, Ox4c, 0x60, 0x14,
0x60, 0x12, 0xdl, Oxfl, Oxb2, Oxbf, 0x39, 0xf{7,
Oxc8, 0x35, 0x16, Oxc4d, Oxea, 0xe9, 0xb6
// 170
};
// BameTum, YTO mpW pacmakoBKe BO BXOJHOIl CTPYKType JIOIYyCKaeTC
A
// mcmoabzoBanne 0x05, 0x00 Bmecto oid 3411 par. CooTBercTBEHH
o,
// nauHa TAKOW YKODPOYEHHOIl CTPYKTypbl OymeT MeHbIle Ha 7 0OalTOB.

// GOSTR3410—2001
rc = funcs—C GenerateKeyPair(sess , mechanism gen 256,
pub_ 2001 256 template,
sizeof (pub_ 2001 256 template)/sizeof(CK ATTRIBUIE) ,
priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rec != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

9

goto end;
}
params.pPassword = password;
params . ulPasswordLen = strlen (password);

params . pHashParOID = gostR3411 94 params;
params . ulHashParOIDLen = sizeof(gostR3411 94 params);
params.pSalt = salt ;
params. ulSaltLen = sizeof(salt);
params. ullterCount = iter;
params . pCipherParOID = gost28147params A ;
params. ulCipherParOIDLen = sizeof(gost28147params A);
params.plV = iv;
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params.ullVLen = sizeof(iv);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C_WrapKey(sess , mechanism ,
CK_INVALID HANDLE, priv_key, value, &len);
if (rc != CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc = 0x%x\n", rc);
goto end;

}

print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/ *
0x30, 0x81, Oxa7,
0x30, Oxbc,
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0x0d,
0x30, Ox4f,
0x30, 0Ox2e,
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0xOc

0x30, 0x21,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, Ox11,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0xO0a,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
0x30, Oxi1d,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, Oxab,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, 0x47,
0x95, 0x44, 0x39, 0xe9, Oxce, O0xbb, 0x56, 0x29,
Oxfa, 0x08, 0xf2, Oxab, 0x09, 0x81, 0x44, Oxca,
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O0xe0, 0x56, Oxc7, 0x60, Oxe2, O0xbc, Oxbd, O0x3c,
Oxdd, Oxlc, 0x13, 0xf8, Oxfl, Oxe8, 0xd3, O0xf4,
0x98, 0xf0, 0Ox2e, 0x3c, 0OxalO, 0x7d, Oxfe, 0x35,
Oxee, Oxcf, Oxc4, Oxaf, Oxad, 0x93, 0x89, 0x48,
Oxeb5, 0xf2, 0x25, Oxbf, Oxe7, 0x61, 0x01, 0x8f,
0x50, 0x62, 0x08, 0x9b, Oxad, 0x9e, Oxcb, 0x42,
Oxce, 0x17, 0x81, 0xc4, Oxea, 0xe9, O0xb6,
*/
mechanism—>pParameter = password ;
mechanism—>ulParameterLen = strlen (password) ;
rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value , len ,
unw_ 256 template, sizeof(unw_256 template)/sizeof(
CK_ATTRIBUTE) ,
&unw_priv_key) ;
if (rc !'= CKR OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = Ox%x\n", rc);

goto end;
// TlonydaeM OTKDBITHIA KJIOY MO 3aKPbITOMY
rc = funcs—C _ DeriveKey(sess , mechanism der, unw_priv_key,

pub 2001 256 der template,
sizeof (pub_ 2001 256 der template)/sizeof (CK ATTRIBUTE) ,
&der pub_key);
if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);

goto end;

// asi npoBepKM pacnakoBAHHOTO KJIO4a HYKHO UTO—HUOYJ/b UM IO/
MUCAaTh

// ¥ UPOBEPUTH MOJIUCH OTKPHITHIM KJIOUOM .

KM GOSTR3410, NULL, 0};

QO A=
— 0

// HonmnuceiBaewmpii paiimpkect (32 OGair
CK_BYTE pData|32] = {
0x4D, 0x89, 0x9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, 0x5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xBO, OxE5,
0x2E, 0x91, O0xFB, 0x64, 0x9C, 0x06, 0xAB, 0x75

};
CK ULONG ulDatalLen = 32;
CK_BYTE pSignatureData [64];
CK ULONG signatureDatalen = 64;
/\MC%CM
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rc = funcs—C _Signlnit(sess, &mechanism sign,
unw_priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = O0x%x\n", rc);
goto end;
¥
rc = funcs—C_Sign(sess ,
pData, ulDatalen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = O0x%x\n", rc);
goto end;

}

rc = funcs—C_Verifylnit (sess , &mechanism sign, pub key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;

}

rc funcs—C _Verify (sess ,
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = O0x%x\n", rc);
goto end;

}

rc = funcs—C _Verifylnit(sess , &mechanism _sign,
der pub_key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;
}
}

funcs—C DestroyObject (sess, der pub key);

funcs—>C DestroyObject (sess , unw_priv_key) ;
funcs—C DestroyObject (sess , pub_key);
funcs—C DestroyObject (sess , priv_key);
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// GOSTR3410—2012—256
rc = funcs—C GenerateKeyPair(sess , mechanism gen 256,
pub_ 2012 256 template,
sizeof (pub_2012 256 template)/sizeof(CK ATTRIBUIE) ,
priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

9

goto end;
}
params.pPassword = password;
params . ulPasswordLen = strlen (password);

params . pHashParOID = gostR3411 2012 256 params;
params . ulHashParOIDLen = sizeof(gostR3411 2012 256 params);
params.pSalt = salt;
params.ulSaltLen = sizeof(salt);
params. ullterCount = iter;
params . pCipherParOID = gost28147params A ;
params . ulCipherParOIDLen = sizeof(gost28147params A);
params.plV = iv;
params. ullVLen = sizeof(iv);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C_WrapKey(sess , mechanism ,
CK_INVALID HANDLE, priv_key, value, &len);
if (rec != CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc = Ox%x\n", rc);
goto end;

}

print _bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/ *
0x30, 0x81, Oxab,
0x30, 0xbd,
0x06, 0x09, 0Ox2a, 0x86, 0x48, 0x86, O0xf7, 0x0d, 0x01, 0x05
, 0x04d,
0x30, 0x50,
0x30, O0x2f,
0x06, 0x09, O0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01,
0x05, 0xO0Oc,
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0x30, 0x22,
0x04, 0x08,
0x12, 0x34, 0x56, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, 0x12,
0x06, 0x06, Ox2a, 0x85, 0x03, 0x02, 0x02, 0xO0a,
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, O
x02, 0x02,
0x30, Oxid,
0x06, 0x06, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0x56, 0x78, 0x78, 0xb6, 0x34, Oxab,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01
0x04, Ox4a,
0x68, 0x7f, 0x0d, 0x40, Oxbc, 0x97, Oxe6, 0x83,
0x83, Oxdf, Ox4b, 0x9%e, Oxff, 0x60, 0x64, 0Oxbd,
0xb3, Oxea, Oxfe, 0x6b, 0xb2, 0x00, Oxc7, 0x78,
0x80, 0x13, Oxc7, 0x61, 0x45, 0x76, 0x30, 0x53,
O0xbd, Oxfl, Oxcf, Oxdc, 0xf3, 0xd9, Oxdd, 0x50,
0x7d, O0x7a, O0x2c, 0x87, 0x06, 0x2f, 0x28, Oxdb,
Oxle, 0x94, Oxe3, Oxab, 0x9f, OxOa, 0x75, 0x09,
0xd3, 0xf9, 0x2e, Oxbe, Oxc6, Oxbl, 0xf4, 0x9c,
0x92, 0xc9, Oxa4, 0x35, 0xd6, Ox6c, 0x25, 0xc7,

Oxbc, Oxcf,
*/
mechanism—>pParameter = password;
mechanism—>ulParameterLen = strlen (password) ;

rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value , len,
unw_ 256 template,
sizeof (unw_ 256 template)/sizeof (CK_ ATTRIBUTE) ,
&unw_priv_key) ;
if (re != CKR OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = Ox%x\n", rc);

goto end;
// Tosydaem OTKDBITBI KJIHOY IO 3aKPBITOMY
rc = funcs—C_ DeriveKey(sess , mechanism der, unw_priv_key,

pub 2012 256 der template,
sizeof (pub_ 2012 256 der template)/sizeof(CK ATTRIBUTE) ,
&der pub_key);
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if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;
¥
// last mpoBepKM pacnakoBAHHOTO KJIOYa HYKHO UTO—HUOY/b UM IO/
nuCcaTh
// ¥ UPOBEPUTH MOJIUCH OTKPHITHIM KJIOUOM .
{
CK_MECHANISM mechanism _sign = {CKM_ GOSTR3410, NULL, 0};
// HonunuceBaemsni maiiprect (32 6Gaijira)
CK_BYTE pData[32] = {
0x4D, 0x89, Ox9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0x5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xBO, OxE5,
0x2E, 0x91, O0xFB, 0x64, 0x9C, 0x06, 0xAB, 0x75
b
CK ULONG ulDatalLen = 32;
CK_BYTE pSignatureData [64];
CK ULONG signatureDatalen = 64;

rc = funcs—C _Signlnit(sess, &mechanism sign,
unw_priv_key) ;
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = O0x%x\n", rc);
goto end;
}
rc = funcs—C_Sign(sess
pData, ulDatalen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C_Verifylnit (sess , &mechanism sign, pub key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
}
rc = funcs—C _Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = O0x%x\n", rc);
goto end;
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rc = funcs—C _Verifylnit(sess , &mechanism _sign,
der pub_key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
}
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = O0x%x\n", rc);
goto end;

}
}

funcs—C DestroyObject (sess, der pub key);

funcs—C _DestroyObject (sess , unw_priv_key) ;
funcs—C _DestroyObject (sess , pub_ key);
funcs—C _ DestroyObject (sess , priv_key);

// GOSTR3410—2012—-512
rc = funcs—>C GenerateKeyPair(sess , mechanism gen 512,
pub_ 2012 512 template,
sizeof (pub_2012 512 template)/sizeof (CK ATTRIBUTE) ,
priv_template, sizeof(priv_template)/sizeof(CK ATTRIBUTE) ,
&pub_ key, &priv_key);
if (rc !'= CKR OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = Ox%x\n", rc)

)

goto end;
}
params . pPassword = password;
params . ulPasswordLen = strlen (password);

params . pHashParOID = gostR3411 2012 512 params;
params . ulHashParOIDLen = sizeof(gostR3411 2012 512 params);
params. pSalt = salt ;
params. ulSaltLen = sizeof(salt);
params. ullterCount = iter;
params . pCipherParOID = gost28147params A ;
params . ulCipherParOIDLen = sizeof(gost28147params_ A);
params.plV = iv;
params.ullVLen = sizeof(iv);
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mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C WrapKey(sess , mechanism,
CK_INVALID HANDLE, priv_key, value, &len);
if (rc !'= CKR OK) {
fprintf(stderr, "C_WrapKey failed, rc
goto end;

}

0x%x\n", rc);

print bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);
/ *
0x30, 0x81, Oxcd,
0x30, 0Oxbd,
0x06, 0x09, Ox2a, 0x86, 0x48, 0x86, O0xf7, 0x0d, 0x01, 0x05
, 0x0d,
0x30, 0x50,
0x30, 0x2f,
0x06, 0x09, Ox2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01,
0x05, 0xO0Oc,
0x30, 0x22,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, 0x26,
0x02, 0x02,
0x08, 0x00,
0x30, 0x12,
0x06, 0x06, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x0a,
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02,
0x03,
0x30, Oxi1d,
0x06, 0x06, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x15,
0x30, 0x13,
0x04, 0x08,
0x12, 0x34, 0xb6, 0x78, 0x78, 0xb56, 0x34, Oxab,
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, Ox6c¢c,
0x68, 0xb5d, 0x0d, 0x40, Oxbc, 0x97, 0xd8, 0x83,
0x73, 0x78, 0x9a, 0x75, 0x9a, Oxal, 0x44, Oxf1l,
0x80, 0x83, 0x05, 0x32, Oxla, 0x83, 0x36, 0x03,
0x9e, 0x76, 0x41, 0xb8, 0xb6, 0x10, 0x25, 0x6¢c,
0x65, 0x83, 0xa8, 0x46, 0xd5, Oxlb, O0xb0, 0x04,
0x41, Oxbc, 0x13, 0x91, 0x76, Oxlc, 0x85, 0x59,
0x6b, Ox1d, 0x8d, 0xc8, Oxde, 0x93, 0x2e, 0x22,
Ox1lc, Oxbc, Oxec, Oxaf, Oxi1f, Oxb7, 0x7b, 0x63,
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Oxab, 0x72, Ox1f, 0x29, 0xd6, 0x07, 0xf6, Oxdf,
0x8d, 0x69, Oxe4, 0x49, 0x35, Oxfb, 0x71, Oxda,
0xb7, O0x4b, 0x17, 0x8c, Oxae, Oxbd, Oxcf, 0x62,
0xd2, Oxe6, Oxdb, 0Ox4d, Ox7c, 0x47, 0x46, 0x82,
O0xdb, 0x0Oc, Oxcd, Ox5b, OxOa, OxcO, 0xd8, 0x42,
0xb8, 0x77, Oxe7, 0xTe,
*/
mechanism—>pParameter = password;
mechanism—>ulParameterLen = strlen (password);
rc = funcs—C_ UnwrapKey(sess , mechanism, CK INVALID HANDLE,
value , len,
unw_ 512 template, sizeof(unw_512 template)/sizeof(
CK_ATTRIBUTE) ,
&unw_priv_key) ;
if (rec != CKR OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = Ox%x\n", rc);

goto end;
// TlomydaeM OTKpPBITHIA KJIOY O 3aKPLITOMY
rc = funcs—C _ DeriveKey(sess , mechanism der, unw_priv_key,

pub_ 2012 512 der template,
sizeof (pub_ 2012 512 der template)/sizeof (CK_ATTRIBUTE) ,
&der pub key);
if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);

goto end;
}

// as nmpoBepkum pacmakOBAHHOTO KJIOYa HYKHO YTO—HHUOYIb UM IO
nucaThb

// W UPOBEPUTH MOJINUCH OTKPHITHM KJIOIOM .

{

CK_MECHANISM mechanism _sign = {CKM_GOSTR3410 512, NULL,

0};

// HonnuceBaewmpii paiipkect (64 OGaiira)

CK_BYTE pData || = {
0x4D, 0x89, 0x9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0xbF, 0x62, O0x8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xB0O, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, 0xAB, 0x75,
0x4D, 0x89, 0x9E, 0x48, 0xC5, 0x39, 0x64, 0xD1,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0x5F, 0x62, Ox8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xB0O, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, 0xAB, 0x75,

}s
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CK ULONG ulDatalen = 64;
CK_BYTE pSignatureData[128];
CK ULONG signatureDatalLen = 128;

rc = funcs—C _Signlnit(sess, &mechanism sign,
unw_priv_key) ;
if (rc != CKR OK) {
fprintf(stderr, "C_SignInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Sign(sess ,
pData, ulDataLen, pSignatureData, &signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Sign failed, rc = O0x%x\n", rc);
goto end;

}

rc = funcs—C_Verifylnit (sess, &mechanism sign, pub key)
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
¥
rc = funcs—C_Verify (sess
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;

}

rc = funcs—C _Verifylnit(sess , &mechanism sign,
der pub_ key);
if (rc != CKR OK) {
fprintf(stderr, "C_VerifyInit failed, rc = Ox%x\n", rc);
goto end;
}
rc = funcs—C _Verify(sess,
pData, ulDataLen, pSignatureData, signatureDatalen);
if (rc != CKR OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;
}
}

funcs—C DestroyObject (sess , der pub key);
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funcs—C DestroyObject (sess , unw_priv_key);
funcs—C DestroyObject (sess , pub_key);
funcs—C DestroyObject (sess , priv_key);

printf ("SUCCESS\n");
end:

return rc;

3.3.14 Wudposarue kntoyven no FOCT 28147-89

B nannom npuMepe ceKpeTHBIH K04 MU@PYETcs: Ha KJIO0Ye COIVIACOBAHUS MEXaHU3-
moM CKM_GOST28147_KEY_WRAP. PesysbpraToMm mndpoBaHus sABIsgeTcs 3amudpOoBaHHbII
B peKHUMe IIPOCTOI 3aMEHbI KJIIOY, COIPOBOXKJIAEMbI UMUTOBCTABKON MCXOLHOI'O 3Ha4e-
Hust kmoda (Bcero 36 6GaittoB), kak ompeseneno B [8] m.6. Ilpu stom, 3mauenne UKM
IepefaeTcd MeXaHH3My B KadeCcTBe IapaMeTpa, & B PE3YJIbTUPYIOIIYIO CTPYKTYpPy HeE
BKJIIOYAETCA.

Jluctunr 3.23: ckm  gost28147 key wrap.c

#include "test_common.h"
int main(int argc, charx argv|])

{
CK RV rvResult;
#ifdef WIN32
HMODULE hPkecsLib = NULL;
HMODULE hPkcsLib2 = NULL;
#else
void #*hPkecsLib = NULL;
void xhPkcsLib2 = NULL;
#endif
CK_C_GetFunctionList pcGetFunctionList = 0;
CK C_ GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION LIST PTR Pkcsl1FuncList = NULL;
CK_FUNCTION LIST PTR Pkecsl1FuncList2 = NULL;

CK SLOT ID PTR pSlotList = NULL;
CK _SLOT ID PTR pSlotList2 = NULL;
CK_SLOT ID SlotlId ;

CK_SLOT ID Slot1d2;

CK_ULONG ulSlotCount ;
CK_ULONG ulSlotCount?2 ;
CK_ULONG j;
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CK_SLOT INFO SlotInfo ;
CK_SLOT INFO SlotInfo2 ;

CK BBOOL blTrue = CK TRUE,
blFalse = CK_FALSE;
CK ULONG ulKeyType Gost2001 = CKK GOSTR3410,
ulKeyType Gost28147 = CKK GOST28147,
ulKeyType Gost3411 = CKK_ GOSTR3411,
ulClass  PubKey = CKO_PUBLIC KEY,
ulClass PriKey = CKO PRIVATE KEY,
ulClass SecKey = CKO SECRET KEY,
ulClass  Domain = CKO_DOMAIN PARAMETERS;
// PAR ECC A OID

};
// template for GOST R 34.10—2001 public key

CK_SESSION HANDLE hSessionSend , hSessionRecp;

CK_BYTE gostR3410params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23,
};
// PAR HASH 1 OID
CK_BYTE gostR3411params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle,
};
// PAR CIPHER A OID
CK_BYTE gost28147params A |] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, OxI1f,
};
// PAR CIPHER B OID
CK_BYTE gost28147params [| = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f,

CK UTFSCHAR PTR pcUserPIN = (CK UTFSCHAR PTR)"01234567";
CK_ULONG ulPinLength = 8; // PIN length
CK_BYTE pbPlainText [| =

"This is plaintext for ecryption and decryption";
CK_ULONG ulPlainTextSize = sizeof(pbPlainText);
CK_BYTE PIR pbCipherText = NULL;
CK_ULONG ulCipherSize = 0;
CK_BYTE PTR pbDecryptedText = ;
CK_ULONG ulDecryptedSize = 0;

/**********************************************************/

0x01

0x01

0x01

0x02
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CK_ATTRIBUTE caGOST _PublicKeyTemplate [| =
{
{CKA TOKEN, &blFalse | sizeof (CK_BBOOL)

}

1

{CKA GOSTR3410 PARAMS, gostR3410params, sizeof(
gostR3410params) },

{CKA_GOSTR3411 PARAMS, gostR3411lparams, sizeof(
gostR3411params) },

{CKA_ GOST28147 PARAMS, gost28147params_ A, sizeof(
gost28147params_ A) },

};
// template for GOST R 34.10—2001 private key

CK_ATTRIBUTE caGOST _PrivateKeyTemplate [| =

{CKA_ PRIVATE, &blFalse , sizeof (CK BBOOL)

{
{CKA_TOKEN, &blFalse sizeof (
CK BBOOL) },
{CKA_PRIVATE, &blFalse sizeof (
CK BBOOL) },
{CKA_DERIVE, &blTrue , sizeof (
CK BBOOL) },
// {CKA EXTRACTABLE, &blTrue sizeof (CK_BBOOL) },
};
// template for secret GOST key
CK_ATTRIBUTE caGOST _SecretKeyTemplate [| =
{
{CKA_CLASS, &ulClass _SecKey , sizeof (CK_ULONG) },
{CKA KEY TYPE, &ulKeyType Gost28147, sizeof(CK ULONG) },
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL) },
{CKA_ ENCRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_ WRAP, &blTrue, sizeof (CK_BBOOL) },
{CKA EXTRACTABLE, &blTrue, sizeof (CK _BBOOL) } ,

{CI_{A_GOST28147_PARAMS, gost28147params A, sizeof(
gost28147params_ A) },
}s
// template for derive key
CK_ ATTRIBUTE caDeriveKey [| =

{
{CKA_CLASS, &ulClass _SecKey sizeof (CK_ULONG) },
{CKA_KEY TYPE, &ulKeyType Gost28147, sizeof(CK ULONG) },
{CKA_ENCRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL) }
ACECH
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{CKA WRAP, &blTrue, sizeof(CK BBOOL) },

{CKA_UNWRAP, &blTrue, sizeof(CK BBOOL) },

{CKA_ GOST28147 PARAMS, gost28147params A, sizeof(

gost28147params A) },

};
CK _ULONG  ulPubKeyCount =

sizeof (caGOST _PublicKeyTemplate) /sizeof (CK_ATTRIBUTE) ,

ulPriKeyCount =

sizeof (caGOST _PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE) ,

ulSecKeyCount =

sizeof (caGOST _SecretKeyTemplate)/sizeof (CK_ ATTRIBUTE) ,

ulDeriveKeyCount

sizeof (caDeriveKey) /sizeof (CK_ ATTRIBUTE) ;
CK_OBJECT HANDLE hKeyForWU = 0, // key which will be wrapped

and unwrapped

hSendPubKey = 0, // handle to public key of
sender
hSendPriKey = 0, // handle to private key of
sender
hRecpPubKey = 0, // handle to public key of
recipient
hRecpPriKey = 0, // handle to private key of
recipient
hSendDH Key = 0, // Diffy—Hellman key of the
sender
hRecpDH Key = 0, // Diffy —Hellman key of the
recipient
hUnwrappedSendKey = 0, // unwrapped key of
the sender

hUnwrappedRecpKey = 0; // unwrapped key of
the recipient

CK_ MECHANISM cmKeyGenMechanism, // mechanism for key pair
genaration
cmWrapMechanism , // mechanism for key wrap
/unwrap

cmDeriveMechanism, // mechanism for key
derivation

cmCryptMechanism; // mechanism for encrypt/
decrypt
CK _BYTE PTR pbWrappedKeySend ; // wrapped key
CK ULONG ulWrappedKeyLen , // length of wrapped key
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i
CK_BYTE PIR pbSecretKeyParam = NULL,
pbSend PubKeyValue = NULL,
pbRecp PubKeyValue = NULL,
pbSend PriKeyValue NULL,
pbRecp PriKeyValue = NULL,
pbSecret Key Value = NULL,
pbSendDH Key Value = NULL,
pbRecpDH Key Value = NULL;

CK BYTE PTR  pbImitValue = NULL;
CK_ULONG ullmitSize = 0;
CK KEY TYPE  keyType = 0;
CK_ ATTRIBUTE
caSecretKeyParam = {CKA GOST28147 PARAMS, pbSecretKeyParam
0},
// template for value of sender public key
caSend PubKeyValue = {CKA VALUE, pbSend PubKeyValue, 0},
caSend PriKeyValue = {CKA VALUE, pbSend PriKeyValue, 0},
// template for value of recipient public key
caRecp PubKeyValue = {CKA VALUE, pbRecp PubKeyValue, 0},
caRecp PriKeyValue = {CKA VALUE, pbRecp PriKeyValue, 0},
caSecret Key Value = {CKA VALUE, pbSecret Key Value, 0},
caKeyType = {CKA KEY TYPE, &keyType, sizeof(keyType)},
SendDH Key Value = {CKA VALUE, pbSendDH Key Value, 0},
RecpDH Key Value = {CKA VALUE, pbRecpDH Key Value, 0};
// parameters for derivation mechanism
CK_GOSTR3410_DERIVE PARAMS PTR DeriveParams;
// UKM must be non—zero by RFC4357
CK_BYTE UKM[8] = {0x28,0xaf,0xc5,0x50,0x9d,0x0c,0x74,0xb3 };
CK_ULONG ulUKMLen = 8;

// parameters for wrapping mechanism

CK_BYTE pWraplV || = {

0x56, Oxfa, 0x7d, 0x54, 0xb2, 0x90, 0x2c, 0x41
};
CK BYTE iv [] = {

0x37, 0x2a, 0x7f, 0x00, Ox2c, Oxea, 0x7d, 0x39
b

CK _CHAR xapi_path = PKCS11 API PATH;
CK UTEFS8CHAR *user pin = "01234567";
CK_ULONG slot num = 0;

CK CHAR xapi path2 = PKCS11 API PATH;
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CK_UTFS8CHAR *user pin2 = "01234567";
CK_ULONG slot num2 = 0;

printf("Starting CKM_GO0ST28147_KEY_WRAP test\n");

for (i=1; i<(CK ULONG)argc; i++) {

if (strcmp("-api", argv[i]) = 0) {
++i ;
api_path = argv|i];
} else if (strcmp("-slot", argv|[i]) = 0) {
41 5
slot_num = atoi(argv|i]);
} else if (strcmp("-user_pin", argv|[i]) = 0) {
41 ;
user pin = argv|[i];
}
¥
api_ path2 = api path;
user pin2 = user pin;
slot num2 = slot num;

#ifdef WIN32
hPkesLib = LoadLibrary (api_path);

#else
hPkesLib = dlopen (api_path, RILD NOW) ;
#endif
if ( hPkesLib — NULL ) {
printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return —1;
}
#ifdef WIN32
pcGetFunctionList =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib ,"C_GetFunctionList");
#else
pcGetFunctionList =
(CK_C_GetFunctionList ) dlsym (
hPkcsLib ,"C_GetFunctionList");
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#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList(&Pkcsl1FuncList);
printf("Load PKCS #11 function list result: Ox%x\n", rvResult)

if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl1FuncList—C Initialize (NULL) ;
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

// get slot list

rvResult = Pkcsl1FuncList—C _GetSlotList (
CK_FALSE, NULL, &ulSlotCount);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

if (ulSlotCount > 0)
{ // allocate memory for slot list
pSlotList = (CK _SLOT ID PTR) malloc(
ulSlotCount * sizeof(CK SLOT ID));

rvResult =
Pkesl1FuncList—C _GetSlotList (CK_FALSE,
pSlotList , &ulSlotCount);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount);

}

else return -3;

// get information about sender and recipient slots.
for (1=0; i<ulSlotCount; 4+i)
{
rvResult = PkesllFuncList—C GetSlotInfo(pSlotList|[i], &
SlotInfo);
if (rvResult = CKR OK)
{ // if a token is present in this slot
if ((SlotInfo.flags & CKF_TOKEN PRESENT) —
CKF_TOKEN PRESENT)
{

SlotId = pSlotList|i];
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break;

}
}

}
if (i >= ulSlotCount) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: sender %d\n", Slotld);

// load library PKCS #11
#ifdef WIN32
hPkesLib2 = LoadLibrary (api_path2);
#else
hPkesLib2 = dlopen (api_path2, RILD NOW) ;
#endif
if ( hPkesLib2 — NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32
printf("dlerror: %s\n", dlerror());
#endif
return FALSE;
}
Hifdef WIN32
pcGetFunctionList2 =
(CK_C_GetFunctionList) GetProcAddress (
hPkcsLib2 ,"C_GetFunctionList");
#else
pcGetFunctionList2 =
(CK_C_GetFunctionList ) dlsym (
hPkecsLib2 ,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList2(&Pkesl1FuncList2);

printf("Load PKCS #11 function list result:
if (rvResult != CKR OK) return rvResult;

// initialize Cryptoki

0x%x\n", rvResult)

rvResult = Pkcsl1FuncList2—C Initialize (NULL) ;

printf("Initialize Cryptoki result: Ox%x\n"
if (rvResult != CKR OK && rvResult

, rvResult);
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= CKR_CRYPTOKI ALREADY INITIALIZED) return rvResult;

// get slot list
rvResult

Pkcsl1FuncList2—C GetSlotList (CK_TRUE, NULL, &ulSlotCount2)

printf("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 = (CK SLOT ID PTR) malloc(
ulSlotCount2 x sizeof(CK SLOT ID));

rvResult =
Pkcsl1FuncList2—C GetSlotList (
CK_TRUE, pSlotList2, &ulSlotCount2);

if (rvResult != CKR OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);

}

else return -3;

// get information about sender and recipient slots.

= 0;
for (1=0; i<ulSlotCount2; +4+i)
{

rvResult = Pkcsl1FuncList2—C _GetSlotInfo (
pSlotList2[i], &SlotInfo2);
if (rvResult = CKR OK)
{ // if a token is present in this slot
if ((SlotInfo2.flags & CKF TOKEN PRESENT)
— CKF_TOKEN_PRESENT)

{
Slotld2 = pSlotList2[1i];
break;

}
}
}
if (i >= ulSlotCount2) {

printf("No slots with token present\n");
return —3;

}

printf("Slot ID: recipient %d\n", SlotId2);
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// open session for slot with ID = SlotId|[0]
rvResult = Pkcsl1FuncList—C_ OpenSession(Slotld ,
(CKF_SERIAL SESSION | CKF_RW_SESSION) ,
NULL,
0,
&hSessionSend ) ;
printf("Sender open session result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;
// open session for slot with ID = SlotId [1]
rvResult = Pkcsl1FuncList2—>C _OpenSession (SlotId2 ,
(CKF_SERIAL SESSION | CKF RW SESSION) ,
NULL,
0,
&hSessionRecp) ;
printf("Recipient open session result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

cmKeyGenMechanism . mechanism = CKM_ GOST28147 KEY GEN;

cmKeyGenMechanism . pParameter = NULL; //gost28147params A ;

cmKeyGenMechanism . ulParameterLen = 0; //sizeof (
gost28147params A);

// generate secret key which will be wrapped and unwrapped

printf(

"Sender generate key for wrapping and unwrapping (hKeyForWU)
\n");
printf (" mechanism type: CKM_GO0ST28147_KEY_GEN\n");

rvResult = Pkcsl1FuncList—C _GenerateKey (hSessionSend ,
&emKeyGenMechanism
caGOST _SecretKeyTemplate ,
ulSecKeyCount ,
&hKeyForWU) ;
printf(" Sender generate key hKeyForWU "
"for wrapping and unwrapping: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" key handle: %d\n", (unsigned long)hKeyForWU) ;
{
CK_BYTE value [32];
CK_ATTRIBUTE attr get[] = {
{CKA_VALUE, NULL, 0},
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}s
attr _get |0].pValue = value;
attr get [0].ulValueLen = sizeof(value);
rvResult = Pkcsl1FuncList—C_GetAttributeValue (
hSessionSend , hKeyForWU ,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUIE));
printf (" key to wrap:\n");
print _hex(value, attr get[0].ulValueLen);
}
printf (" wrapping IV:\n");
print _hex (pWraplV, sizeof(pWraplV));

// generate sender key pair with GOST R 34.10—-2001
printf("Generate key pair of sender\n");
printf (" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism . mechanism = CKM_GOSTR3410_KEY PAIR GEN;
cmKeyGenMechanism . pParameter = NULL;

cmKeyGenMechanism . ulParameterLen = 0;
rvResult = PkcsllFuncList—C _GenerateKeyPair (hSessionSend ,
&cemKeyGenMechanism ,
caGOST PublicKeyTemplate ,
ulPubKeyCount ,
caGOST PrivateKeyTemplate ,
ulPriKeyCount ,
&hSendPubKey ,
&hSendPriKey ) ;
printf (" generate sender key pair: result: Ox%x\n",
rvResult);

if (rvResult != CKR OK) return rvResult;

printf(" sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf (" sender private key handle: %d\n",

(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10—2001
printf("Generate key pair of recipient\n");
printf(" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = PkcsllFuncList2—C GenerateKeyPair (hSessionRecp ,
&emKeyGenMechanism
caGOST _PublicKeyTemplate ,
ulPubKeyCount ,
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caGOST _PrivateKeyTemplate
ulPriKeyCount ,
&hRecpPubKey ,
&hRecpPriKey ) ;
printf (" generate recipient key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;
printf(" recipient private key handle: %d\n",

(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf("Get value of sender public key\n");

rvResult = PkcsllFuncList—C _GetAttributeValue( hSessionSend ,
hSendPubKey ,
&caSend PubKeyValue,
1);

if (rvResult = CKR OK)

caSend PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caSend PubKeyValue.ulValueLen):;
rvResult = Pkcsl1FuncList—C _GetAttributeValue (hSessionSend ,
hSendPubKey ,
&caSend PubKeyValue,
1);
}
printf(" Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR OK) return rvResult;

pbSend PubKeyValue = (CK BYTE PTR) caSend PubKeyValue.pValue;
printf (" Sender public key value: \n");
print _hex (pbSend PubKeyValue, caSend PubKeyValue.ulValueLen);

// get value of recipient public key

printf("Get value of recipient public key\n");

rvResult = PkcsllFuncList2—C GetAttributeValue(hSessionRecp ,
hRecpPubKey ,
&caRecp PubKeyValue,
1);
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if (rvResult — CKR OK)

caRecp PubKeyValue.pValue =
(CK_BYTE PTR) malloc (caRecp PubKeyValue.ulValueLen) ;
rvResult = Pkcsl1FuncList2—C GetAttributeValue (hSessionRecp

hRecpPubKey ,
&caRecp PubKeyValue,
1);

}

printf (" Get recipient public key value: result: Ox%x\n",
rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" Recipient public key value: \n");
pbRecp PubKeyValue = (CK_BYTE PTR) caRecp PubKeyValue.pValue;
print hex (pbRecp PubKeyValue, caRecp PubKeyValue.ulValueLen):;

// fill parameters for derivation mechanism
DeriveParams = (CK GOSTR3410 DERIVE PARAMS PTR)
malloc (sizeof (CK_GOSTR3410 DERIVE PARAMS) ) ;

DeriveParams—>kdf = CKD_ CPDIVERSIFY KDF;
DeriveParams—>pPublicData = (CK BYTE PTR) caRecp PubKeyValue.

pValue;
DeriveParams—>ulPublicDatalLen = caRecp PubKeyValue.ulValuelLen;
DeriveParams—pUKM = UKM;
DeriveParams—ulUKMLen = ulUKMLen;

cmDeriveMechanism . mechanism = CKM_ GOSTR3410 DERIVE;
cmDeriveMechanism . pParameter = DeriveParams;

cmDeriveMechanism . ulParameterLen = sizeof(
CK_GOSTR3410_DERIVE PARAMS) ;

printf("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi —Hellman key of sender
printf(" derive Diffie-Hellman key for sender\n");
rvResult = Pkcsl1FuncList—C _ DeriveKey (hSessionSend ,
&cmDeriveMechanism
hSendPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
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&hSendDH  Key) ;

printf (" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH Key) ;
{

CK _BYTE value [32];
CK_ATTRIBUTE attr get|[] = {
{CKA VALUE, NULL, 0},
};
attr _get [0].pValue = value;
attr get [0].ulValueLen = sizeof(value);
rvResult = Pkcsl1FuncList—C GetAttributeValue(hSessionSend ,
hSendDH Key,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUTE));
printf (" sender KEK:\n");
print hex(value, attr get|[0].ulValueLen);

}

// derive Diffi —Hellman key of recipient

printf(" derive Diffie-Hellman key for recipient\n");
DeriveParams—>pPublicData = (CK BYTE PTR) caSend PubKeyValue.
pValue;

DeriveParams—>ulPublicDataLen = caSend PubKeyValue.ulValueLen;

rvResult = Pkcsl1FuncList2—>C_ DeriveKey(hSessionRecp ,
&cmDeriveMechanism
hRecpPriKey ,
caDeriveKey ,
ulDeriveKeyCount ,
&hRecpDH  Key) ;
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult != CKR _OK) return rvResult;

printf (" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH Key) ;
{
CK_BYTE value [32];
CK_ATTRIBUTE attr get|[] = {
{CKA_ VALUE, NULL, 0},
}s
attr _get [0].pValue = value;
attr get [0].ulValueLen = sizeof(value);
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rvResult = Pkcsl1FuncList2—C GetAttributeValue (hSessionRecp
, hRecpDH Key,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUTE));
printf (" recipient KEK:\n");
print hex(value, attr get|[0].ulValueLen);

}

// wrap key hKeyForWU with sender Diffi —Hellman key

hSendDH Key

// Bnech mcmonnsyercs UKM B kadectBe IV B coorBercrBum ¢ RFC
4357
cmWrapMechanism . mechanism = CKM_GOST28147 KEY WRAP;
cmWrapMechanism . pParameter = UKM,;
cmWrapMechanism . ulParameterLen = ulUKMLen;

printf("Wrap key hKeyForWU with sender Diffi-Hellman key\n");

rvResult = PkcsllFuncList—C_WrapKey(hSessionSend ,
&cecmWrapMechanism ,
hSendDH Key,
hKeyForWU ,
NULL,
&ulWrappedKeyLen) ;
if (rvResult = CKR OK)

pbWrappedKeySend = (CK BYTE PTR) malloc (ulWrappedKeyLen) ;
rvResult = Pkcsl1FuncList—C_ WrapKey(hSessionSend ,
&emWrapMechanism ,
hSendDH _Key,
hKeyForWU
pbWrappedKeySend ,
&ulWrappedKeyLen) ;

}

printf(" wrap result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" wrapped key:\n");
print hex (pbWrappedKeySend, ulWrappedKeyLen) ;

// unwrap wrapped key with recipient Diffie —Hellman key
printf("Unwrap key hUnwrappedRecpKey "
"from pbWrappedKeySend with recipient Diffie-Hellman key\n")

b
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rvResult = Pkcsl1FuncList2—C UnwrapKey(hSessionRecp ,
&cmWrapMechanism |
hRecpDH Key,
pbWrappedKeySend ,
ulWrappedKeyLen ,
caGOST _SecretKeyTemplate ,
ulSecKeyCount ,
&hUnwrappedRecpKey) ;
printf(" unwrap key: result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" key handle (hUnwrappedRecpKey): %d\n",
(unsigned long)hUnwrappedRecpKey) ;
{

CK BYTE value [32];
CK_ATTRIBUTE attr get || = {
{CKA_ VALUE, NULL, 0},
}s
attr _get [0].pValue = value;
attr _get [0].ulValueLen = sizeof(value);
rvResult = Pkcsl1FuncList2—C _GetAttributeValue (
hSessionRecp , hUnwrappedRecpKey ,
attr get, sizeof(attr get)/sizeof(CK ATTRIBUIE));
printf (" recipient unvrapped key:\n");
print _hex(value, attr get|0].ulValueLen);

}

printf("Sender encrypt with hKeyForWU:\n");
cmCryptMechanism . mechanism = CKM GOST28147;
cmCryptMechanism . pParameter = iv;
cmCryptMechanism . ulParameterLen = sizeof(iv);
printf(" mechanism type: CKM_GOST28147\n")
printf (" plain text:\n%s\n", pbPlainText);
print _hex(pbPlainText, strlen (pbPlainText))

)

)

rvResult = PkcsllFuncList—C Encryptlnit(hSessionSend ,
&cemCryptMechanism ,
hKeyForWU ) ;

printf (" encrypt initialization result: Ox%x\n", rvResult);

if (rvResult =— CKR OK)

rvResult = PkesllFuncList—C Encrypt(hSessionSend ,
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pbPlainText ,
ulPlainTextSize ,
NULL,
&ulCipherSize);

if (rvResult = CKR_OK)
printf (" cipher size: %d\n", ulCipherSize);

pbCipherText = (CK BYTE PIR)
malloc (ulCipherSize x sizeof(CK BYTE));
rvResult = Pkesl1FuncList—C Encrypt(hSessionSend ,
pbPlainText ,
ulPlainTextSize ,
pbCipherText ,
&ulCipherSize) ;

}
}

else return rvResult;
printf(" encrypt result: Ox%x\n", rvResult);
if (rvResult != CKR OK) return rvResult;

printf (" cipher text: \n");
print hex (pbCipherText, ulCipherSize);

printf("Recipient decrypt with hUnwrappedRecpKey:\n");
rvResult = PkcsllFuncList2—C Decryptlnit (hSessionRecp ,
&emCryptMechanism ,
hUnwrappedRecpKey) ;

printf(" decrypt initialization result: Ox%x\n", rvResult);

if (rvResult = CKR OK)

rvResult = Pkesl1FuncList2—>C Decrypt(hSessionRecp ,
pbCipherText ,
ulCipherSize ,
NULL,
&ulDecryptedSize) ;

if (rvResult = CKR OK)

ncggn,,

274



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

{

printf (" decrypted text size: %d\n", ulDecryptedSize);

pbDecryptedText = (CK _BYTE PTR)
malloc (ulDecryptedSize x sizeof(CK BYIE));
rvResult = Pkesl1FuncList2—C_ Decrypt(hSessionRecp ,
pbCipherText ,
ulCipherSize ,
pbDecryptedText ,
&ulDecryptedSize) ;

}
}

else return rvResult;
printf (" decrypt result: Ox%x\n", rvResult);

if (rvResult != CKR OK) return rvResult;

printf (" decrypted text: \n");
print _hex(pbDecryptedText, ulDecryptedSize);

if (ulDecryptedSize != ulPlainTextSize) {
fprintf(stderr, "Invalid decrypted text size\n");
return —1;

}

if (memcmp(pbDecryptedText, pbPlainText, ulPlainTextSize) !=
0) {

fprintf(stderr, "Invalid decrypted text\n");

return —1;

}

printf("CKM_GOST28147_KEY_WRAP test SUCCESS\n");

rvResult =

Pkcsl1FuncList—C DestroyObject (hSessionSend , hKeyForWU) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList—C DestroyObject (hSessionSend , hSendPubKey) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList—C DestroyObject (hSessionSend , hSendPriKey) ;
printf (" C_DestroyObject result: O0x%x\n", rvResult);
rvResult =

Pkcs11FuncList2—C DestroyObject (hSessionRecp , hRecpPubKey) ;
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printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList2—C_ DestroyObject (hSessionRecp , hRecpPriKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcsl1FuncList—C DestroyObject (hSessionSend , hSendDH Key) ;
printf(" C_DestroyObject result: O0x%x\n", rvResult);
rvResult =

Pkcs11FuncList2—C DestroyObject (hSessionRecp , hRecpDH Key) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkecsl1FuncList2—C DestroyObject (hSessionRecp ,
hUnwrappedRecpKey) ;
printf (" C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList—C _CloseSession (hSessionSend);
printf("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList2—C CloseSession (hSessionRecp);
printf("Recipient close session result: Ox%x\n", rvResult);

printf ("SUCCESS\n");
return 0;

3.3.15 Wudposanue kntoyen no FOCT P34.10-2001

B mamnom mpumepe meMoHCTpHUpyeTcs MG POBaHNE CEKPETHOIO KJII0Ya MEXaHU3MOM
CKM_GOSTR3410_KEY_WRAP. 3amudpoBaHHbIA KJII0Y IPEJICTABIEH B BUIE TPAHCIOPTHOM
DER-ctpyxTypsi, coorBercrytomeit ASN.1 tumy GostR3410-KeyTransport, ompeeren-
Hoii B [9] 11.4.2. Tlapamerpsl mudpoBaHus epeIAIOTC MEXAaHU3MY B CTPYKTYpPe
CK_GOSTR3410_KEY_WRAP_PARAMS.

JImcrmar 3.24: ckm  gostr3410 key wrap.c

#include "test_common.h"

CK RV test crypto();
CK_ RV test gost3410 key wrap (CK SESSION HANDLE sess) ;

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc — test main(argc, argv);
if (rc != CKR_OK) {
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fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc !'= CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr ,
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C_Login(hSession ,
CKU_USER, wuser pin, strlen(user pin));
if (re != CKR OK) {
fprintf(stderr , "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out close;

}

fprintf(stderr, "C_Login success\n");

rc = funcs—C _ GetMechanismInfo (SlotId ,
CKM_GOSTR3410 KEY WRAP, &minfo) ;

if (rc != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_GOSTR3410_KEY_WRAP "
"not supported ===========\n");
} else {
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fprintf (stderr
"\n==================== CKM_GOSTR3410_KEY_WRAP "
Vigpl Se===sss==ssss=m==inl )
rc = test gost3410 key wrap(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_GOSTR3410_KEY_WRAP failed, rc = 0x%x\n",
re);
} else {
fprintf(stderr, "CKM_GOSTR3410_KEY_WRAP test passed.\n");

}
}

out close:
if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK_RV test gost3410 key wrap (CK SESSION HANDLE sess)
{
CK RV rc;
CK_BYTE value[1024];
static CK BYTE id [4];
CK _ULONG len ;
CK_OBJECT HANDLE send pub key = CK INVALID HANDLE;
CK_OBJECT HANDLE send priv_key = CK INVALID HANDLE;
_OBJECT HANDLE recp pub_ key = CK INVALID HANDLE;
OBJECT HANDLE recp priv_key = CK INVALID HANDLE;
CK OBJECT HANDLE cipher key = CK INVALID HANDLE;
CK_OBJECT HANDLE unwrapped cipher key = CK INVALID HANDLE;
CK_MECHANISM mechanism desc = {CKM_GOSTR3410 KEY WRAP, NULL,
0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_MECHANISM mechanism gen desc =
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{CKM_GOSTR3410 KEY PAIR_GEN, NULL, 0};

CK_MECHANISM PTR mechanism gen = &mechanism gen desc;

CK:MECHANISM mechanism gen desc 512 =

{CKM_GOSTR3410_ 512 KEY PAIR_ GEN, NULL, 0};
CK_MECHANISM PTR mechanism gen 512 = &mechanism gen desc 512

)

static CK BBOOL ltrue = CK TRUE;
static CK_BBOOL lfalse = CK_FALSE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_OBJECT CLASS oclass pub = CKO_ PUBLIC KEY;
static CK_OBJECT CLASS oclass priv = CKO_PRIVATE KEY;
static CK_KEY TYPE wrapping key type 256 = CKK GOSTR3410;
static CK KEY TYPE wrapping key type 512 = CKK GOSTR3410 512;
static CK_KEY TYPE wrapped key type = CKK GOST28147;

// PAR ECC A OID
static CK BYTE gostR3410params A || = {

codot

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
¥
// PAR ECC XA OID
static CK BYTE gostR3410params XA [] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
IE
// PAR 512 A OID
static CK BYTE gostR3410 2012 512 params|| = {
0x06, 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x2, 0x01, 0x02, O
x01
I15
// PAR HASH 1 OID
static CK BYTE gostR3411params || = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
IE
// PAR 3411-2012—256 OID
static CK BYTE gostR3411 2012 256 params|| = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x02
¥
// PAR 3411-2012-512 OID
static CK BYTE gostR3411 2012 512 params|[]| = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
IE
// PAR CIPHER A OID
static CK BYTE gost28147params A [| = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
s
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// PAR CIPHER B OID
static CK BYTE gost28147params B[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02

}s

// Cipher key value

static CK BYTE cipher key val[] = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca ,0xcf ,0x91,
0x5a,0xc2,0x92,0x67,0x6f,0x21,0xe8 ,0xbd,
Ox4e ,0xf7 ,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

}s

// Template for cipher key generation
static CK_ATTRIBUTE cipher template [|] = {
{ CKA_VALUE, cipher key val, sizeof(cipher key wval) },
{ CKA TOKEN, &lfalse , sizeof(lfalse) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA EXTRACTABLE, &ltrue , sizeof(ltrue) },
{ CKA_ENCRYPT, &ltrue , sizeof(ltrue) },
{ CKA_DECRYPT, &ltrue, sizeof(ltrue) },
{ CKA_ WRAP, &ltrue, sizeof(ltrue) },
{ CKA UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA_GOST28147PARAMS,
gost28147params A, sizeof(gost28147params A) },
{ CKA KEY TYPE, &wrapped key type, sizeof(wrapped key type)
}
};
static CK BYTE ukm || = {
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0Ox0a, 0xOb, O0x0Oc, 0x0d, Ox0e, 0x0f, 0x10,
};
// Boobme—ro npm ynakoske 3Hadenume UKM mospkno Obirh pasubmM NULL
// dTOO6BI CreHepupoOBaIOCh CJaydalilHOE 3HaYEHUE .
// Ho wmbl 3mech ucmoab3syem GUKCHUpOBAHHOE 3Ha4YeHHE , 4TOObI yOemur
bCHd ,
// dTO HMEHHO OHO WHCHOJB3YeTCs M HONalaeT B Pe3yJabTHUDPYIAIYID CTP
YKTYDPY .
static CK_GOSTR310 KEY WRAP PARAMS params =
gost28147params A, sizeof(gost28147params_ A)
ukm, 8§,
CK_INVALID HANDLE // Generate and use temporary ephemeral
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key pair

};

// Key pair labels

static CK_BYTE priv_label [| = "Private Key Lissi 5312";
static CK_BYTE pub_label|[] = "Public Key Lissi 5312";

// Templates for key pair generation.
// Template for token public key generation and search.
static CK_ATTRIBUTE pub template 2001 [] = {
{ CKA LABEL, pub_ label, sizeof(pub label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA_GOSTR3410PARAMS,
gostR3410params A, sizeof(gostR3410params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411params, sizeof(gostR3411lparams) },
{ CKA_WRAP, &ltrue, sizeof(ltrue) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
b
static CK_ATTRIBUTE pub template 2012 256 [] = {
{ CKA_LABEL, pub label, sizeof(pub label) — 1
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA_GOSTR3410PARAMS,
gostR3410params A, sizeof(gostR3410params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
s
{ CKA_ WRAP, &ltrue, sizeof(ltrue) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
I
static CK_ATTRIBUTE pub template 2012 512[] = {
{ CKA LABEL, pub_ label, sizeof(pub label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA_ GOSTR3410PARAMS,
gostR3410 2012 512 params, sizeof(gostR3410 2012 512 params)
b
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)

I
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¥
{ CKA_ WRAP, &ltrue, sizeof(ltrue) },

{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA KEY TYPE,
&wrapping key type 512, sizeof(wrapping key type 512) },
};
// Template for token private key generation and search.
static CK_ATTRIBUTE priv_template 256 [] = {
{ CKA LABEL, priv_label, sizeof(priv_label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
};
static CK_ATTRIBUTE priv_template 2012 512[] = {
{ CKA_LABEL, priv_label, sizeof(priv_label) — 1 },
{ CKA TOKEN, &ltrue, sizeof(ltrue) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) },
{ CKA UNWRAP, &ltrue, sizeof(ltrue) },
{ CKA_ DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA_KEY TYPE,
&wrapping key type 512, sizeof(wrapping key type 512) },
};
// Buffer for public key value
static CK BYTE pub_value[128];

9

// Template for public key object creation
static CK_ATTRIBUTE new_ pub template|[] = {
{ CKA CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_ GOSTR3410PARAMS,
gostR3410params A, sizeof(gostR3410params A) },
{ CKA_ GOSTR3411PARAMS,
gostR3411params, sizeof(gostR3411lparams) },
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{ CKA WRAP, &ltrue, sizeof(CK BBOOL) },
{ CKA_ENCRYPT, &ltrue , sizeof(CK BBOOL) },
{ CKA_VALUE, pub_ value, 64 }
IE
static CK_ATTRIBUTE new pub template 2012 256[] = {
{ CKA_ CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_GOSTR3410PARAMS,
gostR3410params A, sizeof(gostR3410params A) },
{ CKA_GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
b
{ CKA WRAP, &ltrue, sizeof(CK BBOOL) },
{ CKA_ENCRYPT, &ltrue , sizeof(CK BBOOL) },
{ CKA_VALUE, pub value, 64 }
Ik
static CK_ATTRIBUTE new pub template 2012 512[] = {
{ CKA CLASS, &oclass pub, sizeof(oclass pub) },
{ CKA_KEY TYPE,
&wrapping key type 512, sizeof(wrapping key type 512) },
{ CKA_GOSTR3410PARAMS,
gostR3410 2012 512 params, sizeof(gostR3410 2012 512 params)
b
{ CKA GOSTR3411PARAMS,
gostR3411 2012 512 params, sizeof(gostR3411 2012 512 params)
(E
{ CKA_WRAP, &ltrue, sizeof(CK BBOOL) },
{ CKA ENCRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, pub_ value, 128 }
3
// Session public key object handle
CK_OBJECT HANDIE new pub key = CK INVALID HANDLE;
/ *
// Orlov KeyTransport
CK_BYTE orlov_datal[]l = {
0x30, 0x81, 0xA4,
0x30, 0x28,
0x04, 0x20,
0x50, 0x65, 0xC9, 0x40, O0x5D, 0x59, 0x65, 0xO0A,
0x08, 0xCD, 0xC2, 0x48, 0x60, 0xCB, 0x2D, 0x42,
0xB3, 0xD7, 0x69, OxEF, O0xF3, 0xCB, 0xA6, 0x88,
0xb5, 0x09, OxF9, 0x48, 0xC6, 0x44, 0x9E, 0x5D,
0x04, 0x04,
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0x2C, 0xC9, OxAA, OxEF,
O0xAO, 0x78,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, O0x1F, 0x01,
0xAO, 0x63,
0x30, 0xi1C,
0x06, 0x06, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x13,
0x30, 0x12,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, 0x23, 0
x03,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, Oxl1lE, O
x01,
0x03, 0x43, 0x00,
0x04, 0x40,
0x70, O0xB2, 0x66, 0x34, 0xb1, 0xCB, 0x88, 0x73,
O0x9E, OxE9, 0x05, 0x6B, 0x80, 0x9C, OxFE, 0x00,
0xEC, 0x99, 0x7B, 0xB9, 0x8F, OxbE, 0x30, 0x8B,
0xA6, 0xCB, 0x5C, 0x67, 0x30, OxAl, 0x31, O0OxbA,
0xB7, 0x92, 0x83, O0xA0, 0x27, 0x68, OxFA, OxAA,
0x28, 0xD8, 0x90, Ox8E, OxEB, 0x59, 0x2E, 0x50,
0x7E, 0x42, 0x38, O0x2E, 0xbD, 0x15, OxAA, 0xB9,
O0xB4, 0x1C, OxE2, 0x81, 0x8C, 0x20, O0xB4, 0x6D,
0x04, 0x08,
0x80, 0x77, O0xFO, 0x58, 0x87, 0x03, 0x74, 0x03,
// 0x30, 0x36, 0x06, 0x09, 0x2A, // 777
+;
// Orlov recipient private key
CK_BYTE orlov_recp_priv_key[] = {
0x30, 0x45,
0x02, 0x01, 0x00,
0x30, 0x1C,
0x06, 0x06, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x13,
0x30, 0x12,
0x06, 0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, Ox1lE, 0x01,
0x04, 0x22,
0x04, 0x20,
0x64, 0xA8, Ox2A, OxAD, 0xC1l, OxAB, 0x9B, 0xB2,
0xB1, 0x96, 0x99, OxE9, O0x9E, OxF6, 0x7D, 0xC6,
0xDB, 0OxCA, O0xBO, 0x36, 0x00, 0x3D, 0xD9, 0Ox77,
0xCF, 0x96, OxAF, 0x62, 0xB9, O0xE2, 0x3E, 0x07,
};
CK_BYTE orlov_priv_key_valuel[] = {
0x64, OxA8, 0Ox2A, OxAD, 0xCl, OxAB, 0x9B, 0xB2,
0xB1, 0x96, 0x99, O0xE9, Ox9E, O0xF6, 0x7D, 0xC6,
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O0xDB, OxCA, 0xBO, 0x36, 0x00, 0x3D, 0xD9, 0Ox77,
0xCF, 0x96, OxAF, 0x62, 0xB9, O0xE2, 0x3E, 0x07,

3
*/
/ *
// TK 26 3akphHTHI KIDY OONydYaTels
30 49
02 01 00
30 1F
06 08 2A 85 03 07 01 01 01 O1
30 13
06 07 2A 85 03 02 02 24 00
06 08 2A 85 03 07 01 01 02 02
04 23
02 21
00
*/
CK_BYTE tc26 priv_key value|] = {

0x01, 0xB4, 0x2C, 0x61, O0xAl, OxAE, OxEF, 0x62,
0xCE, 0xB9, 0x90, 0x3F, 0x8B, 0x56, 0x24, 0xB3,
0x91, 0x9E, O0xEC, OxEC, 0x43, 0x7F, Ox8A, 0x85,
0x12, OxCA, O0x7E, 0x43, 0xD0O, 0x2E, 0x54, OxE3,

}s

// TK 26 KeyTransport
CK_BYTE tc26 data|] = {
0x30, 0x81, 0xA9,
0x30, 0x28,
0x04, 0x20,
0x10, O0x8A, 0x8B, 0xF9, 0x80, 0x51, 0x42, OxAE,
0xF9, 0x1F, 0x0E, 0xD5, 0xAD, 0xE6, 0xDD, 0x3A,
0x5B, 0x4E, 0x6C, 0x01, 0x4D, 0xBB, 0x93, 0x28,
0xC0, 0x31, OxE8, 0x06, 0x49, 0x76, OxF2, 0x95,
0x04, 0x04,
0xAB, 0x49, O0x7F, 0x56,
0xA0, 0x7D,
0x06, 0x09, 0x2A, 0x85, 0x03, 0x07, 0x01, 0x02, 0x05, O
x01, 0x01,

0xAO0, 0x66,
0x30, Ox1F,
0x06, 0x08, 0x2A, 0x85, 0x03, 0x07, 0x01, 0x01, 0x01
, 0x01,
0x30, 0x13,
0x06, 0x07, O0x2A, 0x85, 0x03, 0x02, 0x02, 0x24, O
AMCECU
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x00
0x06, 0x08, 0x2A, 0x85, 0x03, 0x07, 0x01, 0x01, O
x02, 0x02,
0x03, 0x43, 0x00,
0x04, 0x40,
0xB4, 0x83, 0xB2, 0xBC, 0xC3, 0x57, 0x27, 0x2E,
0xAC, 0x57, 0x80, O0x0E, 0xC4, 0x9F, 0xbF, 0x9C,
0x1B, 0x2E, 0xB9, O0x7E, 0x78, 0x04, 0xB3, OxEA,
0x34, 0xBC, 0x93, 0x57, 0x67, Ox4E, 0x43, 0x0C,
0xCO, O0xF7, 0x58, 0x3E, 0x4C, 0x34, 0xEC, 0x11,
0xCB, 0xDE, 0xAA, 0x3A, 0xC8, 0xA7, 0xA0, OxFF,
OxEF, 0x1E, 0x3A, 0x0B, OxFE, O0xAE, 0xCA, O0xFD,
0xA7, 0x45, 0x4C, OxED, 0x1A, 0xB0O, 0x61, 0x3D,
0x04, 0x08,
0x0D, 0x91, 0x85, 0x60, 0x71, 0xCF, 0x59, Ox8F,
};
CK_ATTRIBUTE new priv_template || = {
{ CKA CLASS, &oclass priv, sizeof(oclass priv) },
{ CKA KEY TYPE,
&wrapping key type 256, sizeof(wrapping key type 256) },
{ CKA_ GOSTR3410PARAMS,
gostR3410params XA, sizeof(gostR3410params XA) },
{ CKA_ GOSTR3411PARAMS,
gostR3411 2012 256 params, sizeof(gostR3411 2012 256 params)
1
{ CKA_SIGN, &ltrue, sizeof(CK BBOOL) },
{ CKA DECRYPT, &ltrue, sizeof(CK BBOOL) },
{ CKA_DERIVE, &ltrue, sizeof(CK BBOOL) },
{ CKA_VALUE, tc26 priv_key value, sizeof(tc26 priv_key value
)}
};
CK_OBJECT HANDLE hObject = CK_INVALID HANDLE;
CK _ULONG ulObjectCount = 0;
SYSTEMTIME tl, t2;
CK_ULONG diff;

// B mpumepax TK 26 or KpunroKom npu nmbposanuu coobmenuit PKCS#7
// umcuonb3oBaHa crtapas dyHKius guBepcubukanun VKO
// mias HOBBIX asroputmMoB 2012.
printf("================ TC 26 example ====================\n"
)
// Pacnakoska mpaunaeix TK 26
rc = funcs—C_CreateObject (sess
new priv_template
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sizeof (new priv_template)/sizeof (CK_ ATTRIBUTE) ,
&recp priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox)x\n", LINE | rc);
return rc;

}

mechanism—>pParameter = NULL;

mechanism—>ulParameterLen = 0;
rc = funcs—C_ UnwrapKey(sess , mechanism
recp priv_key, tc26 data, sizeof(tc26 data), cipher template
+ 1,

sizeof (cipher template)/sizeof(CK ATTRIBUTE) — 1,
&unwrapped cipher key) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf("Key unwrapped O0K\n");

printf("Cipher key to wrap:\n");
print _hex(cipher key val, 32);

printf("================ GOSTR3410-2001 ====================\q
") ;
// GOSTR3410—2001
// Generate sender key pair objects
rc = funcs—C GenerateKeyPair(sess , mechanism gen,

pub_template 2001, sizeof(pub template 2001)/sizeof (
CK_ATTRIBUTE) ,

priv_template 256, sizeof(priv_template 256)/sizeof(
CK_ATTRIBUTE) ,

&send pub key, &send priv_key);
if (rc !'= CKR OK) {

fprintf(stderr

"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc

)

return rc;
}
printf("Sender key pair generation O0K\n");

// Generate recipient key pair objects
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rc = funcs—C GenerateKeyPair (sess , mechanism gen,

pub_template 2001, sizeof(pub_template 2001)/sizeof(
CK_ATTRIBUTE) ,

priv_template 256, sizeof(priv_template 256)/sizeof(
CK_ATTRIBUTE) ,

&recp pub key, &recp priv_key);
if (rc != CKR OK) {

fprintf(stderr

"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE | rc

)5

return rc;
}
printf("Recipient key pair generation 0K\n");

// Get public key value
attr.type = CKA VALUE;
attr .pValue = pub value;
attr.ulValueLen = sizeof(pub_value);
rc = funcs—C _GetAttributeValue(sess, recp pub key, &attr, 1);
if (rc != CKR OK) {

fprintf (stderr

"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE

re);

return rc;
}

// gost hexdump (stdout ,
// "Recipient Public Key Value:", pub_value, attr.ulValueLen)

—)

)

// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs—>C_CreateObject (sess , new pub template,
sizeof (new pub_template)/sizeof (CK ATTRIBUTE) , &
new_ pub_key) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox)x\n", LINE | rc);
return rc;

}

// Create cipher key object from its value
rc funcs—C CreateObject (sess , cipher template,
sizeof (cipher template)/sizeof(CK ATTRIBUTE) , &cipher key)
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if (rc != CKR OK) {
fprintf (stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// Get cipher key to the value buffer
// from the cipher key object (for testing).
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, cipher key, &attr, 1);
if (rc !'= CKR OK) {

fprintf(stderr

"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE

rc);

return rc;
}

len = attr.ulValuelLen;
// gost hexdump(stdout , "Cipher key value:", value, len);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);

// avg time = 0;
// ~ max_ time = 0;
// ~ min_time = OxFFFFFFFF;
// for (i=0; i < 10; i++) {
// GetSystemTime(&t1) ;
params.pWrapOID = gost28147params A ;
params.ulWrapOIDLen = sizeof(gost28147params A);
// Ucnonb30BaTh 3aKPBITHIA KJIOY OTIIPABUT EJIs
// miam CK_INVALID HANDLE nsis renepanuu 3deMepHON KJHO4eBOi Iapbl

params.hKey = CK INVALID HANDLE; //send priv_key;
// Get wrapping key length only.
len = sizeof(value);
rc = funcs—C_ WrapKey(sess , mechanism
new pub_ key, cipher key, NULL, &len);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
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¥
// fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.
GetSystemTime(&t1) ;

rc = funcs—C_WrapKey(sess , mechanism
new pub key, cipher key, value, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
}
printf("Key wrapped 0K\n");
print _hex(value, len);

/ *

// Be3 mHbopManum 06 OTKPEHTOM KIbUe HOJIXHA NONYIUTHCS

// CTpyRTypa CleAyomero BHULA:

0x30, 0x3f,

0x30, 0x28,
0x04, 0x20,

0x76, 0x9e, Oxcl, 0x2e, Ox5c, 0x78, 0x66, Ox6a,
0x9f, 0x56, Ox4c, Oxfe, 0x79, 0x65, 0x79, Ox6e,
0x0e, 0xOe, Oxac, Oxd6, 0x36, 0x94, 0x%9e, 0x39,
O0xf3, Oxc4, Oxc6, 0x97, 0xc9, O0x15, 0x9a, Oxe3,

0x04, 0x04,
Oxe3, 0xd4, 0x3b, Oxf7,
0xa0, 0x13,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, 0x08,

0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

// llpu reHepanuu sbeMepHON KIDIEBON IapH LONXKHA HNOINYIUTHCH

// CTpPpyKTypa ClIenyomero BHZA:

0x30, 0x81, Oxa4,

0x30, 0x28,
0x04, 0x20,

0x65, 0x89, 0xd3, 0x41, 0x90, 0x9c, 0xb9, 0x03,
0x45, 0x92, 0x13, 0x84, 0x57, 0x9b, 0xb8, Ox4de,
0x82, 0x68, 0xb3, 0x7b, 0x80, 0x4f, 0x67, 0x15,
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0x84, 0xf5, 0x90, Oxbd, 0x0d, 0x58, 0x95, 0x61,
0x04, 0x04,
0x42, 0x84, 0xb55, 0x80,
Oxa0, 0x78,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
O0xa0, 0x63,
0x30, Oxlc,
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x13,
0x30, 0Ox12,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07,
0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
0x03, 0x43, 0x00,
0x04, 0x40,
0x0f, Ox1lb, 0xd3, 0x67, 0x4d, Oxed, 0x83, 0x22,
0x2a, Oxa0O, 0x23, Ox4c, 0x55, Ox7a, 0Ox8a, Oxcd,
0x71, 0x75, 0Ox11, 0x23, 0x67, 0x68, Oxcb, Oxfe,
0xb8, 0x8f, 0x2d, Oxch5, 0x72, 0xb8, 0x3b, Ox6e,
0xd2, 0x31, 0x38, Oxa6, Oxed4, 0xe3, 0x35, Oxbc,
0x6d, 0x07, Ox1lb, 0x57, 0xf8, 0xd7, 0x18, Oxa6,
0x14, 0xf0, Oxe2, 0x3c, 0x65, 0x10, 0Ox5d, Oxa4,
0x44, Oxaa, Ox1ld, Oxea, 0x47, 0x81, 0x3e, 0x98,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

*/

// Tlpoepsiem Bapmant c¢ orcyrcrByiamum OID 3411 (0x05, 0x00)
// memcpy(value+0x4f+2, value+0x4f+9, len —(0x4f+9));

// len — T;

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;

// Vcnonb30BaTh OTKPBITHIA KJIOY OTHPABUTEJIst
// wmmm CK_INVALID HANDLE upu renepanuu 3deMepHONl KJHOIE€BOH Mmapbl

params.hKey = CK INVALID HANDLE; //send pub key;
GetSystemTime(&t1) ;

// Unwrap cipher key with recipient private key from the
value buffer.
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// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_UnwrapKey for cipher key.
rc = funcs—C_UnwrapKey(sess , mechanism ,
recp_priv_key, value, len, cipher template + 1,
sizeof (cipher template)/sizeof(CK ATTRIBUTE) — 1,
&unwrapped cipher key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key

object .

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key, &
attr, 1);

if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE |
re);
return rc;

}

len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key wval)) {
fprintf(stderr ,
"%4d: Invalid result length: %d\n", LINE |, len);

return —1;

}

if (memcmp(value, cipher key val, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

printf("Unwrapped key is equal to source key\n");

rc = funcs—C DestroyObject (sess , unwrapped cipher key);
if (rc != CKR OK) {
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fprintf (stderr

"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
// GetSystemTime(&t2) ;
// diff = process time(tl, t2);
// avg time += diff;
// if (diff < min_ time)
// min_time = diff;
// if (diff > max_time)
// max_time = diff;
/)

// printf("10 GOST R34.10—2001 Wrap/Unwrap operations: %ld \n
", avg time );
// printf ("Minimum: %ld \n", min_ time )

// printf ("Maximum: %ld \n", max_ time )

// printf("\n");

// Destroy session public key
rc = funcs—>C_DestroyObject (sess , new pub_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
// Destroy cipher key
rc = funcs—C _ DestroyObject (sess, cipher key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
rc = funcs—C_DestroyObject (sess, recp pub_ key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
rc = funcs—C_DestroyObject (sess, recp priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
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return rc;

}

rc = funcs—C DestroyObject (sess, send pub key);
if (rc != CKR_OK) {
fprintf(stderr

"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);

return rc;

}

rc = funcs—>C_DestroyObject (sess , send priv_key);
if (rc != CKR OK) {
fprintf(stderr

"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);

return rc;

// GOSTR3410—2012—-256
// Generate sender key pair objects
rc = funcs—C_GenerateKeyPair(sess , mechanism gen,
pub template 2012 256,
sizeof (pub template 2012 256)/sizeof (CK_ ATTRIBUTE) ,
priv_template 256,
sizeof (priv_template 256)/sizeof (CK ATTRIBUTE) ,
&send pub key, &send priv_key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE
)
return rc;

}

printf("Sender key pair generation OK\n");

// Generate recipient key pair objects

rc = funcs—C GenerateKeyPair (sess , mechanism gen,
pub_template 2012 256,
sizeof (pub_template 2012 256)/sizeof (CK_ATTRIBUTE) ,
priv_template 256,
sizeof (priv_template 256)/sizeof(CK_ATTRIBUTE) ,
&recp pub key, &recp priv_key);

if (rc != CKR OK) {
fprintf (stderr

"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE |

p—)

rc

rc

ncgH,,

294




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

IE
return rc;

}

printf("Recipient key pair generation 0K\n");

// Get public key value
attr.type = CKA VALUE;
attr .pValue = pub_ value;
attr.ulValueLen = sizeof(pub_value);
rc = funcs—C GetAttributeValue(sess, recp pub key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n", LINE
rc);
return rc;
¥
// gost hexdump (stdout ,
// "Recipient Public Key Value:", pub_ value, attr.ulValueLen)

)

—

// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs—C_CreateObject (sess , new pub template 2012 256,
sizeof (new pub template 2012 256)/sizeof (CK_ ATTRIBUTE) ,
&new pub key) ;
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", TLINE | rc);
return rc;

}

// Create cipher key object from its value
rc funcs—C CreateObject (sess , cipher template,
sizeof (cipher template)/sizeof(CK ATTRIBUTE) , &cipher key)

if (rc != CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

// Get cipher key to the value buffer
// from the cipher key object (for testing).
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attr.type = CKA VALUE;
attr .pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, cipher key, &attr, 1);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;
¥
len = attr.ulValueLen;
// gost hexdump (stdout, "Cipher key value:", value, len);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);

// avg time = 0;
//  max_ time = 0;
// min time = OxFFFFFFFF;
// for (i=0; i < 10; i++) {
// GetSystemTime(&t1) ;
params.pWrapOID = gost28147params A ;
params . ulWrapOIDLen sizeof (gost28147params A);
// Ucnonb30BaTh 3aKpbITHIi KJKOY OTIPABUTEJIsI
// miam CK INVALID HANDLE nss renepanuu 3deMepHON KJHO4eBOii Iapbl

params.hKey = CK INVALID HANDLE; //send priv_key;
// Get wrapping key length only.
len = sizeof(value);
rc = funcs—C_ WrapKey(sess , mechanism ,
new_ pub_key, cipher key, NULL, &len);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥

//  fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.
GetSystemTime(&t1) ;

rc = funcs—C_ WrapKey(sess , mechanism ,
new_ pub_key, cipher key, value, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
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fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (rc != CKR_OK) {
fprintf (stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
printf("Key wrapped OK\n");
print _hex(value, len);

/ *

// Bes uudopManum 06 OTKPHTOM KIHUe HOIKHA NONYIUTHCS

// CTpyKTypa CIenyomero BHUZLA:

0x30, 0x3f,

0x30, 0x28,
0x04, 0x20,

0x76, 0x9e, Oxcl, 0x2e, Oxb5c, 0x78, 0x66, Ox6a,
0x9f, 0x56, Ox4c, Oxfe, 0x79, 0x65, 0x79, Ox6e,
0x0e, 0x0Oe, Oxac, Oxd6, 0x36, 0x94, 0x9e, 0x39,
0xf3, Oxc4, Oxc6, 0x97, 0xc9, 0x15, 0x9a, Oxe3,

0x04, 0x04,
O0xe3, 0xd4, 0x3b, Oxf7,
O0xa0, 0x13,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0x04, 0x08,

0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

// llpu reHepanuu sdpeMepHON KINIEBOU IapH
// LONXHA HONYYUTHCH CTPYKTypa CIeAylmero BHIA:
0x30, 0x81, Oxa7,
0x30, 0x28,
0x04, 0x20,
0x78, 0x3e, Oxff, Oxba, 0x7c, 0xc9, 0x9d, Oxcb,
0x45, Ox1f, 0x42, 0x76, 0xc9, 0x37, 0x47, Oxa2,
0xb4, 0x97, Oxaa, 0x49, 0x05, 0x74, 0x86, 0xe9,
0xa9, 0x42, 0x88, Oxcb, 0x37, 0x67, 0x74, O0xfb,
0x04, 0x04,
0x9a, 0x7f, Oxcf, 0x45,
O0xa0, 0x7b,
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
0xa0, 0x66,
0x30, Ox1f,
0x06, 0x08,
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0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x01, 0x01,
0x30, 0x13,
0x06, 0x07,
0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x08,
O0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02,
0x03, 0x43, 0x00,
0x04, 0x40,
Oxb4, 0xd9, 0x79, 0x33, 0x59, 0x89, Oxlc, 0x4db,
0x63, 0x2b, 0x96, 0x34, 0x69, Ox11l, 0x87, 0x67,
Ox4f, Oxad4, Oxdf, Oxf1, Oxba, 0x43, 0xf2, 0xbS8,
0x22, 0xd2, 0x96, 0Oxlb, Oxab, 0x48, Oxda, Oxff,
0x31, 0x9e, Oxfb, 0x59, Oxc6, Oxdc, O0x4b, Ox4da,
Oxe6, 0xOb, 0x37, 0x63, Oxbc, 0xd3, 0x7f, 0x58,
0x12, Oxed, 0x19, 0x88, 0x49, 0xb6, 0x07, 0x08,
0x57, 0x9f, 0xa8, 0x2f, Oxld, Oxbl, 0x05, 0x68,
0x04, 0x08,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,

// IlpoBepsiem Bapmant ¢ orcyrcrByiamum OID 3411 (0x05, 0x00)
//memcpy ( value+0x4f+2, value+0x4f+9, len —(0x4f+9));
//len —= T;

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;

// Wcnonb30BaTh OTKPBLITHII K04 OTIPABUTEJIs
// wmmm CK_INVALID HANDLE upu renepanuu 3deMepHONl KJHOU€BOH Mmapbl

params.hKey = CK_INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;

// Unwrap cipher key with recipient private key from the
value buffer.

// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_ UnwrapKey for cipher key.

rc = funcs—C_UnwrapKey(sess , mechanism ,

recp_priv_key, value, len, cipher template + 1,

sizeof (cipher template)/sizeof(CK ATTRIBUTE) — 1,

&unwrapped cipher key);

GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
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if (rec != CKR OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key
object .
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , unwrapped cipher key,
&attr , 1);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key wval)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;
}
if (memcmp(value, cipher key wval, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", ILINE );
return —2;
¥
printf ("Unwrapped key is equal to source key\n");
rc = funcs—C_DestroyObject (sess , unwrapped cipher key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

// GetSystemTime(&1t2) ;

// diff = process time(tl, t2);
// avg time 4= diff;

// if (diff < min_ time)

// min_time = diff;
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//
//
/)
//
//
//

//

if (diff > max time)
diff;

max_time =

", avg time );

printf ("Minimum:
printf ("Maximum:

printf("\n");

// Destroy session public key
rc = funcs—C DestroyObject (sess ,
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed,
return rc;
¥
// Destroy cipher key
rc = funcs—C _ DestroyObject (sess ,
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_DestroyObject failed,
return rc;
}
rc = funcs—C DestroyObject (sess ,
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed,
return rc;
¥
rc = funcs—C_DestroyObject (sess
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed,
return rc;
¥
rc = funcs—C_DestroyObject (sess
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed,
return rc;

}

printf("10 GOST R34.10—-2001 Wrap/Unwrap operations:

%ld \n
%ld \n", min_ time )

%ld \n", max time )

new pub_ key);

rc = Ox%x\n", LINE | rc);
cipher key);

rc = Ox%x\n", __LINE__, rc);
recp_pub_key);

rc = Ox%x\n", LINE | rc);
recp_priv_key);

rc = Ox%x\n", LINE | rc);
send pub_key);

rc = Ox%x\n", LINE | rc);
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rc = funcs—C _ DestroyObject (sess, send priv_key);
if (rc != CKR OK) {
fprintf (stderr

"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
¥
printf("================ GOSTR3410-2012-512

// GOSTR3410—2012—-512
// Generate sender key pair objects
rc = funcs—C GenerateKeyPair (sess , mechanism gen 512,
pub_template 2012 512,
sizeof (pub template 2012 512)/sizeof (CK_ATTRIBUTE) ,
priv_template 2012 512,
sizeof (priv_template 2012 512)/sizeof (CK ATTRIBUTE) ,
&send pub key, &send priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n", LINE |
)
return rc;

}

printf("Sender key pair generation O0K\n");

// Generate recipient key pair objects
rc = funcs—>C _GenerateKeyPair (sess , mechanism gen 512,
pub_template 2012 512,
sizeof (pub_template 2012 512)/sizeof (CK_ATTRIBUTE) ,
priv_template 2012 512,
sizeof (priv_template 2012 512)/sizeof (CK_ATTRIBUIE) ,
&recp pub key, &recp priv_key);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GenerateKeyPair failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

printf("Recipient key pair generation 0K\n");

// Get public key value

attr . type = CKA VALUE;

attr .pValue = pub_ value;
attr.ulValueLen = sizeof(pub_value);

rc
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rc = funcs—C GetAttributeValue(sess, recp pub key, &attr, 1);
if (rc != CKR OK) {
fprintf (stderr
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE | rc);
return rc;
¥
// gost hexdump (stdout ,
// "Recipient Public Key Value:", pub_ value, attr.ulValueLen)

)

// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs—C_CreateObject (sess , new pub template 2012 512,
sizeof (new pub template 2012 512)/sizeof (CK_ ATTRIBUTE) ,
&new pub_key) ;
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

// Create cipher key object from its value
rc = funcs—C_CreateObject (sess, cipher template ,
sizeof (cipher template)/sizeof(CK ATTRIBUTE), &cipher key)

if (rec != CKR OK) {
fprintf(stderr
"%4d: C_CreateObject failed, rc = Ox%x\n",
__LINE | rc);

return rc;

}

// Get cipher key to the value buffer
// from the cipher key object (for testing).
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, cipher key, &attr, 1);
if (rc != CKR OK) {

fprintf (stderr

"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
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LINE |, rc);

return r;;
}
len = attr.ulValueLen;
// gost hexdump (stdout, "Cipher key value:", value, len);

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
// avg time = 0;
//  max_time = 0;
// ~ min_time = OxFFFFFFFF;
/) for (i=0; i < 10; i++) {
// GetSystemTime(&t1) ;
params.pWrapOID = gost28147params A ;
params.ulWrapOIDLen = sizeof(gost28147params A);
// Wcnonb30BaTh 3aKpPbLITHII K04 OTIPABUTEJIS
// wmmm CK_INVALID HANDLE nnsi remepanuu 3deMepHONl KJHOUE€BON Mmapbl

params.hKey = CK_INVALID HANDLE; //send priv_key;
params.ulUKMLen = 16;
// Get wrapping key length only.
len = sizeof(value);
rc = funcs—C_ WrapKey(sess , mechanism ,
new pub key, cipher key, NULL, &len);
if (rec != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;
¥

// fprintf(stdout, "Wrapped key length = %d\n", len);

// Wrap cipher key with public key to the value buffer.
GetSystemTime(&t1) ;

rc = funcs—C_WrapKey(sess , mechanism
new pub key, cipher key, value, &len);
GetSystemTime(&t2) ;

diff = process time(tl, t2);
fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_WrapKey failed, rc = Ox%x\n", LINE | rc);
return rc;

}
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printf("Key wrapped O0K\n");
print _hex(value, len);

/ *
// llpu oTcyTcTBuE HHOOpMAIUKM OO OTKPHTOM KJINYE OTIPABUTEIHA
// DONXHA NONYYUTHCH CTPYKTypa CIEAybLILEero BHUIA:
0x30, 0x47,
// BamudpoBaHHHN KINY
0x30, 0x28,
0x04, 0x20,
O0xc7, Oxf7, Ox4a, 0x6d, Oxdc, 0x98, 0x20, 0x60,
0x0e, 0xb9, 0x0d, Oxfa, O0x2e, 0x85, 0x76, Oxec,
Oxed4, 0x2b, 0x18, 0x36, 0x95, 0x38, Oxa7, 0x74,
0x62, Oxf5, 0x23, 0x9b, 0x2d, 0x0d, O0xf4, 0x10,
0x04, 0x04,
0x5f, Oxf4, 0x84, 0x38,
// TapaMeTps mudpoBaHUS

0xa0, Oxlb,
// TlapaMeTps anropuTMa WEPPOBAHUL
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxi1f, 0x01,
// UKM
0x04, 0x10,

0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0Ox0a, O0xOb, OxOc, 0x0d, 0Ox0Oe, 0x0f, 0x10,
// EpueEcTBeHHOe oTxMYMe BapuaHTa 512 oT BapmanTta 256 - »TO0 16
6aiiToB UKM.

// llpn reHepanuu sdpeMepHON KINYEBOH IapH
// DONXHA NONYYUTHCH CTPYKTypa CIEAybIEero BHUIA:
0x30, 0x81, 0xf5,
// 3amudpoBaHHHN KINY
0x30, 0x28,
0x04, 0x20,
0xc3, 0Oxa3d3, 0x8f, Oxi1f, 0x52, 0x03, Oxce, Oxcd,
Oxc7, 0x37, Oxde, Oxbl, 0xf3, 0xd8, Oxed, Oxe4d,
0x3e, 0x79, 0xd4, Oxeb, 0x28, 0x2f, Oxef, 0x99,
0x95, Ox5e, 0xb2, 0xf9, 0x9f, 0x8a, 0x%9a, Oxdc,
0x04, 0x04,
0xbb5, 0xd2, 0x31, 0xOe,
// TapaMeTps mudpoBaHUS
O0xa0, 0x81, 0xc8,
// TlapaMeTps anropuTMa WUPPOBAHUS
0x06, 0x07,
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0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
// VedopManus 06 OTKPHTOM KIHUe OTIPABUTEIS
O0xa0, 0x81, Oxaa,
0x30, 0x21,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x01, 0x02,
0x30, 0x15,
0x06, 0x09,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, O
x01,
0x06, 0x08,
0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03,
0x03, 0x81, 0x84, 0x00,
0x04, 0x81, 0x80,
0x76, 0x88, Oxbd, 0x7e, Ox6c, Oxal, OxOa, 0x3b,
O0xa0, 0Ox3a, Ox1b, 0xd8, 0x44, 0x6d, Oxad, O0x3a,
0x8a, Oxec, 0x3d, 0x0d, Oxd1l, Ox7f, 0x78, 0xd7,
0x02, Oxdc, 0x57, 0x37, 0xcO, 0x9e, 0xcO, Oxeb,
0x2b, 0x68, Oxcb, 0x73, 0x5b, 0x97, 0x91, 0x46,
0x7b, 0x30, 0x47, 0x8f, 0x3e, 0x76, 0x45, Ox11,
O0xe0, 0x97, 0x83, 0xal0, 0x34, Oxcb, 0x38, Oxee,
0x95, 0x8b, 0x8b, Oxce, 0xf4, Oxbl, Oxad, 0x3d,
0x8a, Oxba, 0x2f, Oxbc, 0x93, 0x10, Oxb5, 0x2d,
0x6b, 0x91, 0x82, 0xf7, 0x0f, Ox4c, 0xd7, 0x62,
0x8f, 0x58, 0x2a, 0x2a, 0x9%e, 0x2b, 0x9, 0x96,
Oxce, 0x89, 0x66, 0x49, OxcO, O0xc8, 0x69, 0x3b,
0x1d, Oxdc, Ox6a, Oxba, 0x3c, Ox4a, Oxdf, Ox2e,
Oxad, 0Ox16, 0x96, 0x62, 0x42, Oxed4, 0xbd, Oxa9,
Oxbb, 0x85, 0x30, 0x37, 0xb0O, 0xe0, Oxca, 0xch,
0x2f, 0x30, 0x12, 0x58, 0Ox6¢c, 0x0Oe, 0xd5, 0x3b,
// UKM
0x04, 0x10,
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09, 0x0a, 0xOb, 0xOc, 0x0d, OxOe, 0x0f, 0x10,

// IlpoBepsiem Bapumant ¢ orcyrcreyiamum OID 3411 (0x05, 0x00)
//memcpy ( value+0x4f+2, value+0x4f+9, len —(0x4f+9));
//len —= T;

params . pWrapOID = NULL;
params . ulWrapOIDLen = 0;

// Wcnonb30BaTh OTKPBITBI KJIOY OTIPABUTEJIs
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// miam CK INVALID HANDLE upu renepanuu 3deMepHON KJIO4eBOil I1apbl
params.hKey = CK INVALID HANDLE; //send pub key;

GetSystemTime(&t1) ;
// Unwrap cipher key with recipient private key from the
value buffer.
// Don’t use the first CKA VALUE attribute —
// it will be added as a result of C_UnwrapKey for cipher key.
rc = funcs—C_UnwrapKey(sess , mechanism ,
recp priv_key, value, len, cipher template + 1,
sizeof (cipher template)/sizeof (CK ATTRIBUTE) — 1,
&unwrapped cipher key) ;
GetSystemTime(&t2) ;
diff = process time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rec != CKR _OK) {
fprintf(stderr
"%4d: C_UnwrapKey failed, rc = Ox%x\n",
__LINE__ | rc);
return rc;

}

printf("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher key
object .
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue(sess, unwrapped cipher key,
&Lattr, 1);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_GetAttributeValue failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

len = attr.ulValueLen;
// Check cipher key value
if (len != sizeof(cipher key val)) {
fprintf(stderr
"%4d: Invalid result length: %d\n", LINE | len);

return —1;

}
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if (memcmp(value, cipher key wval, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", LINE );
return —2;

}

printf("Unwrapped key is equal to source key\n");

rc = funcs—C DestroyObject (sess , unwrapped cipher key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE_ | rc);
return rc;

}

// GetSystemTime(&t2) ;

// diff = process time(tl, t2);
// avg time 4= diff;

// if (diff < min_ time)

// min_time = diff;

// if (diff > max_time)

// max_time = diff;

/3
// printf("10 GOST R34.10—2001 Wrap/Unwrap operations: %ld \n

", avg time );
// printf ("Minimum: %ld \n", min_ time )

// printf ("Maximum: %ld \n", max time )

// printf("\n");

// Destroy session public key
rc = funcs—>C_DestroyObject (sess , new pub_key);
if (rc != CKR OK) {
fprintf(stderr ,
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;
}
// Destroy cipher key
rc = funcs—C DestroyObject (sess, cipher key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

rc = funcs—>C_DestroyObject (sess, recp pub_ key);

AMCg%lngT 307




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);

return rc;
}
rc = funcs—>C_DestroyObject (sess , recp priv_key);
if (rc != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = O0x%x\n", LINE
return rc;

rc);

—_)

}

rc = funcs—C DestroyObject (sess, send pub key);
if (rc != CKR OK) {
fprintf (stderr ,
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);

return rc;

}

rc = funcs—>C_DestroyObject (sess , send priv_key);
if (re != CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n", LINE | rc);
return rc;

}

printf ("SUCCESS\n");
rc = CKR_OK;

return rc;

3.3.16 leHepauyusa kntova wndpoBaHnsa Ha napose

IIpu pabote ¢ TpancmopTHbIM KoHTeiHEpOM Tuita, PKCS#12 Tpebyercst reHepupoBaTh
KJITOY Mg poBaHUs Ha mMapoJie. B maHHOM IprMepe 3TO JIEJAETCs ¢ IMOMOIIBIO JOMO0JI-
nuTeabHOro Mexanu3ma CKM_PKCS5_PBKD2, B COOTBETCTBHE C PEeKOMEHarmamMu Pabodeii
rpymmsr TK 26.

JInctuur 3.25: ckm  pkesd  pbkd2.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test pkesb pbkd2 key gen(CK SESSION HANDLE sess);
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int main(int argc, char xargv|]|) {

CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF _RW_SESSION | CKF _ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rec != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
?E) &
goto out_close;
+
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C_ GetMechanismInfo(Slotld , CKM PKCS5 PBKD2, &minfo
)5
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if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_PKCS5_PBKD2 not supported ===========\
nn);
} else {
fprintf(stderr
W\p==================== CKM_PKCS5_PBKD2 test ==================\

rc = test pkesb5 pbkd2 key gen(hSession);
if (rc != CKR OK) {

fprintf(stderr

"ERROR CKM_PKCS5_PBKD2 failed, rc = Ox%x\n", rc);

} else {

fprintf(stderr, "CKM_PKCS5_PBKD2 test passed.\n");
¥

¥

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK_RV test pkess pbkd2 key gen(CK SESSION HANDLE sess)
{
CK RV rc¢ = CKR OK;
CK_BYTE value [256];
CK _ULONG len ;
CK_MECHANISM mechanism desc = {CKM_ PKCS5 PBKD2, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE key = CK INVALID HANDLE;

static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

static CK BYTE gost28147 A[] = {

0x06 , 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
};
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CK_OBJECT CLASS lclass = CKO_SECRET KEY;

CK_KEY TYPE keyType = CKK GOST28147;

CK CHAR label [| = "A GOST28147 secret key object";
CK PKCS5 PBKD2 PARAMS params;

// CryptoPro gostR3411 HASHI Param Set

static CK BYTE gost 3411 94 par oid|[] = {

0x06, 0x07, 0x2a, 0x85. 0x03, 0x02, 0x02, Oxle, 0x01
}s
static CK_BYTE gost 3411 2012 256 oid[]| = {

0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
15
static CK BYTE gost 3411 2012 512 oid|[] = {

0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
}s

CK_ATTRIBUTE attr ;

static CK_BYIE saltl || =

{ 0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34 };

static CK ULONG iterl = 5;

static CK_UIFSCHAR PTR passwordl = "password+";

static CK ULONG passwordl len = 9;

static CK BYIE etl || = {
0x35,0x0e,0x07,0xc5,0xb7,0xfc ,0xe8,0xe2,
Oxa0,0xa8 ,0xdf,0xc3,0x92,0xc0,0x49,0x96 ,
Ox4c,0xbl,0x66,0x31,0x9b,0x58 ,0x6e,0x9f,
0x46 ,0x22,0x86,0x76,0x5d,0x63,0xdb,0xf3 ,

¥
static CK BYIE salt2 || = {

Oxbf, 0xb2, 0xd3, 0x23, O0x3e, Oxe6, 0x21, 0xd8
}s

static CK ULONG iter2 = 2048;

static CK UTFS8CHAR PIR password2 = "1111";

static CK ULONG password2 len = 4;

static CK BYTE et2 || = {
0x76,0xfl1 ,0xf3 ,0x45,0x6b,0x43,0x48,0x99,
0xe0,0xfc ,0xda,0xf8 ,0x49,0xc2,0x68,0x46 ,
0x7b,0xd5,0x34,0x5b,0x25,0x09,0x74,0x4e,
0x0b,0x32,0x7b,0xb9,0xle,0x8f ,0xfa ,0xla,

}s
static CK BYIE salt3 || = {

0x8C, 0x5B, 0x3E, O0xE5, 0xCD, 0x27, OxFA, 0x28
};

static CK ULONG iter3 = 2048;
static CK_UIFSCHAR PTR password3 = "4444";
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static CK ULONG password3 len = 4;
static CK BYIE et3 || = {
0xDB, 0xD1, 0x28, 0x79, 0xF6, 0xFC, 0x2C, 0x0C,
0x8D, 0xC8, 0x06, 0x18, 0x15, 0xDB, 0xF9, 0x8B,
0x58, 0xA8, 0x9C, 0x3F, 0x55, 0x96, 0x13, 0xDC,
0xDB, 0x18, 0xD9, 0x0A, 0x84, 0xF2, 0x53, 0x8E,
};
static CK BYTE salt4 [] = "salt";
static CK ULONG iterd = 1;
static CK_UTFS8CHAR PIR password4 = "password";
static CK ULONG password4 len = 8;
static CK BYIE et4 [| = {
0x64, 0x77, 0x0a, O0xf7, Oxf7, 0x48, 0xc3, 0Oxbl,
0xc9, Oxac, 0x83, Oxld, Oxbc, Oxfd, 0x85, 0xc2,
0x61, Ox11, Oxb3, OxOa, Ox8a, 0x65, 0x7d, Oxdc,
0x30, 0x56, 0xb8, 0xOc, Oxa7, 0x3e, 0x04, 0x0d,
b
static CK ULONG iterbh = 4096;
static CK BYTIE et5[] = {
Oxeb, 0x2d, Oxeb, 0x9a, 0x2d, 0x2a, Oxaf, 0xf4,
Oxe2, Oxac, 0x9d, 0x47, Oxa4, Ox1f, 0x34, 0xc2,
0x03, 0x76, 0x59, Oxlc, 0x67, 0x80, 0x7f, 0x04,
0x77, Oxed, 0x25, 0x49, Oxdc, 0x34, Oxlb, Oxc7,

Jis

CK_ATTRIBUTE key template|[] = {

{ CKA CLASS, &lclass, sizeof(lclass)},
{ CKA_KEY TYPE, &keyType, sizeof(keyType) },
{ CKA_TOKEN, &lfalse , sizeof(lfalse) },
{ CKA LABEL, label, sizeof(label) },
{ CKA_ENCRYPT, &ltrue, sizeof(ltrue) },

{ CKA_GOST28147 PARAMS,

gost28147 A | sizeof(gost28147 A) },

{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }

{ CKA_ EXTRACTABLE, &ltrue, sizeof(ltrue) }

)

IF
/%
typedef struct CK_PKCS5_PBKD2_PARAMS {
CK_PKCS5_PBKDF2_SALT_SOURCE_TYPE saltSource;
CK_VOID_PTR
pSaltSourceData;
CK_ULONG
ulSaltSourceDatalen;
CK_ULONG iterations;
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CK_PKCS5_PBKD2_PSEUDO_RANDOM_FUNCTION_TYPE prf;

CK_VOID_PTR pPrfData;
CK_ULONG ulPrfDatalen;
CK_UTF8CHAR_PTR pPassword;
CK_ULONG_PTR ulPasswordLen

} CK_PKCS5_PBKD2_PARAMS;
*/

params.saltSource = CKZ SALT SPECIFIED;
params. pSaltSourceData = saltl;
params. ulSaltSourceDataLen = sizeof(saltl);
params.iterations = iterl;
params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params . pPrfData = gost 3411 94 par oid;
params. ulPrfDatalen = sizeof(gost 3411 94 par oid);
params.pPassword = passwordl;
params . ulPasswordLen = &passwordl len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

attr.type = CKA VALUE;
attr .pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , key, &attr, 1);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValuelLen;

rc = funcs—>C _DestroyObject (sess , key);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

CHECK(value, len, etl);

params.saltSource = CKZ SALT SPECIFIED;
params. pSaltSourceData = salt2;
params. ulSaltSourceDataLen = sizeof(salt2);
params.iterations = iter2;
params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params . pPrfData = gost 3411 94 par oid;
params. ulPrfDatalLen = sizeof(gost 3411 94 par oid);
params.pPassword = password?2;
params . ulPasswordLen = &password2 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

attr.type = CKA VALUE;
attr .pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , key, &attr, 1);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValuelLen;

rc = funcs—>C _DestroyObject (sess , key);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

CHECK(value, len, et2);

params.saltSource = CKZ SALT SPECIFIED;
params. pSaltSourceData = salt3;
params. ulSaltSourceDatalLen = sizeof(salt3);
params.iterations = iter3;
params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params . pPrfData = gost 3411 94 par oid;
params. ulPrfDatalLen = sizeof(gost 3411 94 par oid);
params . pPassword = password3;
params . ulPasswordLen = &password3 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

attr.type = CKA VALUE;
attr .pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , key, &attr, 1);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValuelLen;

rc = funcs—>C _DestroyObject (sess , key);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

CHECK(value, len, et3);

params.saltSource = CKZ SALT SPECIFIED;
params. pSaltSourceData = salt4;
params. ulSaltSourceDataLen = strlen (salt4);
params.iterations = iter4;
params. prf = CKP PKCS5 PBKD2 HMAC GOSTR3411;
params.pPrfData = gost 3411 2012 256 oid;
params. ulPrfDatalLen = sizeof(gost 3411 2012 256 oid);
params.pPassword = password4;
params . ulPasswordLen = &password4 len;

mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
rc = funcs—C GenerateKey(sess , mechanism,
key template,
sizeof (key template)/sizeof(CK ATTRIBUTE), &key);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GenerateKey failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

attr.type = CKA VALUE;
attr .pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , key, &attr, 1);
if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n",
__LINE | rc);
return rc;

}

len = attr.ulValuelLen;

rc = funcs—>C _DestroyObject (sess , key);
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if (rc !'= CKR OK) {
fprintf(stderr
"%4d: C_DestroyObject failed, rc = Ox%x\n",
__LINE | rc);
return rc;

}

CHECK(value, len, etd);

/*
// BHIONHsSeTCs NpPUMEpHO 13 CERyHL.
params.iterations = iterb;

mechanism->pParameter = &params;
mechanism->ulParameterlLen = sizeof (params) ;
rc = funcs->C_GenerateKey (sess, mechanism,
key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &
key) ;
if (rc != CKR_0K) {
fprintf (stderr,
"%4d: C_GenerateKey failed, rc = Ox%x\n", __LINE__, rc);
return rc;

¥

attr.type = CKA_VALUE;
attr.pValue = value;
attr.ulValuelen = sizeof (value);
rc = funcs->C_GetAttributeValue (sess, key, &attr, 1);
if (rc !'= CKR_O0K) {
fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = O0x%x\n", __LINE__,
rc);
return rc;
}
len = attr.ulValuelen;
rc = funcs->C_DestroyObject (sess, key);
if (rc !'= CKR_O0K) {
fprintf (stderr,
"%4d: C_DestroyObject failed, rc = Ox%x\n", __LINE__, rc);

return rc;

CHECK (value, len, eth);
*/
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printf ("SUCCESS\n");
rc = CKR_OK;

return rc;

}

3.3.17 leHepauyusn kntoya ayteHTudmKaumMm Ha naposie

Homonanrenbaerii Mexanm3sm CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC BeIpabaThI-
BaeT Ha IIapoJie TaK HAa3bIBAEMbIA KJII0Y ay TeHTU(MUKAIINN, 3HAYECHIE KOTOPOI0 MCIIOJIb3Y-
eTCsl JIJIsT IPOBEPKH IIeJIOCTHOCTH TpaHCIopTHOro KoHTeitnepa PKCS#12. 3amernm, aro
Takoil kimouy uMmeer Tunl CKK_GENERIC_SECRET.

JImecruar 3.26: ckm pba_ gostr3411 with gostr3411 hmac.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test pba gost3411 with gost3411 hmac (CK SESSION HANDLE
sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR _OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C_OpenSession(Slotld ,
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CKF _RW_ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
}
fprintf(stderr, "C_OpenSession success\n");
/ *
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_O0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/

rc = funcs—C_GetMechanismInfo (SlotId ,

CKM_PBA GOSTR3411 WITH GOSTR3411 HMAC, &minfo)
if (rc != CKR OK) {

fprintf (stderr

"\n======== Mechanism CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC "
"test ==================\n");

rc = test pba gost3411 with gost3411 hmac(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC failed, "
"rc = O0x%x\n",
rc);
} else {
fprintf(stderr
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC test passed.\n");
}

}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Ox%x\n",
ret);
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rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

CK_RV test pba gost3411 with gost3411 hmac (CK_SESSION HANDLE

sess )
{
int rc = 0;
CK_BYTE value [256];
CK _ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_PBA GOSTR3411 WITH GOSTR3411 HMAC, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDIE key = CK INVALID HANDLE;
static CK BBOOL ltrue = CK TRUE;
static CK_BBOOL lfalse = CK_FALSE;
CK_GOSTR3411_PBE PARAMS params;
CK_ATTRIBUTE attr ;
CK _KEY TYPE key type = 0;
// CryptoPro gostR3411 A Param Set
static CK BYTE oid default [] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

&

// Real PKCS#12 params and ethalon
static CK BYIE salt4 || = {

0xDF, 0x7C, 0x5C, 0x10, 0xA4, 0xD5, 0x22, 0x62,
};

static CK ULONG iter4d = 2048;
// Use UTF-8 password here
// Converting from UTF—8 to UTF—16 in soft token
static CK_UTF8CHAR password4 [| = {0x34, 0x34, 0x34, 0x34};
static CK ULONG password4 len = 4;
static CK BYTIE etl4 || = {
0x93, 0x88, 0x91, Ox11, 0x20, 0x43, 0xC4, 0xD1,
0xCA, 0x23, 0x82, OxEF, 0x86, 0x4A, 0x67, 0x31,
0xBD, 0x29, OxEF, 0x82, 0x94, 0xDD, 0x23, 0x50,
0x63, 0x0B, 0xCB, O0xl1E, 0xbA, 0xC9, 0x06, 0xC3,
};

ANMCECH

codpt 320



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

static CK_ATTRIBUTE key template|[] = {
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) }

}s

I

params.pOID = oid default;
params.ulOIDLen = sizeof(oid default);
params.pSalt = salt4;
params.ulSaltLen = sizeof(salt4);
params. ullteration = iter4;
params . pPassword = password4;
params . ulPasswordLen = password4 len;
mechanism—>pParameter = &params;
mechanism—>ulParameterLen = sizeof(params);
// Mexanuzm CKM PBA GOSTR3411 WITH GOSTR3411 HMAC BeipabartbiBaeT
// Ha mapoJjie Tak Ha3blBaeMblii KJIOY ayTeHTHDUKAINH ,
// 3HadYeHHEe KOTOPOIrO WCIOJb3yeTCs JJisi NPOBEPKH I[€JIOCTHOCTH
// rTpancnoprHoro KoHTehHepa PKCS#12.
rc = funcs—C GenerateKey(sess , mechanism,
key template ,
sizeof (key template)/sizeof(CK ATTRIBUTE) , &key):;
if (rc != CKR OK) {
fprintf(stderr, "C_GenerateKey failed: Ox%x\n", rc);
goto end;
¥

attr.type = CKA KEY TYPE;
attr.pValue = &key type;
attr.ulValueLen = sizeof(key type);
rc = funcs—C _GetAttributeValue(sess, key, &attr, 1);
len = attr.ulValueLen;
if (key type != CKK GENERIC SECRET) {
fprintf(stderr
"Key type Ox%x != CKK_GENERIC_SECRET\n", key type);
rc = —1;
goto end;
}

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , key, &attr, 1);
if (re != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;
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len = attr.ulValueLen;

printf("Generated PBA key value:\n");
print _hex(value, len);

CHECK(value, len, etl4d);

printf ("SUCCESS\n");
rc = CKR _OK;
end :
if (key != CK INVALID HANDLE) {
funcs—C DestroyObject (sess , key);

}

return rc;

}

3.3.18 Mexanusmbl gna TLS

B LS11SW nomiep:KuBaiorcst JONOIHUTEIbHbIE MEXaHU3MbI JJIsI IIOJIIEPXKKHI IIPOTOKO-
aa TLS:
CKM_TLS_GOST_PRF,
CKM_TLS_GOST_PRE_MASTER_KEY_GEN,
CKM_TLS_GOST_MASTER_KEY_DERIVE u
CKM_TLS_GOST_KEY_AND_MAC_DERIVE.
Huke npuBoauTcss IpuMepsl, JeMOHCTPUPYIONINE IPUMEHEHNE STUX MEXaHU3MOB.

CKM_TLS GOST_PRF

JImcrunr 3.27: ckm tls gost prf.c

#include "test_common.h"

CK RV test crypto();
CK RV test tls prf(CK SESSION HANDLE sess);

int main(int argc, char xargv|[]) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc !'= CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();
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if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_ SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;

rc = funcs—C _OpenSession(Slotld ,
CKF RW_SESSION | CKF_ SERIAL SESSION,
NULL_PTR, NULL PTR, &hSession);
if (re != CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc != CKR_0K) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs—C_GetMechanismlInfo(Slotld , CKM TLS GOST PRF, &
minfo) ;
if (rc != CKR OK) {

fprintf(stderr

"\n======== Mechanism CKM_TLS_GOST_PRF not supported
=====esss=-\nt);
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_PRF test
)
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rc = test tls prf(hSession);
if (rc != CKR OK) {
fprintf (stderr
"ERROR CKM_TLS_GOST_PRF failed, rc = Ox%x\n", rc);
} else {
fprintf(stderr, "CKM_TLS_GOST_PRF test passed.\n");
}

}

if ( (ret = funcs—C_CloseSession(hSession)) != CKR OK ) {
fprintf(stderr
"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

CK RV test tls prf(CK SESSION HANDLE sess)
{
int rc = 0;
static CK BYTE value[12];
CK_MECHANISM mechanism desc = {CKM TLS GOST PRF, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
static CK_OBJECT CLASS oclass = CKO SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL ltrue = CK TRUE;
// Using master secret (48 bytes) from LCJSSE test utility.
static CK BYTE keyval [| = {
0x76 ,0x22,0x41,0x3d,0x5a ,0xb6,0x7f,0x5b,
0x86 ,0x2e ,0x75,0x97 ,0xe8 ,0xf9 ,0x31,0xe4,
0x2f,0x13,0x13,0xd5,0x61,0xed,0xab,0xed,
0Oxab,0x4b,0xd8,0x5d,0x60,0x0a,0xec,0x99,
0x45,0xfe ,0x39,0xal ,0xb7,0x62,0x0d,0x66 ,
0x3c,0xdd,0xb3,0x71,0x90,0x0f,0xc3,0xdd

}s
// Using real TLS message label from LirJSSE test utility .
static CK BYTE label [] = "client finished";
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// seed (64 bytes) = client random (32 bytes) + server random
(32 bytes)

// Using concatenated client random and server random data
(32+32 bytes)

// from LCJSSE test utility .

static CK BYTE seed [|] = {
0x87,0xba,0x38,0x94 ,0xa4,0xf9,0x3c,0x30,
0x65 ,0 xfc ,0x66 ,0xbe ,0xf2 ,0xc0,0x09,0xb9,
0xc3,0x26,0x3e,0x16,0xc7,0x28 ,0x14,0x27,
0x98 ,0x26 ,0xe4 ,0xd5,0x30,0x7f,0x9a ,0x2d,
0x87,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0x1c,0x60,
Oxae ,0x8d,0x26,0xe4 ,0xd5,0x30,0x7f,0x9a ,
0x2d ,0x87,0x0e,0x1d,0x34 ,0xaf,0x28 ,0x1c,
0x60,0xae ,0x8d,0x21,0xee ,0x7d,0x52,0x44

};

// Using resulting TLS PRF value (12 bytes) from LCJSSE test
utility .

static CK_ BYTE et_94[] = {

0x2a, 0x6b, Ox4c, Ox14, 0x61, Oxbl, 0x39, 0x2d,
0x18, Oxdf, 0x8a, 0x&8d,

};

static CK_BYTE et 2012 256 [] = {
0x83, 0x75, 0x68, 0x86, 0x50, 0xb8, 0xe6, 0xbd,
0x2c, 0x12, 0x45, Oxea,

};

static CK BYTE et 2012 512[] = {
0x85, 0Ox4c, 0x6b, 0xb5, 0x8b, Oxdd, 0x9f, 0x8b,
0xf2, Oxe3, 0xf4, Ox8e,

};

static CK_ATTRIBUTE key template[] = {
{ CKA_VALUE, keyval, sizeof(keyval) },
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA_KEY TYPE, &key type, sizeof(key type) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) }

b

static CK ULONG len = sizeof(value);

// B saBucumoctu or suavenus OID gns I'OCT P 34.11
// 6yayTr mcumoab3zoBarbcs ajroputmel TOCT P 34.11-94,
// TOCT P 34.11-2012 (256 6ur) mmm TOCT P 34.11-2012 (512 6ur)

static CK BYTE oid 3411 94| = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
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}s
static CK BYTE oid 3411 2012 256[] = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
}s
static CK_BYTE oid_3411 2012 512[] = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03
5
static CK _TLS GOST PRF PARAMS params gost = {
{
seed , sizeof(seed),
label , sizeof(label) — 1,
value , &len
},
oid 3411 94,
sizeof (oid 3411 94)
}s

rc = funcs—C CreateObject (sess ,
key template, sizeof(key template)/sizeof(CK_ ATTRIBUIE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

mechanism—>pParameter = &params _gost ;
mechanism—>ulParameterLen = sizeof(params gost);
rc = funcs—C _ DeriveKey(sess , mechanism
keyh, NULL PTR, 0, NULL PTR);
if (re != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf ("TLS PRF 3411-94:\n");
print hex(value, len);
CHECK(value, len, et 94);

params_gost.pHashParamsOid = oid 3411 2012 256;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);
rc = funcs—C DeriveKey(sess , mechanism
keyh , NULL PTR, 0, NULL PTR);
if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
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return rc;

}

printf("TLS PRF 3411-2012 (256) :\n") ;
print hex(value, len);
CHECK(value, len, et 2012 256);

params gost.pHashParamsOid = oid 3411 2012 512;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);
rc = funcs—C _ DeriveKey(sess , mechanism
keyh , NULL PTR, 0, NULL PTR);
if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

printf("TLS PRF 3411-2012 (512):\n”);

print hex(value, len);

CHECK(value, len, et 2012 512);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

return rc;

CKM_TLS GOST_PRE_MASTER KEY_ GEN

JIuctunr 3.28: ckm tls gost pre master key gen.c

#include "test_common.h"

CK_RV test _crypto();
CK RV test tls pre master key gen(CK SESSION HANDLE sess);

int main(int argc, char xargv|]|) {
CK RV rc¢ = CKR OK;

rc = test main(arge, argv);

if (rc != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;
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}

rc = test crypto();

if (re != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—C _OpenSession(Slotld ,
CKF _RW_SESSION | CKF_ SERIAL_ SESSION,
NULL_PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));

if (rc !'= CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/
rc = funcs—C GetMechanismInfo (SlotId ,
CKM_TIS GOST PRE MASTER KEY GEN, &minfo);

if (rc !'= CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_TLS_GOST_PRE_MASTER_KEY_GEN "
"not supported ===========\n");
} else {
fprintf (stderr
"\n==================== CKM_TLS_GOST_PRE_MASTER_KEY_GEN "
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"test ==================\n");
rc = test tls pre master key gen(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_PRE_MASTER_KEY_GEN failed, "
"rc = 0x%x\n", rc);
} else {
fprintf(stderr
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN test passed.\n");
}

}

if ( (ret = funcs—C _CloseSession(hSession)) != CKR OK ) {
fprintf (stderr ,

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK_RV test tls pre master key gen(CK SESSION HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK_ MECHANISM mechanism desc =
{CKM_TILS GOST PRE NMSTER KEY GEN, NULL, 0};
CK_MECHANISM PTR mechanism = &nnechanlsnl desc ;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
static CK_OBJECT CLASS oclass = CKO Sﬂjﬂff "~ KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK BBOOL Itrue = CK TRUE;
static CK BBOOL lfalse = CK_ FALSE;
CK_ATTRIBUTE attr ;
static CK_ATTRIBUTE ltemplate || = {
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_ SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA_EXTRAQHABLE &ltrue , sizeof(ltrue) 1},
{ CKA_ DERIVE, &ltrue, sizeof(ltrue) },
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{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

};
CK_VERSION ver; // TLS version

// B Tekymeil Bepcum Bcerja TeHEPUPYETCs KJOY THIIA
CKK_GENERIC_ SECRET

// co cuaydaiiHpM 3HaUYeHHEM JJIHHON 32 Oaiira.

ver.major = 1;
ver . minor = 0;
mechanism—>pParameter = &ver
mechanism—>ulParameterLen = sizeof(ver);
rc = funcs—C GenerateKey(sess , mechanism,
ltemplate , sizeof(ltemplate)/sizeof (CK ATTRIBUTE) ,
&keyh) ;

if (re != CKR OK) {
fprintf(stderr, "C_GenerateKey failed: Ox%x\n", rc);
return rc;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = 32;

rc = funcs—C _GetAttributeValue(sess, keyh, &attr, 1);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

printf ("TLS PRE-MASTER KEY:\n");
print _hex(value, attr.ulValueLen);

rc = funcs—>C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

CKM_TLS GOST_MASTER KEY DERIVE
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Jluctuar 3.29: ckm_tls gost master key derive.c

#include "test_common.h"

CK RV test crypto();
CK_RV test tls master key derive(CK SESSION HANDLE sess);

int main(int argc, char xargv|[]|) {

CK RV rc¢ = CKR OK;

rc — test main(argc, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

¥

rc = test crypto();

if (rc != CKR _OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK RV test crypto ()
{
CK RV rc, ret;
CK_SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo ;

rc = funcs—>C_OpenSession(Slotld
CKF _RW_ SESSION | CKF SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);
if (rc !'= CKR OK) {
fprintf(stderr
"ERROR call to C_OpenSession failed, rc = O0x%x\n", rc);
goto out;
¥
fprintf(stderr, "C_OpenSession success\n");
/%
// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(
user_pin));
if (rc != CKR_OK) {
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fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n",
rc);
goto out_close;
}
fprintf (stderr, "C_Login success\n");
*/
rc = funcs—C _GetMechanismInfo (SlotId ,
CKM_TLS GOST MASTER KEY DERIVE, &minfo) ;
if (rc != CKR OK) {
fprintf (stderr
"\n======== Mechanism CKM_TLS_GOST_MASTER_KEY_DERIVE "
"not supported ===========\n");
} else {
fprintf (stderr ,
"\n==================== CKM_TLS_GOST_MASTER_KEY_DERIVE "
"test ==================\n"),;
rc = test tls master key derive(hSession);
if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_MASTER_KEY_DERIVE failed, "
"rc = O0x%x\n", rc);
} else {
fprintf (stderr
"CKM_TLS_GOST_MASTER_KEY_DERIVE test passed.\n");
}

}

if ( (ret = funcs—C_CloseSession(hSession)) != CKR OK ) {
fprintf(stderr

"Error: C_CloseSession failed with O0x%x\n", ret);
rc = ret;
¥
else {
fprintf(stderr, "C_CloseSession success\n");
¥
out:

return rc;

}

CK RV test tls master key derive(CK SESSION HANDLE sess)
{

int rc = 0;
CK_BYTE value [1024];
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CK ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_TLS GOST MASTER KEY DERIVE, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;
CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;
CK_OBJECT HANDLE mkeyh = CK INVALID HANDLE;
static CK_OBJECT CLASS oclass = CKO_SECRET KEY;
static CK_KEY TYPE key type = CKK GENERIC SECRET;
static CK_BBOOL ltrue = CK TRUE;
static CK BBOOL lfalse = CK FALSE;
CK_ATTRIBUTE attr ;
FILE xf = NULL;
CK_OBJECT HANDLE paramh = CK INVALID HANDLE;
static CK BYTE premaster [| = {
Oxdc,0x2f,0x75,0x53,0x8a,0x02,0xc7,0x4d,
0x67,0x32,0x58,0xf5 ,0xf5,0x27,0xc3,0xc9,
0x27,0xd6,0x65,0x8f,0x72,0x38,0x7d,0x4b,
0x98,0x06,0xe0,0x91,0x1b,0xab,0x8a,0x30
IE
static CK_BYTE client random || = {
0x87,0x5a,0x38,0x94 ,0xa4 ,0xf9 ,0x3c,0x30,
0x65 ,0 xfc ,0x66 ,0xbe ,0xf2 ,0xc0,0x09,0xb9,
0Oxc3,0x26,0x3e,0x16,0xc7,0x28,0x14,0x27,
0x98 ,0x26 ,0xe4 ,0xd5,0x30,0x7f,0x9a ,0x2d
IE
static CK BYIE server random || = {
0x87 ,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0x1c,0x60,
Oxae ,0x8d,0x26,0xed ,0xd5,0x30,0x7f,0x9a ,
0x2d ,0x87,0x0e,0x1d,0x34 ,0xaf ,0x28 ,0xlc,
0x60 ,0xae ,0x8d,0x21,0xee ,0x7d,0x52,0x44
¥
static CK BYTE master 94 [] = {
0x92, 0xf3, 0x91, Oxbc, Oxe7, 0x04, Oxe3, Oxbd,
Oxlc, 0x57, 0x6d, O0x8c, 0xb55, 0x7b, 0xb4, Ox2a,
0x82, 0xb52, 0x75, Oxfc, 0x79, 0x64, Oxcc, Oxch,
0xb3, 0x21, 0x41, Oxce, 0x50, 0x17, 0x23, 0x74,
Oxdd, 0xb9, Oxal, 0xb3, 0x5b, Oxc2, 0x80, Oxab,
0xd5, Oxec, 0x62, 0x70, 0x63, 0x6b, Oxcb, 0xbl,
Ik
static CK BYTE master 2012 256 [] = {
0x54, 0x27, 0x36, 0x05, 0x0Ob, 0x05, Oxa8, 0x47,
0xc8, 0x98, 0xb2, Oxfc, Oxle, Oxcc, Oxca, 0xbb,
0x33, 0x58, 0x39, 0x78, Oxae, 0x82, 0xbHc, 0xf2,
0x71, 0xe2, 0x61, Oxce, 0xd7, 0x9a, 0x36, 0xc3,

ANMCECH

codot 333




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

0x60, 0x9b, Oxea, 0x07, O0x01, 0x52, Oxld, O0x87,
0Oxb5a, 0x93, 0x16, 0x28, Oxb0, 0x30, Oxdb, 0x32,
IE
static CK _BYTE master 2012 512[] = {
0x7c, Oxcf, Oxa7, 0x35, Ox3d, Oxb2, 0x14, 0x75,
0x43, 0x0c, Oxe8, Ox7c, 0x0d, 0x25, 0x84, 0x66,
0x07, 0Ox4d, 0x06, 0x94, Oxa3d, 0x66, 0x01, 0xf5,
0x74, 0xe0, Oxeb, 0x03, Oxlb, 0x98, 0x84, 0xdl,
Oxch, 0x19, Oxcc, Oxa6, Ox3d, 0x33, O0xb7, 0x05,
Oxle, Oxd4, 0x9c, 0x9e, 0x77, 0x0f, Oxe6, 0x2b,
b
// B zaBucumoctu or suadenus OID mgna TOCT P 34.11
// B dysknuun TLS PRF 6yayr mcnosbsoBarbes anaropurvsl [OCT P
34.11-94,
// TOCT P 34.11-2012 (256 6ur) uaum I'OCT P 34.11-2012 (512 6ur)

static CK_BYTE oid 3411 94| = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
}s
static CK_BYTE oid 3411 2012 256 [] = {
0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
)i
static CK _BYTE 0hi_3411_2012_512[] = {
0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, O0x01, 0x02, 0x03
}s
static CK_ATTRIBUTE key template || = {

{ CKA_VALUE, premaster, sizeof(premaster) },
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &key type, sizeof(key type) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) },
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) },
{ CKA_DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }
};
static CK TLS GOST MASTER KEY DERIVE PARAMS params gost = {
{ client random , sizeof(client random),
server _random, sizeof(server random) }, // Randomlnfo
oid 3411 94, // pHashParamsOid
sizeof (oid 3411 94) // ulHashParamsOidLen
}s

rc = funcs—C_CreateObject (sess
key template, sizeof(key template)/sizeof (CK ATTRIBUTE) ,
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&keyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism—>pParameter = &params_gost ;
mechanism—>ulParameterLen = sizeof(params_gost);

rc = funcs—C _ DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh ) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C _GetAttributeValue(sess , mkeyh, &attr, 1);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;

printf ("TLS master key 3411-94:\n");
print _hex(value, len);
CHECK(value , len, master 94);

funcs—C DestroyObject (sess , mkeyh) ;

params_gost.pHashParamsOid = oid 3411 2012 256;
params_gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);

rc = funcs—C_ DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;
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}

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess, mkeyh, &attr, 1);
if (rc != CKR OK) {

fprintf(stderr

"C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;

printf ("TLS master key 3411-2012 (256):\n");
print _hex(value, len);
CHECK(value , len, master 2012 256);

funcs—C _ DestroyObject (sess , mkeyh) ;

params_gost.pHashParamsOid = oid 3411 2012 512;
params gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);

rc = funcs—C_ DeriveKey(sess , mechanism, keyh,
key template + 1,
sizeof (key template)/sizeof(CK ATTRIBUTE) — 1,
&mkeyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
goto end;

}

attr.type = CKA VALUE;
attr .pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue(sess , mkeyh, &attr, 1);
if (rc !'= CKR OK) {

fprintf(stderr

"C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValueLen;

printf("TLS master key 3411-2012 (512):\n");
print _hex(value, len);

ANMCECH

codot 336




I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

CHECK(value, len, master 2012 512);
funcs—C DestroyObject (sess , mkeyh) ;

printf ("SUCCESS\n");
rc = CKR_OK;
end:
if (keyh != CK_INVALID HANDLE) {
funcs—C DestroyObject (sess , keyh);
¥

return rc;

}

CKM_TLS_GOST_KEY_AND_MAC _DERIVE

JInctuur 3.30: ckm_tls gost key and mac_derive.c

#include "test_common.h"
CK_RV test _crypto();
CK RV test tls key and mac derive(CK SESSION HANDLE sess ) ;

int main(int argc, char xargv|]|) {

CK RV rc = CKR OK;

rc = test main(arge, argv);

if (re != CKR OK) {
fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test crypto();

if (rc != CKR OK) {
fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}
return CKR OK;

}

CK_RV test crypto ()
{
CK RV rc, ret;
CK_ SESSION HANDLE hSession ;
CK_MECHANISM INFO minfo;
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rc = funcs—C _OpenSession(Slotld ,
CKF_RW_SESSION | CKF _ SERIAL SESSION,
NULL PTR, NULL PTR, &hSession);

if (rec != CKR OK) {
fprintf(stderr

"ERROR call to C_OpenSession failed, rc = 0x%x\n", rc);
goto out;

¥

fprintf(stderr, "C_OpenSession success\n");

rc = funcs—C_GetMechanismInfo (Slotld ,
CKM_TLS GOST KEY AND MAC DERIVE, &minfo) ;

if (re != CKR OK) {
fprintf(stderr

"\n======== Mechanism CKM_TLS_GOST_KEY_AND_MAC_DERIVE "
"not supported ===========\n");
} else {
fprintf(stderr
"\n==================== CKM_TLS_GOST_KEY_AND_MAC_DERIVE "
"test ==================\n");
rc = test tls key and mac derive(hSession);

if (rc != CKR OK) {
fprintf(stderr
"ERROR CKM_TLS_GOST_KEY_AND_MAC_DERIVE failed, "
"rc = O0x%x\n", rc);
} else {
fprintf(stderr
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE test passed.\n");

}
}

if( (ret = funcs—C CloseSession(hSession)) != CKR OK ) {
fprintf (stderr

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;
}
else {
fprintf(stderr, "C_CloseSession success\n");
}
out:

return rc;

}

CK_RV test tls key and mac derive (CK_SESSION HANDLE sess)
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{
int rc = 0;
CK_BYTE value[1024];
CK _ULONG len ;
CK_MECHANISM mechanism desc =
{CKM_TILS GOST KEY AND MAC DERIVE, NULL, 0};
CK_MECHANISM PTR mechanism = &mechanism desc;

CK_OBJECT HANDLE keyh = CK_ INVALID HANDLE;

static CK_OBJECT CLASS oclass = CKO SECRET KEY;

static CK KEY TYPE generic key type = CKK GENERIC SECRET;
static CK KEY TYPE secret key type = CKK GOST28147;
static CK BBOOL ltrue = CK TRUE;

static CK BBOOL lfalse = CK FALSE;

CK_ATTRIBUTE attr ;

CK_OBJECT HANDLE paramh = CK INVALID HANDLE;

static CK BYTE client random [| = {
0x48 ,0xdc ,0xdb,0x79,0xfb ,0x11,0x16 ,0xaf,
Oxed ,0x6a,0x72,0xda,0xbf ,0x7a,0xb2,0x76,
0x8c,0x35,0xa7,0x54,0x52,0xda,0xal ,0x00,
0x47,0x83,0%x29,0x72,0xa9,0x8d,0xd9,0x78
b
static CK BYTE server random || = {
0x48 ,0xdc ,0xda,0xaa ,0x83,0xeb ,0x5c,0x08,
0x51,0x20,0xc6,0x8e,0x29,0xb4 ,0x30,0 xff ,
0xch ,0x9e,0x4f ,0x1lc,0xa9,0x75,0xa7,0x35,
0x62,0x89,0x29,0x17,0x28,0x70,0x56,0x06
}s
static CK_BYTE master || = {
0x68,0x0d ,0x31,0x53 ,0x6a,0x20,0x68,0x50,
Oxca ,0x66 ,0x01,0x3f,0xb6,0xfa ,0xe3d ,0x26,
0x51,0xb5,0xba,0x03,0x16 ,0xa3 ,0xdf,0xcl ,
0x33,0x99,0xd0,0x61 ,0xda,0x74,0x12,0x4e,
0x96 ,0x6f ,0x9a,0x1c,0x25,0x24 ,0x89 ,0x42,
0xa9 ,0xeb ,0x0c,0x56,0xel ,0x04,0xbb,0x6a
¥
static CK BYTE ClientMacSecret 94 [] = {
0x12,0x9d ,0xf5 ,0xel ,0x00,0xfe ,0x51,0xf5 ,
0xe9 ,0xf3 ,0xcf,0xff ,0x4f ,0x02,0xcc,0xc9,
Ox4a,0xe8,0x32,0x11,0xbd,0x35,0x63,0xa8,
Oxe2,0xa9,0x71,0xd2,0x61,0x24,0x7b,0x23

}s
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static CK BYTE ServerMacSecret 94 [] =

{

0xc0,0xfc ,0x04,0x6f,0xa2,0xc6,0x30,0x97,
0Oxa2,0x90,0x8a,0x47,0x56,0x26,0x9d,0xc9,
0xe9 ,0x87,0x71,0x41,0xc4,0x3d,0x81,0x81,
0xb0,0x30,0x8f ,0xea ,0xa3,0x86,0x4f,0xae

}s
static CK_BYTE ClientKey 94 [] = {

0x0e ,0 xfc ,0x85,0x03,0x2b,0x40,0xbd,0x65 ,
Oxce ,0x39,0x70,0xb0,0xed ,0xd2,0x48 ,0xdd,
Ox6e,0xfc ,0x97,0x29,0xb4,0xd5,0xd8,0x91,
0x42 ,0x7a,0xd0,0x55,0x9c,0x7c,0x6e,0x61

};
static CK BYTE ServerKey 94[] = {

0x17,0x34,0xe4 ,0x2¢c,0x8e,0x9¢c,0x6f,0xda,
0x3c,0x30,0xbb,0xc8,0xfa ,0xe7,0x8d,0x76,
0x11,0x0c,0xfc,0x5b,0xeb,0x00,0x92,0xb2,
Oxed ,0x36 ,0x3e,0x27,0x60,0x12,0x50,0xab

iE
static CK BYTE IVs 94| = {

0x99,0x38 ,0xb5,0x71,0x78 ,0x47,0x92,0xba,
0Oxc4 ,0x43 ,0xb9,0xd3,0x24 ,0x75,0x09,0x79

i

static CK BYTE ClientMacSecret 2012 256 [] = {
0x14, 0xe7, Oxfc, 0x31, 0x57, 0x99, 0x80, 0x9d,
0x48, 0x98, 0Oxd6, 0x43, 0x88, Oxfc, Oxla, Oxa4,
0x8c, 0x21, Oxld, 0x38, 0x72, 0x0d, 0x71, Oxcf,
0x31, 0x41, 0x95, Oxff, Ox4c, Oxda, 0x74, Oxa9,

}

static CK BYTE ServerMacSecret 2012 256 [] = {
Oxa0, Ox6e, Oxchb, 0x6f, Oxa9, 0x66, 0x06, Oxfa,
0x7b, 0x20, 0x83, 0xb9, Oxaa, Oxc3, 0xc2, 0xb2,
0xdl, 0x73, Ox2a, 0x89, 0x99, Oxeb, 0x29, Oxed,
0xf7, Oxad, Oxle, 0x5c, 0x22, 0x21, 0xf8, 0xcO,

s

static CK BYTE ClientKey 2012 256 [] = {
0x6b, 0x42, 0x50, Ox6a, 0x7d, Oxc7, 0xOb, 0x82,
0xbd, Oxeb, 0x63, 0x60, 0x16, 0x8c, Oxbe, 0x8f,
0x70, Oxld, 0x74, Oxla, 0x99, 0x3b, 0x17, 0x66,
0x67, Oxbc, 0x81, 0x9e, 0x44, 0x2f, Oxe0, Oxac,

};

static CK BYTE ServerKey 2012 256[] = {
0x95, 0x45, Oxbd, Oxff, Ox4b, 0x12, 0x61, Ox3c,
0xf5, 0x81, Oxcd, 0x3a, 0xd9, Oxcf, Oxef, Oxde,
0x38, 0x00, 0xd3, Oxbd, 0xc8, 0x03, 0x91, Oxcf,
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0x4b, 0x06, Oxeb5, Oxal, Ox4f, 0x8d, 0x61, 0x9e,
¥
static CK BYTE IVs 2012 256 [] = {
0x05, 0x49, Oxbf, Oxbc, 0x7f, 0x79, 0xc3, 0x38,
0x41, Oxbl, 0x9e, 0x02, Ox6c, 0x61, 0x77, Oxa8,
Ik
static CK_BYTE ClientMacSecret 2012 512 | = {
0x6b, 0x19, 0x9f, O0xf5, 0x37, 0x80, 0x16, Oxcl,
Oxcl, 0x67, 0x92, 0x77, Oxad, 0x22, 0xb9, 0xd2,
0x95, Oxlc, Oxac, 0x40, Oxeb, 0x44, 0x47, 0x9f,
Oxeb5, 0Oxe0, Oxal, 0x09, OxOa, Oxel, Oxad, 0x65,
Ik
static CK BYTE ServerMacSecret 2012 512[] = {
0x93, 0x25, Ox4c, 0x12, Oxa6, 0x39, Ox6e, 0xf7,
0x34, Oxeb, Ox6c, 0x47, 0x53, 0x41, 0x36, 0xOe,
0x06, 0xd7, 0x19, 0x46, 0x69, 0x36, 0x5d, Ox6a,
0xf5, Oxae, Oxe6, 0x89, Oxf4d, 0x45, Oxc2, 0x73,
iE
static CK BYTE ClientKey 2012 512[] = {
Oxc4, 0x3b, 0x32, 0x78, Oxb0, 0x75, Oxcd, O0x7f,
0x34, Oxa4, 0x98, Oxe3d, Oxad, Oxld, 0x9c, O0x0Oa,
0x69, 0x7d, OxcO, 0x40, 0x79, 0x42, Oxfd, 0x69,
0x31, Oxec, 0x87, 0x6f, 0x05, Oxae, 0x88, 0x8e,
¥
static CK BYTE ServerKey 2012 512[] = {
Ox4c, 0x7f, Oxad, Oxa0, Oxb6, 0xb9, 0x8f, Oxda,
Oxff, O0x6d, 0xb8, Oxec, 0x13, 0x31, 0x54, 0xd7,
0x6c, Oxfb, Oxfc, 0xOe, 0xd3, Oxdd, OxeO, 0xf0,
0x89, 0x48, 0x8e, 0x8a, 0xbd, 0x96, 0x65, 0x71,
IE
static CK BYTE IVs 2012 512|| = {
0x6d, 0x21, Oxda, 0x52, Oxaa, Oxcf, 0x84, 0x01,
0x17, Oxeb, 0x05,

}s

Ox4d, 0x94, Oxec, 0x24, 0x6a,

// B saBucumoctu or suavenus OID gna T'OCT P 34.11
// B dyuknuun TLS PRF 6yayr mcnosbsoBarbesa anaropurmel [OCT P

34.11-94,
// TOCT P 34.11-2012 (256 6ur) mmm DOCT P 34.11-2012 (512 6ur)

static CK BYTE oid 3411 94| = {
0x06, 0x07, Ox2a, 0x85, 0x03,

}s

static CK BYTE oid 3411 2012 256 || = {

0x02, 0x02, Oxle, 0x01
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0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02
¥
static CK BYTE oid 3411 2012 512[] = {
0x06, 0x08, 0Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03

}s

static CK BYTE gost28147 params A || = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01

}s

static CK_ATTRIBUTE master key template|] = {
{ CKA_VALUE, master, sizeof(master) },
{ CKA_CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE,
&generic _key type, sizeof(generic _key type) },
{ CKA DERIVE, &ltrue, sizeof(ltrue) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) }

}s

static CK_ATTRIBUTE secret key template || = {
{ CKA_ CLASS, &oclass, sizeof(oclass) },
{ CKA KEY TYPE, &secret key type, sizeof(secret key type) },
{ CKA_ GOST28147 PARAMS,
gost28147 params A, sizeof(gost28147 params A) },
{ CKA_ENCRYPT, &ltrue, sizeof(ltrue) },
{ CKA DECRYPT, &ltrue, sizeof(ltrue) },
{ CKA_SIGN, &ltrue, sizeof(ltrue) },
{ CKA_VERIFY, &ltrue, sizeof(ltrue) },
{ CKA_SENSITIVE, &lfalse , sizeof(lfalse) }
{ CKA EXTRACTABLE, &ltrue, sizeof(ltrue) }

)

}s

static CK BYTE IVClient [8];

static CK BYTE IVServer [8];

static CK_SSI3 KEY MAT OUT km = {
CK_INVALID HANDLE, CK INVALID HANDLE,
CK_INVALID HANDLE, CK INVALID HANDLE,
IVClient , IVServer

};
static CK TLS GOST KEY MAT PARAMS params gost =
{
{
256, 256, 64, CK FALSE,
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{

client random , sizeof(client random),
server random, sizeof(server random)

j
&km

}
oid 3411 94,

sizeof (oid 3411 94)
};

rc = funcs—C CreateObject (sess ,
master key template,
sizeof (master key template)/sizeof(CK ATTRIBUTE) ,
&keyh) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

mechanism—>pParameter = &params _gost ;
mechanism—>ulParameterLen = sizeof(params gost);

rc = funcs—C _DeriveKey(sess , mechanism, keyh,
secret key template,
sizeof (secret key template)/sizeof(CK_ATTRIBUTE) ,
NULL PTR) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}

attr.type = CKA VALUE;

attr .pValue = value;

attr.ulValueLen = sizeof(value);

rc funcs—C _GetAttributeValue (sess ,

.hClientMacSecret , &attr, 1)

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

gH

)

}

len = attr.ulValueLen;

printf("ClientMacSecret 3411-94:\n");
print _hex(value, len);
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CHECK(value, len, ClientMacSecret 94);

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc funcs—C _GetAttributeValue (sess
.hServerMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

)

g

)

}

len = attr.ulValueLen;

printf("ServerMacSecret 3411-94:\n");
print _hex(value, len);
CHECK(value, len, ServerMacSecret 94);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

re funcs—C _GetAttributeValue (sess ,

.hClientKey , &attr, 1);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

EH

}

len = attr.ulValueLen;

printf("ClientKey 3411-94:\n");
print _hex(value, len);
CHECK(value , len, ClientKey 94);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

re funcs—C GetAttributeValue (sess ,

.hServerKey , &attr, 1);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValuelLen;

gH

printf("ServerKey 3411-94:\n");
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print hex(value, len);
CHECK(value , len, ServerKey 94);

memcpy (value , IVClient, 8);
memcpy ( value + 8, IVServer, 8);
len = 16;

printf("IVClient & IVServer 3411-94:\n");
print _hex(value, len);
CHECK(value, len, IVs 94);

rc = funcs—C DestroyObject (sess , km.hClientMacSecret);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C_DestroyObject (sess , km.hServerMacSecret);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C_DestroyObject (sess , km.hClientKey) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C DestroyObject (sess , km.hServerKey);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

params _gost.pHashParamsOid = oid 3411 2012 256;
params gost.ulHashParamsOidLen = sizeof(oid 3411 2012 256);

rc = funcs—C_ DeriveKey(sess , mechanism, keyh,
secret _key template
sizeof (secret key template)/sizeof(CK ATTRIBUTE) ,
NULL_PTR) ;

if (rc != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

¥
attr.type = CKA VALUE;
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attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C GetAttributeValue (sess ,
km. hClientMacSecret , &attr, 1)
if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

9

}

len = attr.ulValuelLen;

printf("ClientMacSecret 3411-2012 (256):\n");
print hex(value, len);
CHECK(value, len, ClientMacSecret 2012 256);

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C _GetAttributeValue (sess ,
km. hServerMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

)

}

len = attr.ulValueLen;

printf("ServerMacSecret 3411-2012 (256):\n");
print hex(value, len);
CHECK(value, len, ServerMacSecret 2012 256);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C_GetAttributeValue (sess ,

km. hClientKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ClientKey 3411-2012 (256):\n");
print _hex(value, len);
CHECK(value, len, ClientKey 2012 256);
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attr.type = CKA VALUE;

attr .pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C_GetAttributeValue (sess ,

km. hServerKey , &attr, 1);

if (rc != CKR _OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ServerKey 3411-2012 (256) :\n");
print _hex(value, len);
CHECK(value, len, ServerKey 2012 256);

memcpy (value , IVClient, 8);
memcpy (value + 8, IVServer, 8);
len = 16;

printf("IVClient & IVServer 3411-2012 (256) :\n");
print hex(value, len);
CHECK(value, len, IVs 2012 256);

rc = funcs—C_DestroyObject (sess , km.hClientMacSecret ) ;

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—C _ DestroyObject (sess , km.hServerMacSecret);

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

}

rc = funcs—C _ DestroyObject (sess , km.hClientKey);

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs—>C_DestroyObject (sess , km.hServerKey)

if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}
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params gost.pHashParamsOid = oid 3411 2012 512;
params _gost.ulHashParamsOidLen = sizeof(oid 3411 2012 512);

rc = funcs—C _ DeriveKey(sess , mechanism, keyh,
secret key template,
sizeof (secret key template)/sizeof (CK_ATTRIBUTE) ,
NULL_PTR) ;
if (re != CKR OK) {
fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;
}
attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc funcs—C _GetAttributeValue (sess
.hClientMacSecret , &attr, 1)
if (rec != CKR _OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

)

g

)

}

len = attr.ulValueLen;

printf("ClientMacSecret 3411-2012 (512) :\n");
print _hex(value, len);
CHECK(value, len, ClientMacSecret 2012 512);

attr.type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
rc = funcs—C_GetAttributeValue (sess
km. hServerMacSecret , &attr, 1)
if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

)

9

printf("ServerMacSecret 3411-2012 (512) :\n");
print _hex(value, len);
CHECK(value, len, ServerMacSecret 2012 512);

attr . type = CKA VALUE;
attr.pValue = value;
attr.ulValueLen = sizeof(value);
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rc = funcs—C _GetAttributeValue(sess ,
km. hClientKey , &attr, 1);

if (rc !'= CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValueLen;

printf("ClientKey 3411-2012 (512):\n");
print _hex(value, len);
CHECK(value , len, ClientKey 2012 512);

attr.type = CKA VALUE;

attr.pValue = value;

attr.ulValueLen = sizeof(value);

rc = funcs—C GetAttributeValue (sess,

km. hServerKey , &attr, 1);

if (rc != CKR OK) {
fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValuelLen;

printf("ServerKey 3411-2012 (512):\n");
print hex(value, len);
CHECK(value, len, ServerKey 2012 512);

memcpy (value , IVClient , 8);
memcpy (value + 8, IVServer, 8);
len = 16;

printf(“IVClient & IVServer 3411-2012 (512):\n");
print _hex(value, len);

CHECK(value, len, IVs 2012 512);

rc = funcs—C DestroyObject (sess , km.hClientMacSecret);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;
}
rc = funcs—C _DestroyObject (sess , km.hServerMacSecret);
if (rc != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;
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}

rc = funcs—C_DestroyObject (sess , km.hClientKey)

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—>C_DestroyObject (sess , km.hServerKey)

if (re != CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs—C_DestroyObject (sess , keyh);

if (rc !'= CKR OK) {
fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

3.3.19 Ncnonb3oBaHne HECKOJ/IbKNX NOTOKOB

B nporpamme threadmkobj.c mpoussogurcs Ber3oB dyukimit PKCS#11 us Heckoabkux
ITOTOKOB.

Ob6parure BHUMAHUE, UTO NPU WHUNMAIU3ANAN OUOJIMOTEKH B apryMeHTe (DYHKIUH
C_Initialize (BHyTpu dyHKIMH init) HpuIoKeHneM nepearoTcs ajapeca GOyHKIui, uc-
[TOJIb3YEMBIX B OUOInOTEKE [1J1s1 OJIOKUPOBKY TOTOKOB. COIVIACHO CTAHIAPTY, JOIYCKAETCS
UCIIOJIb30BaHne OJIOKUPOBOYHBIX (DYHKIIHI MpuIokeHus win oubsmorexku. Eciau 61 npu-
JIOXKEeHHe paboTaso ¢ 6ubaInoTeKoil B 0lHOM mOTOKe, TO pyHKImMIO C_Initialize Hy»KHO
6b1710 ObI BBI3BIBATE ¢ aprymenToM NULL, Kak 3T0 jeaercst B OOJIBITMHCTBE TECTOBBIX
[IPUMEPOB.

JIuctuar 3.31: treadmkobj.c

#include "test_common.h"

// KoamdecTBo mpumBaTHbIX 006BHEKTOB Ha TOKEHE HE JOJLKHO IIPEBBLINATH
256,

// KoamdecTBO NMyOJMYIHBIX O0OBEKTOB Ha TOKEHE TOXKE HE JOJLKHO IID € BbIII
aTh 256,

// KOIM4YecTBO OJHOBPEMEHHO OTKPBITBIX CECCHUI He JOJDKHO IIP€BbIATH
256,

// a KOJMYeCTBO 3allyCKaeMblX MOTOKOB OTIPAHUYEHO ONEPAIMOHHONW CHUCT
€eMOTi ,
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// mosTomy 3ajaBaThb 3/€Chb IIPOU3BOJbLHO OOJIbIME 3HAYEHHUS HE DEKOME
HIyeTCs .

#define THREADCNT 4 // koqu4ecTBO NHOTOKOB (MaKCHMyM 3aBHCHUT OT C
U CTeMBI)

#define NUMSESS 3 // koaumyecTBO ceccuii B moToke

#define NUMOBJ 5 // makcumajbHOE KOJHIE€CTBO 0OBEKTOB B CeCCHHI

CK_RV
open_session _and_login( CK_SLOT ID SlotID )

{

CK FLAGS flags ;
CK_SESSION HANDLE h session;
CK_RV rc;

CK BYTE ltrue = TRUE;

flags = CKF SERIAL SESSION | CKF RW_SESSION;
rc = funcs—C_OpenSession (
SlotID , flags , NULL, NULL, &h session );

rc = funcs—C _ Login( h_session, CKU_ USER,
user pin, strlen (user pin) );

return rc;

}

int create token objects( int id, int is )

{

CK_FLAGS flags;

CK_SESSION HANDLE h session;

CK_RV rc;

CK_BYTE ltrue = TRUE;

CK _BYTE Ifalse = FALSE;

CK_OBJECT _CLASS data class = CKO_DATA;

CK_UTF8CHAR label [32];

CK CHAR app|[|] = "ls_hwll_library";

CK_BYTE data value []
— "AaBbCcDdEeFfGgHhIiJjKkL1MmNnOoPpQqRrSsTtUuVvWwXxYyZz";

CK_ ATTRIBUTE data attribs || =

{
{CKA_CLASS, &data class, sizeof(data class)},
{CKA_APPLICATION, app, strlen (app)+1},
{CKA_TOKEN, &ltrue sizeof (ltrue)},
{CKA_ VALUE, &data value, sizeof(data value)},
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{CKA_PRIVATE, &lfalse , sizeof (1false)}

};
CK_ATTRIBUTE label attribs|[] =

{

{CKA LABEL, label, 0},
}s
CK_OBJECT HANDLE  obj list [NUMOBIJ];
CK_ULONG i = 0;

CK _ULONG count = NUMOBJ;

flags = CKF_ SERIAL SESSION | CKF RW_SESSION;
rc = funcs—C_OpenSession (

SlotId , flags , NULL, NULL, &h session );
if (rc !'= CKR OK) {

show error (" C_OpenSession", rc );

goto done;

}

fprintf(stderr, "Thread %d: Session %d opened\n", id, is);

// B Kakmoit cecCHE Mbl BBIIOJHSIEM ONEpAIUU CO3JTaHU,

// MonubHKAIUK U yHHYTOKEHUs CJIydailHOTO KOJHIECTBA

// 06beKTOB TOKeHa, 4TOOB CO3JaTb KOHKYPEHTHYIO 00CTaHOBKY
// MexIy mOTOKaMH.

rc = funcs—C GenerateRandom (h session ,
(CK_BYTE x*)&count, sizeof(count));

if (rc !'= CKR OK) {
show error (" C_GenerateRandom", rc );
goto done;

}
count = count % NUMOBJ + 1;

for (i=0; i<count; i++) {
rc = funcs—C CreateObject( h_session,
data attribs, sizeof(data attribs)/sizeof (CK_ ATTRIBUTE) ,
&obj list[i] );
if (rc != CKR OK) {
show error(" C_CreateObject", rc );
goto done;

}

sprintf(label , "data_%d_%d_%d", id, is, i+1);
label attribs [0].ulValueLen = strlen (label)+1;
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rc = funcs—C_ SetAttributeValue( h_ session, obj list[i],
label attribs, sizeof(label attribs)/sizeof(CK ATTRIBUTE))
if (rc != CKR OK) {
show error(" C_SetAttributeValue", rc );
goto done;

}

fprintf(stderr, "Object %s created\n", label);

¥

fprintf(stderr
"Thread %d: %d objects of session %d created\n",
id, count, is);

for (i=0; i<count; i++) {
rc = funcs—C DestroyObject( h session, obj list[i] );
if (rc != CKR OK) {
show error(" C_DestroyObject", rc );
goto done;
}
sprintf (label , "data_%d_%d_%d", id, is, i+1);
fprintf(stderr, "Object %s destroyed\n", label);
}
fprintf(stderr
"Thread %d: %d objects of %d destroyed\n",
id, count, is);

done:
funcs—C _CloseSession( h_session );
fprintf(stderr, "Session %d closed\n", id);

return rc;

}

Hifdef WIN32

DWORD WINAPI

#else

int

#endif

thread func(void =xthid)
{

int i=0;
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CK RV rv = CKR OK;
int id = x(int =x)thid;

fprintf(stderr, "thread_func %d started\n", id);
while (i++ < NUMSESS) {
fprintf(stderr
"create_token_objects %d, session %d\n", id, i);
rv = create token objects(id, 1i);
if (rv != CKR OK) {
fprintf(stderr
"create_token_objects %d, session %d failed\n",
id, 1);
break;
}
fprintf(stderr
"create_token_objects %d, session %d finished\n",
id, i);
}

fprintf(stderr, "thread_func %d finished\n", id);
return rv;

}

int
main( int argc, char sxargv )
int i, rc;

H#ifdef WIN32

HANDLE id [THREADCNT| ;
DWORD rv ;
#else
pthread t id [THREADCNT ;
#endif

int thid [THREADCNT];

for (i=1; i < argc; i++) {

if (strecmp(argv|i], "-api") =— 0) {
14+
api_path = argv|i];

} else if (strcmp(argv|[i]|, "-user_pin") =— 0) {
1++;
user pin = argv|i];

} else if (stremp(argv|[i], "-h") = 0) {
printf(
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"usage: %s [-api <path>][-user_pin <PIN>] [-h]l\n\n",
argv [0] );
return 0;
}
}

fprintf(stderr, "==>> init...\n");
// Use PKCS#11 library native multithreading locks.
rc = init (api_path, &funcs, pinit args os_ locking);
// Use application—supplied multithreading callbacks for
locking .
//rc = init (api_ path, &funcs, pinit args app locking);
if (rc != CKR OK) {
fprintf(stderr, "==>> init failed\n\n");
return rc;

}

fprintf(stderr, "==>> init Ok\n\n");
fprintf(stderr, "==>> get_slot_list...\n");
rc = get slot list (funcs,

&SlotList

&SlotCount ) ;

if (rc !'= CKR OK) {
fprintf(stderr
"==>> get_slot_list failed, rc = Ox)x\n\n", rc );
return rc;

}

fprintf(stderr, "==>> get_slot_list Ok\n\n");
fprintf(stderr, "==>> find_slot_with_token...\n");
rc = find slot with token (funcs,

SlotList ,

SlotCount ,

&Slotld);

if (rc != CKR OK) {
fprintf (stderr
"==>> find_slot_with_token failed, rc = Ox%x\n\n",
rc );
return rc;

}

fprintf(stderr, "==>> find_slot_with_token Ok\n\n");

rc = open_session and login(Slotld);
if (rc != CKR OK) {
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fprintf (stderr

"==>> open_session_and_login failed, rc = Ox%x\n\n",
rc );
return rc;
¥
fprintf(stderr, "==>> open_session_and_login Ok\n\n");

for (i=0;i<THREADCNT; i++){

thid [i] = i+1;

fprintf(stderr, "Creating thread %d \n", thid[i]);

sifdef WIN32
id[i] = CreateThread (NULL, 0,

(LPTHREAD START ROUTINE) thread func,

(void #)&(thid[i]), 0, NULL);
#else
pthread create(&id|[i],NULL,

(void* (%) (void x*))thread func,(void x*)&(thid[i]));
Hendif
}

fprintf(stderr, "Waiting for all application threads\n");
#ifdef WIN32
rv = WaitForMultipleObjects (THREADCNT, id, TRUE, INFINITE);
if (rv = WAIT TIMEOUT) {
fprintf(stderr, "Stop waiting by timeout\n");
} else {
fprintf(stderr, "All threads completed\n");
¥
#else
for (i=0; i<THREADCNT; i++){
if (thid[i]) {
printf("Joining thread %1d\n", thid[i]);
pthread join(id[i],NULL);
thid[i] = 0;
}

}
#endif

fprintf(stderr

"Finalizing library...\n");
funcs—C _Finalize (NULL) ;
fprintf(stderr, "SUCCESS\n");
return O0;

}
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4 JlnueH3unn

4.1 Jlnuensua gnsa BigDigits

B 6ubamorexe 1s11sw2012 ucnosbayercs 6ubsmoreka BigDigits [?7?] kommanuu DI Management
Servies Pty Limited B coorBeTcTBHE C IPHUBEIEHHON HUXKE JIUICH3UEH.

This source code is part of the BIGDIGITS multiple-precision arithmetic library Ver-
sion 2.2 originally written by David Ireland, copyright (c¢) 2001-13 D.I. Management
Services Pty Limited, all rights reserved. You are permitted to use compiled versions of
this code at no charge as part of your own executable files and to distribute unlimited
copies of such executable files for any purposes including commercial ones provided you
agree to these terms and conditions and keep the copyright notices intact in the source
code and you ensure that the following characters remain in any object or executable
files you distribute AND clearly in any accompanying documentation:

”Contains BIGDIGITS multiple-precision arithmetic code originally written by David
Ireland, copyright (c) 2001-13 by D.I. Management Services Pty Limited
(www.di-mgt.com.au), and is used with permission.”

David Ireland and DI Management Services Pty Limited make no representations
concerning either the merchantability of this software or the suitability of this software
for any particular purpose. It is provided ”as is” without express or implied warranty of
any kind. Our liability will be limited exclusively to the refund of the money you paid
us for the software, namely nothing. By using the software you expressly agree to such
a waiver. If you do not agree to the terms, do not use the software.
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5 Ccbinkn

10.

. Odunmasnsusiit caiir OO0 "JIMCCU-Codr". - http://http://soft.lissi.ru//.

. Odurmanpuerii caiir Texamaeckoro komurera no crangaprusamun (TK 26) "Kpunro-

rpacduueckast 3amura nadopmaruu". - https://wuw.tc26.ru.

I'OCT 28147-89. Cucrembl 06paboTKy HHGMOPMAIMHI. 3AIMATa KPUITOrpaduaeckas.
AutropuT™ KpHUIITOrpaduIeckoro mpeobpasoBaHmst. —
http://protect.gost.ru/document.aspx?control=74&1d=139177.

. TOCT P 34.10-2001. Uudopmanmonnas texunosorus. Kpunrorpadudeckas 3ammra

nndopmaruu. [Iponeccor popMupoBanms u NPOBEPKU JIEKTPOHHON 1udpoBOil 1101~
[UACH. —
http://protect.gost.ru/document.aspx?control=7&id=131131.

. T'OCT P 34.10-2012. Nudopmamnmonnas texunosiorust. Kpunrorpadudeckas 3ammra

nudopmaruu. [Iporeccor popMupoBanmns U MPOBEPKHU JIEKTPOHHOH 1mudpoBoil 11011~
nucu. — Mocksa, Crangaprundopm, 2012.

I'OCT P 34.11-94. udopmarmontast TexHosiorust. Kpunrorpaduieckasl 3aluTa nH-
dopmarun. OyHKIMSA XEIMUPOBAHUS. —
http://protect.gost.ru/document .aspx?control=7&id=134550.

I'OCT P 34.11-2012. Uudopmanumonnas texnosorusi. Kpunrorpadgudeckas: 3ammra
nudopmarun. Oyuxnus xemuposanusi. — Mocksa, Crangapruadgopm, 2012.

RFC 4357. V. Popov, 1. Kurepkin, S. Leontiev. Additional Cryptographic Algorithms
for Use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001, and GOST R
34.11-94 Algorithms. — CRYPTO-PRO, January 2006. —
http://www.ietf.org/rfc/rfc4357.txt.

RFC 4490. S. Leontiev, Ed., G. Chudov, Ed. Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic
Message Syntax (CMS). — CRYPTO-PRO, May 2006. —
http://tools.ietf.org/html/rfc4490.

Meromuaeckue peKOMEHIAINN 10 33JJAHUIO Y3JI0B 3aMEHBI OJIOKA IOJICTAHOBKH aJIro-
purma mudposanus I'OCT 28147-89 (rorosurcs Kk mybuukanuu). — Mocksa, TK 26,
2013.
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11.

12.

13.

14.

15.

16.

17.

18.

Merouieckre peKOMEHIAIMN 10 3a/aHUI0 11aPAMETPOB SJUIMITUYECKUX KPHUBBIX B
coorBercrBun ¢ I'OCT P 34.10-2012 (rorosurcs K mybsmkarun). — Mocksa, TK 26,
2013.

MeTtonuvueckue peKOMEHIAIINN 10 KPUITOTPApUIECKIM AJTOPUTMAaM, COILYTCTBYIO-
muM npumenenuio crangaptos [OCT P 34.10-2012 u 'OCT P 34.11-2012 (roroBurcs
K my6smkanun). — Mocksa, TK 26, 2013.

[Taposibaast 3ammura ¢ ucnosb3opanueM ajgroputMoB ['OCT. donosinenusi k PKCS#5
(roroBurcs K mybsumkanuu). — Mocksa, TK 26, 2013.

Pacmmpenne PKCS#11 jist ncIob30BaHusl POCCURCKUX KPUITOIPAMDUIECKHUX aJIro-
purmoB. — Texandecknit komurer 1o crangaprusanyn (TK 26) "Kpunrorpaduaeckas
zamura nadopmaruu". — Mocksa, TK 26, 2008.

Pacmupenne PKCS#11 mist ucnionb3oBanust poccuiickux crangapros ['OCT P 34.10-
2012 u TOCT P 34.11-2012 (roroBurcst K myGuukanum). — TeXHUIECKUH KOMUTET 110
crangaprusaiun (TK 26) "Kpunrorpaduueckas samura nndopmarmn". — Mocksa,
TK 26, 2013.

PKCS#11 v2.30: Cryptographic Token Interface Standard. - RSA Laboratories, 2009.
- http://www.rsa.com/rsalabs/node.asp?id=2133.

BigDigits multiple-precision arithmetic source code. -
http://www.di-mgt.com.au/bigdigits.html.

Kpoccnardopmennas cbopounas cucrema CMake. - http://www.cmake.org/.
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