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Ãëàâà 1. Ââåäåíèå

1 Ââåäåíèå

LS11SW2016 ÿâëÿåòñÿ ïðîãðàììíîé ðåàëèçàöèåé ñòàíäàðòà PKCS#11 API [10],
äîïîëíåííîãî ïîääåðæêîé ðîññèéñêèõ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ â ñîîòâåò-
ñòâèè ñî ñïåöèôèêàöèÿìè, âûðàáîòàííûìè Òåõíè÷åñêèì êîìèòåòîì ïî ñòàíäàðòè-
çàöèè (ÒÊ 26) "Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè" [2, 11]. Íà÷èíàÿ ñ âåðñèè
6.0, LS11SW2016 ïîääåðæèâàåò àëãîðèòìû ÃÎÑÒ Ð 34.10-2012, ÃÎÑÒ Ð 34.11-2012,
ÃÎÑÒ Ð 34.12-2015 è ÃÎÑÒ Ð 34.13-2015, à òàêæå ñîïóòñòâóþùèå àëãîðèòìû è ïà-
ðàìåòðû, îïðåäåëåííûå ðóêîâîäÿùèìè äîêóìåíòàìè ÒÊ 26.
Ïîääåðæêà àëãîðèòìîâ ðîññèéñêîé êðèïòîãðàôèè â LS11SW2016 îñóùåñòâëÿåò-

ñÿ áèáëèîòåêîé ñ èíòåðôåéñîì PKCS#11. LS11SW2016 ïîçâîëÿåò ðàáîòàòü òîëüêî
ñ îäíèì ïðîãðàììíûì òîêåíîì, êîòîðûé ðàñïîëàãàåòñÿ â ïðåäîïðåäåëåííîì ìåñòå
ôàéëîâîé ñèñòåìû ïîëüçîâàòåëÿ.

1.1 Îáçîð àðõèòåêòóðû

LS11SW2016 ïðåäîñòàâëÿåò áèáëèîòåêó PKCS#11, äèíàìè÷åñêè ïîäêëþ÷àåìóþ
ïðèëîæåíèåì. Ïðè èíèöèàëèçàöèè áèáëèîòåêè ñîçäàåòñÿ åäèíñòâåííûé ñëîò äëÿ
ïîäêëþ÷åíèÿ óæå ñîçäàííîãî ïðîãðàììíîãî òîêåíà ñî çíà÷åíèåì slot ID, ðàâíûì 0.
Ïðîãðàììíûé òîêåí ñîçäàåòñÿ â ôàéëîâîé ñèñòåìå ïîëüçîâàòåëÿ óòèëèòîé create_sw_token.
LS11SW2016 API âêëþ÷àåò ôóíêöèè, îïèñàííûå â ñïåöèôèêàöèè PKCS#11 API

[10], c ó÷åòîì ðàñøèðåíèÿ àëãîðèòìàìè ðîññèéñêîé êðèïòîãðàôèè [11, 12, 13].

1.2 Ñèñòåìíûå òðåáîâàíèÿ

LS11SW2016 ðåàëèçîâàíà êðîññ-ïëàòôîðìåííûì îáðàçîì, òàê ÷òî îíà, â ïðèíöè-
ïå, ìîæåò áûòü ïîðòèðîâàíà â ëþáóþ îïåðàöèîííóþ ñèñòåìó, ãäå ïîääåðæèâàåòñÿ
ÿçûê Ñè. Òåêóùàÿ âåðñèÿ ðàáîòàåò â îïåðàöèîííûõ ñèñòåìàõ Windows, Linux è Mac
OS X íà 32-õ è 64-õ ðàçðÿäíûõ ïëàòôîðìàõ. Èìååòñÿ òàêæå âàðèàíò áèáëèîòåêè
äëÿ ìîáèëüíûõ óñòðîéñòâ ñ îïåðàöèîííîé ñèñòåìîé Android.

1.3 Îñîáåííîñòè ðåàëèçàöèè

Â LS11SW2016 ïîääåðæèâàþòñÿ âñå ðîññèéñêèå êðèïòîãðàôè÷åñêèå ìåõàíèçìû,
îïðåäåëåííûå â [11, 12, 13]. Âñå êðèïòîãðàôè÷åñêèå ìåõàíèçìû ïîääåðæèâàþòñÿ
áèáëèîòåêîé ïðîãðàììíî. Êðîìå òîãî, áèáëèîòåêà ïîçâîëÿåò ðàáîòàòü ñ âðåìåííûìè
ñåññèîííûìè îáúåêòàìè äëÿ âñåõ ïîääåðæèâàåìûõ ìåõàíèçìîâ.
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Ãëàâà 1. Ââåäåíèå 1.3. Îñîáåííîñòè ðåàëèçàöèè

Â èíòåðåñàõ ïîääåðæêè ðîññèéñêîé ðåàëèçàöèè ñòàíäàðòà PKCS#12 äîïîëíèòåëü-
íî ðåàëèçîâàíû íåêîòîðûå äîïîëíèòåëüíûå ìåõàíèçìû. Íàïðèìåð, äîáàâëåí ìåõà-
íèçì CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, èñïîëüçóåìûé äëÿ ãåíåðàöèè êëþ-
÷à íà ïàðîëå ïðè âûðàáîòêå è ïðîâåðêå äàéäæåñòà õðàíèëèùà. Äîáàâëåí ìåõàíèçì
CKM_GOST28147_PKCS8_KEY_WRAP äëÿ óïàêîâêè è ðàñïàêîâêè çàêðûòîãî êëþ÷à ÃÎÑÒ
Ð 34.10-2001 ïî ñòàíäàðòó PKCS#8 ñ ïîìîùüþ øèôðîâàíèÿ ñåêðåòíûì êëþ÷îì, ãå-
íåðèðóåìîì íà ïàðîëå ìåõàíèçìîì CKM_PKCS5_PBKD2. Ñ ïîðÿäêîì èñïîëüçîâàíèÿ
âñåõ ìåõàíèçìîâ áèáëèîòåêè ìîæíî îçíàêîìèòüñÿ â òåñòîâîì ïðîåêòå ls11sw_sdk,
êîòîðûé ìîæíî ñêà÷àòü ñ ñàéòà ÎÎÎ "ËÈÑÑÈ-Ñîôò".
Åñëè ïðè ãåíåðàöèè êëþ÷åâîé ïàðû â øàáëîíå çàêðûòîãî êëþ÷à íå áûë çàäàí

àòðèáóò CKA_ID, òî îí àâòîìàòè÷åñêè óñòàíàâëèâàåòñÿ ðàâíûì SHA-1 îò çíà÷åíèÿ
îòêðûòîãî êëþ÷à â ñîîòâåòñòâèè ñ ìèðîâîé ïðàêòèêîé. Òàêîé ñïîñîá ïîçâîëÿåò óñòà-
íîâèòü ñâÿçü ìåæäó îáúåêòàìè êëþ÷åâîé ïàðû íà òîêåíå.
Ôóíêöèè ãåíåðàöèè ñëó÷àéíûõ ÷èñåë ïîääåðæèâàþòñÿ âñòðîåííûì â áèáëèîòåêó

êðèïòîãðàôè÷åñêèì ãåíåðàòîðîì. Áèáëèîòåêà èñïîëüçóåò íà÷àëüíîå çíà÷åíèå äëÿ
èíèöèàëèçàöèè ãåíåðàòîðà (40 áàéòîâ) èç ïðåäîïðåäåëåííîãî ôàéëà prng_start.bin,
êîòîðûé ðàñïîëàãàåòñÿ â ïàïêå ïðîãðàììíîãî òîêåíà. Ïóòü ê ïàïêå ïðîãðàììíîãî
òîêåíà:

â Windows:

%USERPROFILE%\.LS11SW2016

â Linux:

$HOME/.LS11SW2016

Ïðîãðàììíûé òîêåí ñ ôàéëîì prng_start.bin ñîçäàåòñÿ ñïåöèàëüíîé óòèëèòîé êî-
ìàíäíîé ñòðîêè create_sw_token, ïîýòîìó îíà çàïóñêàåòñÿ èç èíñòàëëÿòîðà. Ñîäåð-
æèìîå äàííîãî ôàéëà èçìåíÿåòñÿ ïðè êàæäîé èíèöèàëèçàöèè áèáëèîòåêè ôóíêöèåé
C_Initialize(), ïîýòîìó ïðè ñëåäóþùåì çàïóñêå ëþáîãî ïðèëîæåíèÿ, èñïîëüçóþ-
ùåãî áèáëèîòåêó, ÄÑ× áóäåò èíèöèàëèçèðîâàí äðóãèì çíà÷åíèåì.
Áèáëèîòåêà ïîääåðæèâàåò ðàáîòó èç íåñêîëüêèõ ïîòîêîâ, îäíàêî ïî ñòàíäàðòó

íåëüçÿ èñïîëüçîâàòü îäíó è òó æå ñåññèþ èç ðàçíûõ ïîòîêîâ.
Êîëè÷åñòâî îäíîâðåìåííî îòêðûòûõ ñåññèé â ïðèëîæåíèè íå äîëæíî ïðåâûøàòü

256.
Ñîçäàíèå è ëèöåíçèðîâàíèå òîêåíà ïðîèçâîäèòñÿ ÷åðåç web-èíòåðôåéñ íà ñàéòå

"ËÈÑÑÈ-Ñîôò"[1]. Ïîñëå ëèöåíçèðîâàíèÿ íà òîêåíå íóæíî óñòàíîâèòü ìåòêó è PIN
ïîëüçîâàòåëÿ. Åãî äàëüíåéøóþ èíèöèàëèçàöèþ ñ ïðèñâîåíèåì ìåòêè è óñòàíîâêó
PIN ìîæíî âûïîëíèòü ëèáî óòèëèòîé p11conf, ëèáî ïðîãðàììíî.
Ïðîãðàììíûé òîêåí ñ÷èòàåòñÿ íå èçâëåêàåìûì, ïîýòîìó íèêàêèå ñîáûòèÿ íà ñëî-

òå áèáëèîòåêîé íå ðåãèñòðèðóþòñÿ.
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Ãëàâà 2. Îñíîâíûå ñâåäåíèÿ

2 Îñíîâíûå ñâåäåíèÿ

2.1 Ñîñòàâ è ñòðóêòóðà

Â ñîñòàâ èíñòàëëÿòîðà LS11SW2016 âõîäÿò:

• Áèáëèîòåêà PKCS#11 ls11sw2016

• Óòèëèòà ñîçäàíèÿ ïðîãðàììíîãî òîêåíà create_sw_token

• Óòèëèòà ñîçäàíèÿ ôàéëà çàïðîñà íà ëèöåíçèþ create_user_license_request

• Óòèëèòà ïðîâåðêè ñîñòîÿíèÿ ëèöåíçèîííîãî ôàéëà verify_token_license

• Óòèëèòà êîíôèãóðèðîâàíèÿ òîêåíà p11conf.

Äàííîå Ðóêîâîäñòâî ïðîãðàììèñòà è SDK ñ òåñòîâûìè ïðèìåðàìè ìîæíî ñêà÷àòü
îòäåëüíî ñ ñàéòà ÎÎÎ "ËÈÑÑÈ-Ñîôò".
Èìåíà ôàéëîâ äèíàìè÷åñêèõ áèáëèîòåê è âûïîëíÿåìûõ ôàéëîâ â ðàçíûõ îïåðà-

öèîííûõ ñèñòåìàõ îòëè÷àþòñÿ. Íàïðèìåð, âWindows èìÿ ôàéëà áèáëèîòåêè ls11sw2016
- ls11sw2016.dll, â Linux - libls11sw2016.so, â Mac OS X - libls11sw2016.dylib. Ýòî îò-
ëè÷èå íóæíî ó÷èòûâàòü ïðè çàãðóçêå áèáëèîòåêè èç ïðèêëàäíîé ïðîãðàììû. Íà-
ïðèìåð, âûïîëíÿåìûé ôàéë óòèëèòû p11conf â Windows íàçûâàåòñÿ p11conf.exe, à
â Linux è Mac OS X - ïðîñòî p11conf.

2.1.1 Áèáëèîòåêà ls11sw2016

Áèáëèîòåêà PKCS#11 API ls11sw2016 äîëæíà áûòü çàãðóæåíà ïðèêëàäíîé ïðî-
ãðàììîé äèíàìè÷åñêè, ïîñëå ÷åãî èç íåå èçâëåêàåòñÿ ñïèñîê ôóíêöèé PKCS#11.
Çàòåì âûçûâàåòñÿ ôóíêöèÿ C_Initialize, ñ êîòîðîé íà÷èíàåòñÿ ðàáîòà ñ áèáëèî-

òåêîé ïî ñòàíäàðòó PKCS#11.

2.1.2 Ïîääåðæèâàåìûå òèïû îáúåêòîâ

Ïðîãðàììíûé òîêåí LS11SW2016 â ñëîòå 0 ìîæåò õðàíèòü îáúåêòû êëþ÷åâîé ïà-
ðû (CKO_PRIVATE_KEY, CKO_PUBLIC_KEY) òèïà CKK_GOSTR3410 èëè CKK_GOSTR3410_512,
îáúåêòû ñåðòèôèêàòîâ CKO_CERTIFICATE òèïà X.509, îáúåêòû äàííûõ CKO_DATA, êëþ-
÷è äëÿ ñèììåòðè÷íîãî øèôðîâàíèÿ è õåøèðîâàíèÿ, à òàêæå ïàðàìåòðû äîìåíà.
Íà òîì æå íóëåâîì ñëîòå ìîãóò áûòü ñîçäàíû âðåìåííûå ñåññèîííûå îáúåêòû

ïåðå÷èñëåííûõ òèïîâ.
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Ãëàâà 2. Îñíîâíûå ñâåäåíèÿ 2.1. Ñîñòàâ è ñòðóêòóðà

2.1.3 Ïîääåðæèâàåìûå ìåõàíèçìû

LS11SW2016 ïîääåðæèâàåò ñëåäóþùèå ìåõàíèçìû PKCS#11:

CKM_GOSTR3410_KEY_PAIR_GEN (0x1200)

CKM_GOSTR3410_512_KEY_PAIR_GEN (0xD4321005)

CKM_GOSTR3410 (0x1201)

CKM_GOSTR3410_512 (0xD4321006)

CKM_GOSTR3410_WITH_GOSTR3411 (0x1202)

CKM_GOSTR3410_WITH_GOSTR3411_12_256 (0xD4321008)

CKM_GOSTR3410_WITH_GOSTR3411_12_512 (0xD4321009)

CKM_GOSTR3410_DERIVE (0x1204)

CKM_GOSTR3410_12_DERIVE (0xD4321007)

CKM_GOSTR3410_2012_VKO_256 (0xD4321045)

CKM_GOSTR3410_2012_VKO_512 (0xD4321046)

CKM_KDF_4357 (0xD4321025)

CKM_KDF_GOSTR3411_2012_256 (0xD4321026)

CKM_KDF_TREE_GOSTR3411_2012_256 (0xD4321044)

CKM_GOSTR3410_KEY_WRAP (0x1203)

CKM_GOSTR3410_PUBLIC_KEY_DERIVE (0xD432100A)

CKM_LISSI_GOSTR3410_PUBLIC_KEY_DERIVE (0xD4321037)

CKM_GOST_GENERIC_SECRET_KEY_GEN (0xD4321049)

CKM_GOST_CIPHER_KEY_GEN (0xD4321048)

CKM_GOST_CIPHER_ECB (0xD4321050)

CKM_GOST_CIPHER_CBC (0xD4321051)

CKM_GOST_CIPHER_CTR (0xD4321052)

CKM_GOST_CIPHER_OFB (0xD4321053)

CKM_GOST_CIPHER_CFB (0xD4321054)

CKM_GOST_CIPHER_OMAC (0xD4321055)

CKM_GOST_CIPHER_KEY_WRAP (0xD4321059)

CKM_GOST_CIPHER_ACPKM_CTR (0xD4321057)

CKM_GOST_CIPHER_ACPKM_OMAC (0xD4321058)

CKM_GOST28147_KEY_GEN (0x1220)

CKM_GOST28147 (0x1222)

CKM_GOST28147_KEY_WRAP (0x1224)

CKM_GOST28147_PKCS8_KEY_WRAP (0xD4321036)

CKM_GOST_CIPHER_PKCS8_KEY_WRAP (0xD432105A)

CKM_GOST28147_ECB (0x1221)

CKM_GOST28147_CNT (0xD4321825)

CKM_GOST28147_MAC (0x1223)

CKM_KUZNYECHIK_KEY_GEN (0xD4321019)

CKM_KUZNYECHIK_ECB (0xD432101A)

CKM_KUZNYECHIK_CBC (0xD432101E)

CKM_KUZNYECHIK_CTR (0xD432101B)

CKM_KUZNYECHIK_OFB (0xD432101D)
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Ãëàâà 2. Îñíîâíûå ñâåäåíèÿ 2.2. Óñòàíîâêà

CKM_KUZNYECHIK_CFB (0xD432101C)

CKM_KUZNYECHIK_OMAC (0xD432101F)

CKM_KUZNYECHIK_KEY_WRAP (0xD4321028)

CKM_KUZNYECHIK_ACPKM_CTR (0xD4321042)

CKM_KUZNYECHIK_ACPKM_OMAC (0xD4321043)

CKM_MAGMA_KEY_GEN (0xD432102A)

CKM_MAGMA_ECB (0xD4321018)

CKM_MAGMA_CBC (0xD4321023)

CKM_MAGMA_CTR (0xD4321020)

CKM_MAGMA_OFB (0xD4321022)

CKM_MAGMA_CFB (0xD4321021)

CKM_MAGMA_OMAC (0xD4321024)

CKM_MAGMA_KEY_WRAP (0xD4321029)

CKM_MAGMA_ACPKM_CTR (0xD4321040)

CKM_MAGMA_ACPKM_OMAC (0xD4321041)

CKM_GOSTR3411 (0x1210)

CKM_GOSTR3411_12_256 (0xD4321012)

CKM_GOSTR3411_12_512 (0xD4321013)

CKM_GOSTR3411_HMAC (0x1211)

CKM_GOSTR3411_12_256_HMAC (0xD4321014)

CKM_GOSTR3411_12_512_HMAC (0xD4321015)

CKM_PKCS5_PBKD2 (0x3B0)

CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC (0xD4321035)

CKM_TLS_GOST_KEY_AND_MAC_DERIVE (0xD4321033)

CKM_TLS_GOST_PRE_MASTER_KEY_GEN (0xD4321031)

CKM_TLS_GOST_MASTER_KEY_DERIVE (0xD4321032)

CKM_TLS_GOST_PRF (0xD4321030)

CKM_TLS_GOST_PRF_2012_256 (0xD4321016)

CKM_TLS_GOST_PRF_2012_512 (0xD4321017)

CKM_TLS12_MASTER_KEY_DERIVE (0x3E0)

CKM_TLS12_KEY_AND_MAC_DERIVE (0x3E1)

CKM_TLS_MAC (0x3E4)

CKM_TLS_KDF (0x3E5)

CKM_TLS_TREE_GOSTR3411_2012_256 (0xD4321047)

CKM_EXTRACT_KEY_FROM_KEY (0x365)

CKM_SHA_1 (0x220)

CKM_MD5 (0x210)

2.2 Óñòàíîâêà

Áèáëèîòåêà ls11sw2016 óñòàíàâëèâàåòñÿ èíñòàëëÿòîðîì â öåëåâóþ ïàïêó â ñîîò-
âåòñòâèè ñ ïðàâèëàìè ÎÑ. Êðîìå òîãî, èíñòàëëÿòîðîì óñòàíàâëèâàþòñÿ óïîìÿíóòûå
âûøå óòèëèòû. Äëÿ óñòàíîâêè ïîëüçîâàòåëþ òðåáóþòñÿ ïîëíîìî÷èÿ àäìèíèñòðàòî-
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Ãëàâà 2. Îñíîâíûå ñâåäåíèÿ 2.3. Ñîçäàíèå ïðîãðàììíîãî òîêåíà

ðà. Óñòàíîâêà âñåãäà äîëæíà ïðîèçâîäèòüñÿ ëè÷íî ïîëüçîâàòåëåì â ñâîåì ñåàíñå,
ïîòîìó ÷òî ñîçäàâàåìûé ïðè ýòîì ïðîãðàììíûé òîêåí � ýòî õðàíèëèùå èñêëþ÷è-
òåëüíî ïðèâàòíîãî èñïîëüçîâàíèÿ. Â Windows ïîäòâåðæäåíèå ïîëíîìî÷èé àäìèíè-
ñòðàòîðà áóäåò çàïðîøåíî ïðè óñòàíîâêå. Â Linux èíñòàëëÿòîð äîëæåí çàïóñêàòüñÿ
êîìàíäîé sudo, íàïðèìåð â Linux x86_64:

>sudo bash ls11sw-6.9.0-install-linux-x86_64.sh

Ðàçðåøåíèå íà âûïîëíåíèå êîìàíäû sudo îáû÷íî îáåñïå÷èâàåòñÿ â Linux âêëþ÷å-
íèåì ïîëüçîâàòåëÿ â ãðóïïó wheel.
Â êîíöå óñòàíîâêè çàïóñêàåòñÿ óòèëèòà create_sw_token, êîòîðàÿ ñîçäàåò ïàïêó

ïðîãðàììíîãî òîêåíà è â äèàëîãå ñ îïåðàòîðîì ãåíåðèðóåò ôàéë íà÷àëüíîãî çíà÷å-
íèÿ äëÿ ÄÑ× áèáëèîòåêè. Áåç ýòîãî ôàéëà áèáëèîòåêà ðàáîòàòü íå áóäåò.
Åñëè ôàéë íà÷àëüíîãî çíà÷åíèÿ ÄÑ× íå ñîçäàí, òî ôóíêöèÿ èíèöèàëèçàöèè áèá-

ëèîòåêè ls11sw2016 âåðíåò ñîîáùåíèå îá îøèáêå è çàâåðøèòñÿ ñ êîäîì CKR_FUNCTION_FAILED:

C_Initialize: Can't open random seed file C:\Documents and Settings\

All Users\Application Data\LISSI-Soft\prng_start.bin

C_Initialize error: 6 ( CKR_FUNCTION_FAILED)

..\..\src\src\api_interface.c:1525 API not initialized

Âàæíîå çàìå÷àíèå. Íà öåëåâîé ïëàòôîðìå íóæíî îáåñïå÷èòü ïðèêëàäíûì ïðî-
ãðàììàì âîçìîæíîñòü íàéòè áèáëèîòåêè è óòèëèòû ïî èìåíàì ïóòåì äîáàâëåíèÿ
ïîëíîãî ïóòè ê ñîäåðæàùåé èõ ïàïêå ê çíà÷åíèþ ïåðåìåííîé ñðåäû PATH èëè LD_LIBRARY_PATH,
â çàâèñèìîñòè îò îïåðàöèîííîé ñèñòåìû.
Äîêóìåíòàöèÿ è òåñòîâûå ïðèìåðû äëÿ LS11SW2016 ñêà÷èâàþòñÿ îòäåëüíî ñ ñàé-

òà "ËÈÑÑÈ-Ñîôò"[1].

2.3 Ñîçäàíèå ïðîãðàììíîãî òîêåíà

Ïðîãðàììíûé òîêåí ñîçäàåòñÿ èñòàëëÿòîðîì â ïðåäîïðåäåëåííîì ìåñòå ôàéëî-
âîé ñèñòåìû ïîëüçîâàòåëÿ. Ýòîìó ïðîãðàììíîìó òîêåíó ïðèñâàèâàåòñÿ óíèêàëü-
íûé ñåðèéíûé íîìåð, ïîä êîòîðûì îí ðåãèñòðèðóåòñÿ íà ñåðâåðå â ñîîòâåòñòâèè ñ
åãî ëèöåíçèåé. Ñ äàííûì ïðîãðàììíûì òîêåíîì ñìîæåò ðàáîòàòü òîëüêî òîò ïîëü-
çîâàòåëü, êîòîðûé åãî ñîçäàâàë, ïðè÷åì òîëüêî íà òîì æå êîìïüþòåðå è â òîé
æå îïåðàöèîííîé ñèñòåìå. Äëÿ ïîëó÷åíèÿ ëèöåíçèè íóæíî ñîçäàòü ôàéë çàïðîñà
LIC.REQ óòèëèòîé create_user_license_request è ïåðåäàòü íà óòâåðæäåíèå íà
ñàéòå ÎÎÎ "ËÈÑÑÈ-Ñîôò" [1]. Ïîñëå óòâåðæäåíèÿ íóæíî ñêà÷àòü ñ ñàéòà ôàéë
ëèöåíçèè LIC.DAT è ñîõðàíèòü åãî â ïàïêå òîêåíà.
Ïàïêà ïðîãðàììíîãî òîêåíà íàçûâàåòñÿ .LS11SW2016 è ðàçìåùàåòñÿ â äîìàøíåé

ïàïêå ïîëüçîâàòåëÿ:

• Windows: %USERPROFILE%\.LS11SW2016

• Unix, ïîëüçîâàòåëü: $HOME/.LS11SW2016
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Âàæíîå çàìå÷àíèå: Äëÿ îòîáðàæåíèÿ ôàéëîâ, èìåíà êîòîðûõ íà÷èíàþòñÿ ñ
òî÷êè, ìîæåò ïîíàäîáèòüñÿ óêàçàòü â íàñòðîéêàõ ôàéëîâîãî ìåíåäæåðà ðàçðåøåíèå
ïîêàçà ñêðûòûõ èëè ñèñòåìíûõ ôàéëîâ.
Ïðîãðàììíûé òîêåí ïåðâîíà÷àëüíî ñîçäàåòñÿ èíèöèàëèçèðîâàííûì, íî áåç óñòà-

íîâëåííîãî PIN ïîëüçîâàòåëÿ. Èíèöèàëèçàöèÿ òîêåíà ñ ïðèñâîåíèåì ìåòêè è íà-
çíà÷åíèå PIN ïîëüçîâàòåëÿ ìîãóò áûòü âûïîëíåíû ñ ïîìîùüþ óòèëèòû êîíôèãó-
ðàöèè p11conf (ñì. ðàçäåë "Óòèëèòà êîíôèãóðàöèè") èëè ïðîãðàììíî ôóíêöèÿìè
PKCS#11. Äëÿ ñîçäàííîãî òîêåíà óñòàíàâëèâàåòñÿ óìàë÷èâàåìîå çíà÷åíèå PIN àä-
ìèíèñòðàòîðà áåçîïàñíîñòè (Security O�cer èëè ñîêðàùåííî SO) � 87654321.
Çàìåòèì, ÷òî äëÿ äîñòóïà ê ïðîãðàììíîìó òîêåíó â ôàéëîâîì ïðîñòðàíñòâå ïîëü-

çîâàòåëÿ SO äîëæåí ðàáîòàòü â ñåàíñå ïîëüçîâàòåëÿ òîêåíà. Ôàêòè÷åñêè ýòî îçíà÷à-
åò, ÷òî äëÿ ïðîãðàììíîãî òîêåíà LS11SW2016 SO è ïîëüçîâàòåëü òîêåíà � ýòî îäíî
è òî æå ëèöî, õîòÿ çíà÷åíèÿ PIN ó SO è ïîëüçîâàòåëÿ ìîãóò áûòü ðàçíûìè.
Åñëè ïî êàêîé-òî ïðè÷èíå ôàéëû ïðîãðàììíîãî òîêåíà îêàçàëèñü ïîâðåæäåííû-

ìè, òî ïàïêó ïðîãðàììíîãî òîêåíà ìîæíî óäàëèòü è ïðîâåñòè ëèöåíçèðîâàíèå çà-
íîâî. Ïîñêîëüêó â áàçå äàííûõ ñåðâåðà óæå èìååòñÿ çàïèñü î ïðåäûäóùåì ëèöåí-
çèðîâàíèè, òî ïîâòîðíîå ëèöåíçèðîâàíèå íå ïîòðåáóåò îïëàòû.
Ïðîãðàììíûé òîêåí � ýòî ïðîñòî ïàïêà ñ ôàéëàìè ñ òî÷êè çðåíèÿ îïåðàöèîííîé

ñèñòåìû. Ïîýòîìó ïîëüçîâàòåëü ìîæåò â ëþáîé ìîìåíò ñîçäàòü ðåçåðâíóþ êîïèþ
ëèöåíçèðîâàííîãî ïðîãðàììíîãî òîêåíà è õðàíèòü åå íà ëþáîì íîñèòåëå äëÿ ïîñëå-
äóþùåãî âîññòàíîâëåíèÿ, åñëè ïîíàäîáèòñÿ. Îäíàêî, òàêàÿ êîïèÿ áóäåò ðàáîòàòü
òîëüêî íà òîì æå êîìïüþòåðå è ó òîãî æå ïîëüçîâàòåëÿ, êîòîðûé ïðîèçâîäèë ëè-
öåíçèðîâàíèå.
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Ãëàâà 3. Óòèëèòû

3 Óòèëèòû

3.1 Óòèëèòà create_sw_token

Îáû÷íî âûçîâ óòèëèòû ïðîèçâîäèòñÿ áåç àðãóìåíòîâ. Àðãóìåíò auto_init_rng

íîñèò òåõíîëîãè÷åñêèé õàðàêòåð è ïðåäíàçíà÷åí òîëüêî äëÿ òåñòîâîãî èñïîëüçîâà-
íèÿ ïðè ðàçðàáîòêå ÏÎ.

Usage: create_sw_token [auto_init_rng]

auto_init_rng - automatic initial value generation

for cryptographic random bytes generator

(optionally used for development needs only).

Copyright (C) LISSI-Soft, 2016-2018

3.2 Óòèëèòà create_user_license_request

Äàííàÿ óòèëèòà èñïîëüçóåòñÿ äëÿ ñîçäàíèÿ ôàéëà çàïðîñà íà ëèöåíçèþ ïðîäóê-
òà, çàäàííîãî ïàðàìåòðîì model. Ôàéë íàçûâàåòñÿ LIC.REQ è ñîçäàåòñÿ â òåêóùåé
ïàïêå âûçîâà óòèëèòû.

Usage: create_user_license_request model [code]

model - product name (case sensitive)

code - license activation code (case sensitive)

Copyright (C) LISSI-Soft, 2016-2018

Äëÿ ñîçäàíèÿ çàïðîñà íà ëèöåíçèþ ïðîãðàììíîãî òîêåíà LS11SW2016 óòèëèòó
íóæíî âûçâàòü ñëåäóþùèì îáðàçîì:

>create_user_license_request LS11SW2016

Ôàéë LIC.REQ ïðåäàåòñÿ íà ñåðâåð ëèöåíçèðîâàíèÿ ÎÎÎ "ËÈÑÑÈ-Ñîôò" äëÿ ïî-
ëó÷åíèÿ ëèöåíçèîííîãî ôàéëà LIC.DAT. Ôàéë LIC.DAT íóæíî ñêîïèðîâàòü â ïàïêó
ïðîãðàììíîãî òîêåíà.

3.3 Óòèëèòà verify_token_license

Äàííàÿ óòèëèòà ïîçâîëÿåò óñòàíîâèòü ñîñòîÿíèå ëèöåíçèè ïðîãðàììíîãî òîêåíà.

Usage: verify_token_license

Copyright (C) LISSI-Soft, 2018
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Ãëàâà 3. Óòèëèòû 3.4. Óòèëèòà P11CONF

Ïðèìåð èñïîëüçîâàíèÿ:

>verify_token_license

Verifying token license...

Token licensed for vblazhnov until 22.11.2019

License OK

3.4 Óòèëèòà p11conf

Óòèëèòà êîìàíäíîé ñòðîêè p11conf äëÿ êîíôèãóðèðîâàíèÿ è àäìèíèñòðèðîâàíèÿ
òîêåíîâ ðàáîòàåò èñêëþ÷èòåëüíî ÷åðåç API, ïîýòîìó åå ìîæíî ïðèìåíÿòü äëÿ ðà-
áîòû ñ ëþáûìè áèáëèîòåêàìè PKCS#11, à íå òîëüêî ñ ls11sw2016.
Çàìåòèì, ÷òî ñ ôëàãîì -c çàäàåòñÿ èäåíòèôèêàòîð ñëîòà. Ýòîò èäåíòèôèêàòîð

íåîáõîäèìî çàäàâàòü, êîãäà îïåðàöèÿ âûïîëíÿåòñÿ ñ êîíêðåòíûì òîêåíîì. Èäåíòè-
ôèêàòîðû âñåõ ñëîòîâ ìîæíî ïîëó÷èòü ñ ôëàãîì -s.
Óòèëèòà ïðåäîñòàâëÿåò âîçìîæíîñòè, î êîòîðûõ ñîîáùàåòñÿ ïðè çàïóñêå êîìàíäû

p11conf -h. Ê íèì îòíîñÿòñÿ èíèöèàëèçàöèÿ òîêåíà, èíèöèàëèçàöèÿ è èçìåíåíèå
PIN àäìèíèñòðàòîðà áåçîïàñíîñòè, èíèöèàëèçàöèÿ è èçìåíåíèå PIN ïîëüçîâàòåëÿ è
äð. Ñëåäóþùèå ïðèìåðû ïîêàçûâàþò îïöèè óòèëèòû p11conf è âûäà÷ó èíôîðìàöèè
î ñëîòàõ â ñèñòåìå äî èíèöèàëèçàöèè òîêåíîâ.
Âàæíîå çàìå÷àíèå: Íå ðåêîìåíäóåòñÿ èñïîëüçîâàòü äëÿ "áîåâûõ" çíà÷åíèé PIN

òîëüêî öèôðîâûå ñèìâîëû � ýòî ñóùåñòâåííî îáëåã÷àåò çëîóìûøëåííèêàì ïîäáîð
PIN. Ëó÷øå âñåãî èñïîëüçîâàòü è öèôðû, è áóêâû ðàçíîãî ðàçìåðà, è ñëóæåáíûå
ñèìâîëû. Êðîìå òîãî, ÷åì äëèííåå çíà÷åíèå PIN, òåì ñëîæíåå åãî ïîäîáðàòü. Ðàçðå-
øàåòñÿ èñïîëüçîâàòü ëþáûå ñèìâîëû â êîäèðîâêå UTF-8. Îäíàêî, íå ðåêîìåíäóåòñÿ
èñïîëüçîâàòü ðóññêèå áóêâû, âî èçáåæàíèå ïóòàíèöû ñ êîäèðîâêàìè â ïðîãðàììàõ
ââîäà.

>p11conf -h

Usage:

p11conf [-hitsmIupPredf] -A <PKCS#11 library path>

[-c <slot ID> -U <user PIN> -S <SO PIN> -n <new PIN> -L <label>]

Flags:

-h display usage

-i display PKCS#11 library info

-s display slot(s) info (-c <slot ID> is optional)

-t display token(s) info (-c <slot ID> is optional)

Others must use -c <slot ID> too

-m display mechanism list

-I initialize token

-u initialize user PIN

-p set the user PIN

-P set the SO PIN

-e enumerate objects
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-d dump all object attributes (additional to -e and to -f)

-r remove all objects

-e -r remove enumerated objects with prompt

-f enumerate certificates and write them to DER-files with prompt

Version 5.7

Copyright(C) LISSI-Soft Ltd (http://soft.lissi.ru) 2011-2018

Âàæíîå çàìå÷àíèå: Äëÿ áèáëèîòåêè ls11sw2016 çíà÷åíèå slot ID äîëæíî çàäà-
âàòüñÿ ðàâíûì 0, òàê êàê îíà ðàáîòàåò ñ åäèíñòâåííûì íåèçâëåêàåìûì ïðîãðàìì-
íûì òîêåíîì, ïîäêëþ÷åííûì ê íóëåâîìó ñëîòó. Ó äðóãèõ áèáëèîòåê ìîæåò áûòü
íåñêîëüêî ñëîòîâ äëÿ ïîäêëþ÷åíèÿ òîêåíîâ ñî ñâîèìè ñïåöèôè÷åñêèìè çíà÷àíèÿìè
èäåíòèôèêàòîðîâ.

3.4.1 Ïîëó÷åíèå èíôîðìàöèè î áèáëèîòåêå

>p11conf -A ls11sw2016 -i

PKCS#11 Info

Version 2.40

Manufacturer: LISSI-Soft, Ltd

Flags: 0x0

Library Description: ls11sw2016 PKCS#11 library

Library Version 6.9

OK

Äàííàÿ ïðîãðàììà òàêæå ïîçâîëÿåò âûïîëíÿòü íåêîòîðûå ïðîñòûå çàïðîñû ñëî-
òàì è òîêåíàì, íàïðèìåð äëÿ ïîëó÷åíèÿ èíôîðìàöèè î ñëîòàõ, òîêåíàõ è äëÿ ïîëó-
÷åíèÿ ñïèñêà ïîääåðæèâàåìûõ ìåõàíèçìîâ.
Åñëè ôàéë íà÷àëüíîãî çíà÷åíèÿ ÄÑ× íå ñîçäàí óòèëèòîé create_sw_token, òî

ôóíêöèÿ èíèöèàëèçàöèè áèáëèîòåêè ls11sw2016 âåðíåò ñîîáùåíèå îá îøèáêå:

>p11conf -A ls11sw2016 -i

C_Initialize: Can't open random seed file C:\Documents and Settings\

All Users\Application Data\LISSI-Soft\prng_start.bin

C_Initialize error: 6 ( CKR_FUNCTION_FAILED)

..\..\src\src\api_interface.c:1525 API not initialized

3.4.2 Ïîëó÷åíèå èíôîðìàöèè î ñëîòàõ

>p11conf -A ls11sw2016 -s

Slot ID 0 Info

Description: LS11SW2016 Slot 0

Manufacturer: LISSI-Soft

Flags: 0x7 (TOKEN_PRESENT)

Hardware Version: 2.0

Firmware Version: 2.0

OK
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3.4.3 Ïîëó÷åíèå èíôîðìàöèè î òîêåíå

>p11conf -A ls11sw2016 -t -c 0

Token #0 Info:

Label: Token Label

Manufacturer: LISSI-Soft

Model: LS11SW2016

Serial Number: 1234567887654321

Flags: 0x40C (LOGIN_REQUIRED|USER_PIN_INITIALIZED|TOKEN_INITIALIZED)

Sessions: 0/256

R/W Sessions: 0/256

PIN Length: 4-32

Public Memory: 0xFFFFFFFF/0xFFFFFFFF

Private Memory: 0xFFFFFFFF/0xFFFFFFFF

Hardware Version: 1.0

Firmware Version: 1.0

Time: 18:58:42

OK

Ïðîãðàììíûé òîêåí ñîçäàåòñÿ èíèöèàëèçèðîâàííûì, ñ óìàë÷èâàåìûì çíà÷åíè-
åì SO PIN: 87654321 . Ïðåæäå ÷åì ïðèëîæåíèå ñìîæåò èñïîëüçîâàòü íîâûé òîêåí
LS11SW2016, íóæíî âûïîëíèòü ñëåäóþùèå íà÷àëüíûå øàãè (êàæäîìó øàãó ñîîò-
âåòñòâóåò ïðèìåð êîäà):

3.4.4 Èíèöèàëèçàöèÿ òîêåíà

Ïåðåä èñïîëüçîâàíèåì òîêåíà îí äîëæåí áûòü îäíàæäû èíèöèàëèçèðîâàí. Êëþ-
÷åâîé ÷àñòüþ äàííîãî ïðîöåññà ÿâëÿåòñÿ íàçíà÷åíèå òîêåíó óíèêàëüíîé ìåòêè (èìå-
íè). Äëÿ ýòîãî ïîíàäîáèòñÿ PIN àäìèíèñòðàòîðà áåçîïàñíîñòè (SO) äëÿ äàííîãî
òîêåíà (íà÷àëüíîå çíà÷åíèå SO PIN äëÿ òîëüêî ÷òî ñîçäàííîãî òîêåíà LS11SW2016
� 87654321).
Çàìå÷àíèå. Âñå çíà÷åíèÿ PIN îòîáðàæàþòñÿ çâåçäî÷êàìè ïðè ââîäå.

>p11conf -A ls11sw2016 -I -c 0

Enter the SO PIN: 87654321

Enter a unique token label: LissiSW

Òî æå ñàìîå ìîæíî âûïîëíèòü, çàäàâàÿ çíà÷åíèÿ SO PIN è ìåòêè ïðÿìî â êîìàíäíîé
ñòðîêå:

>p11conf -A ls11sw2016 -I -c 0 -S 87654321 -L LissiSW

3.4.5 Íàçíà÷åíèå PIN àäìèíèñòðàòîðà áåçîïàñíîñòè

Ïðàâèëüíîé îðãàíèçàöèîííîé ïðàêòèêîé ÿâëÿåòñÿ èçìåíåíèå àäìèíèñòðàòîðîì
áåçîïàñíîñòè ñâîåãî PIN ñðàçó ïîñëå èíèöèàëèçàöèè òîêåíà. Äàííàÿ ïðîöåäóðà ïðåäîò-
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âðàùàåò âîçìîæíîñòü èíèöèàëèçèðîâàòü òîêåí ïîñòîðîííèì ëèöàì è óäàëèòü òåì
ñàìûì âñå ñîçäàííûå îáúåêòû (íàïðèìåð, êëþ÷è è ñåðòèôèêàòû).

>p11conf -A ls11sw2016 -P -c 0

Enter the SO PIN: 87654321

Enter the new SO PIN: 76543210

Re-enter the new SO PIN: 76543210

Âàðèàíò ââîäà â êîìàíäíîé ñòðîêå:

>p11conf -A ls11sw2016 -P -c 0 -S 87654321 -n 76543210

PIN íå îáÿçàòåëüíî äîëæåí áûòü öèôðîâûì, äîïóñêàþòñÿ ëþáûå ñèìâîëû, íî âî
èçáåæàíèå ïðîáëåì ñ êîäèðîâêàìè ðåêîìåíäóåòñÿ èñïîëüçîâàòü ëàòèíñêóþ ïîëîâèíó
êîäîâîé òàáëèöû.

3.4.6 Èíèöèàëèçàöèÿ ïîëüçîâàòåëüñêîãî PIN

Äàííàÿ îïåðàöèÿ âûïîëíÿåòñÿ àäìèíèñòðàòîðîì áåçîïàñíîñòè ïîñëå èíèöèàëè-
çàöèè òîêåíà ïåðåä ïåðåäà÷åé åãî ïîëüçîâàòåëþ. Ïðîãðàììíûé òîêåí èçíà÷àëüíî
ñîçäàåòñÿ â ôàéëîâîì ïðîñòðàíñòâå ïîëüçîâàòåëÿ, îäíàêî ôîðìàëüíûå òðåáîâàíèÿ
ñòàíäàðòà äîëæíû áûòü âûïîëíåíû è äëÿ íåãî.

>p11conf -A ls11sw2016 -u -c 0

Enter the SO PIN: 76543210

Enter the new user PIN: 12345678

Re-enter the new user PIN: 12345678

Âàðèàíò ââîäà â êîìàíäíîé ñòðîêå:

>p11conf -A ls11sw2016 -u -c 0 -S 76543210 -n 12345678

Çàìåòèì, ÷òî ïîïûòêà ïîâòîðíî âûïîëíèòü èíèöèàëèçàöèþ ïîëüçîâàòåëüñêîãî
PIN çàâåðøèòñÿ ñ îøèáêîé, ïîòîìó ÷òî äàííàÿ îïåðàöèÿ ìîæåò áûòü âûïîëíåíà
òîëüêî ñðàçó ïîñëå èíèöèàëèçàöèè òîêåíà ïåðåä ïåðåäà÷åé åãî ïîëüçîâàòåëþ.
Âàæíîå çàìå÷àíèå: Ïîñëå òðåõ ïîäðÿä ïîïûòîê ââîäà íåïðàâèëüíîãî ïîëüçîâà-

òåëüñêîãî PIN òîêåí áëîêèðóåò ëîãèí ïîëüçîâàòåëÿ. Åñëè ëåãàëüíûé ïîëüçîâàòåëü
ñäåëàë ýòî ñëó÷àéíî è çíàåò ïðàâèëüíîå çíà÷åíèå PIN, òî ó íåãî åùå åñòü âîçìîæ-
íîñòü ðàçáëîêèðîâàòü òîêåí. Â áèáëèîòåêå ls11sw2016 èìååòñÿ âîçìîæíîñòü ðàçáëî-
êèðîâêè òàêîãî òîêåíà ñ ïîìîùüþ ôóíêöèè èíèöèàëèçàöèè ïîëüçîâàòåëüñêîãî PIN
îò èìåíè SO. Åñëè òîêåí áëîêèðîâàë ëîãèí ïîëüçîâàòåëÿ, òî SO è ïîëüçîâàòåëü ìî-
ãóò âìåñòå ðàçáëîêèðîâàòü åãî óòèëèòîé p11conf ñ ôëàãîì -u. Ïðè ýòîì, â êà÷åñòâå
çíà÷åíèÿ new user PIN íóæíî äâàæäû ââåñòè èçâåñòíîå ïîëüçîâàòåëþ ïðàâèëüíîå
çíà÷åíèå PIN:
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...

>p11conf -A ls11sw2016 -e -c 0

User PIN locked

>p11conf -A ls11sw2016 -u -c 0

Enter the SO PIN: ********

Enter the new user PIN: ********

Re-enter the new user PIN: ********

OK

>p11conf -A ls11sw2016 -e -c 0

Enter user PIN: ********

Token objects:

1: CKO_PRIVATE_KEY

label: 'pki'

2: CKO_DATA

label: 'data1527'

3: CKO_PUBLIC_KEY

label: 'pki'

4: CKO_CERTIFICATE

label: 'pki'

OK

Åñëè SO è ïîëüçîâàòåëü � ýòî ðàçíûå ëèöà, òî ïðè òàêîì ñïîñîáå ðàçáëîêèðîâêè
è SO, è ïîëüçîâàòåëü íå äîëæíû ïîêàçûâàòü äðóã-äðóãó çíà÷åíèÿ ñâîèõ PIN ïðè
ââîäå.

3.4.7 Èçìåíåíèå ïîëüçîâàòåëüñêîãî PIN

Ïåðâîå, ÷òî äîëæåí ñäåëàòü ïîëüçîâàòåëü ïîñëå ïîëó÷åíèÿ òîêåíà îò àäìèíèñòðà-
òîðà áåçîïàñíîñòè, � ýòî èçìåíåíèå PIN.

>p11conf -A ls11sw2016 -p -c 0

Enter user PIN: 12345678

Enter the new user PIN: 01234567

Re-enter the new user PIN: 01234567

Âàðèàíò ââîäà â êîìàíäíîé ñòðîêå:

>p11conf -A ls11sw2016 -p -c 0 -U 12345678 -n 01234567

Åñëè çíà÷åíèå SO PIN äëÿ òîêåíà ïîòåðÿíî, à òîêåí çàáëîêèðîâàí èç-çà íåñêîëü-
êèõ ââîäîâ íåâåðíîãî PIN, òî øòàòíûìè ñðåäñòâàìè LS11SW2016 ðàçáëîêèðîâàòü
òîêåí íåëüçÿ èç ñîîáðàæåíèé ñåêðåòíîñòè åãî äàííûõ � åãî ìîæíî òîëüêî ñîçäàòü
çàíîâî.
Çàìå÷àíèå. Íà÷àëüíîå çíà÷åíèå USER PIN, óñòàíîâëåííîå SO, çàïðåùàåòñÿ â

äàëüíåéøåì óñòàíàâëèâàòü ïîëüçîâàòåëþ èç ñîîáðàæåíèé áåçîïàñíîñòè.
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Ãëàâà 4. Òåñòèðîâàíèå

4 Òåñòèðîâàíèå

Ïîëüçîâàòåëÿì ïðåäîñòàâëÿåòñÿ òåñòîâûé CMake-ïðîåêòls11sw_sdk, ñîäåðæàùèé
ïðîãðàììû, ïðîâåðÿþùèå ôóíêöèîíèðîâàíèå ðàçëè÷íûõ ìåõàíèçìîâ PKCS#11. Ýòè
ïðîãðàììû ìîãóò òàêæå ñëóæèòü ïðèìåðàìè äëÿ ðàçðàáîòêè ñîáñòâåííûõ ïðèêëàä-
íûõ ïðîãðàìì. Äëÿ ãåíåðàöèè ïðîåêòíûõ ôàéëîâ â îïåðàöèîííîé ñèñòåìå äîëæíà
áûòü óñòàíîâëåíà ñáîðî÷íàÿ ñèñòåìà CMake. Äëÿ çàïóñêà òåñòîâûõ ïðèìåðîâ íà
âûïîëíåíèå íóæíî ïðåäâàðèòåëüíî óñòàíîâèòü áèáëèîòåêó ls11sw2016 ñîîòâåòñòâó-
þùèì èíñòàëëÿòîðîì.

4.1 Òåñòîâûé ïðîåêò

Äëÿ ãåíåðàöèè ïðîåêòíûõ ôàéëîâ íóæíî èç ïàïêè build âûçâàòü êîìàíäó:

>cmake ..

Â Windows ìîæåò ïîíàäîáèòüñÿ äîïîëíèòåëüíî óêàçàòü ãåíåðàòîð ïðîåêòà äëÿ êîí-
êðåòíîé âåðñèè MS Visual Studio è ðàçðÿäíîñòè âûïîëíÿåìûõ ôàéëîâ, ñîîòâåòñòâó-
þùèõ èíñòàëëÿòîðó. Íàïðèìåð, äëÿ 64-õðàçðÿäíûõ ôàéëîâ:

>cmake .. -G "Visual Studio 9 2008 Win64"

Äëÿ 32-õ ðàçðÿäíûõ ôàéëîâ:

>cmake .. -G "Visual Studio 9 2008"

Â ðåçóëüòàòå, â ñèñòåìå áóäóò ñîçäàíû ïðîåêòíûå ôàéëû äëÿ èìåþùåéñÿ ñðåäû
ïðîãðàììèðîâàíèÿ. Äàëåå ñáîðêà òåñòîâ ïðîèçâîäèòñÿ ëèáî ñðåäñòâàìè MS Visual
Studio (â Windows), ëèáî êîìàíäîé make (â Linux). Â Windows ïðîåêòíûé ôàéë äëÿ
MS Visual Studio áóäåò íàçûâàòüñÿ pkcs11_tests.sln.

4.2 Çàïóñê òåñòîâ

Â ïðîãðàììàõ òåñòîâîãî ïðîåêòà ïî óìîë÷àíèþ ïðåäïîëàãàåòñÿ, ÷òî ó ïîëüçîâà-
òåëüñêîãî òîêåíà SO PIN ðàâåí 76543210, à USER PIN ðàâåí 01234567. Ïðè íåîáõî-
äèìîñòè, ýòè çíà÷åíèÿ ìîæíî èçìåíèòü â ñáîðî÷íîì ôàéëå ïðîåêòà CMakeLists.txt.
Ïðè çàïóñêå êîìàíäû ctest èç ïàïêè build áóäóò ïîî÷åðåäíî çàïóùåíû âñå òåñòû.

Íàçâàíèÿ áîëüøèíñòâà òåñòîâ óêàçûâàþò ëèáî íà íàçâàíèå òåñòèðóåìîãî ìåõàíèçìà,
ëèáî íà òåñòèðóåìûé êëàññ îáúåêòà.
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Test project G:/ls11sw_tests/build

Start 1: info

1/87 Test #1: info .................................... Passed 0.97 sec

Start 2: cko_data

2/87 Test #2: cko_data ................................ Passed 1.50 sec

Start 3: cko_certificate

3/87 Test #3: cko_certificate ......................... Passed 1.74 sec

Start 4: ckm_gostr3411

4/87 Test #4: ckm_gostr3411 ........................... Passed 1.00 sec

Start 5: ckm_gostr3411_12_256

5/87 Test #5: ckm_gostr3411_12_256 .................... Passed 1.01 sec

Start 6: ckm_gostr3411_12_512

6/87 Test #6: ckm_gostr3411_12_512 .................... Passed 0.97 sec

Start 7: ckm_gostr3411_hmac

7/87 Test #7: ckm_gostr3411_hmac ...................... Passed 0.93 sec

Start 8: ckm_gostr3411_12_256_hmac

8/87 Test #8: ckm_gostr3411_12_256_hmac ............... Passed 0.92 sec

Start 9: ckm_gostr3411_12_512_hmac

9/87 Test #9: ckm_gostr3411_12_512_hmac ............... Passed 0.99 sec

Start 10: ckm_kdf_gostr3411_2012_256

10/87 Test #10: ckm_kdf_gostr3411_2012_256 .............. Passed 0.91 sec

Start 11: ckm_kdf_tree_gostr3411_2012_256

11/87 Test #11: ckm_kdf_tree_gostr3411_2012_256 ......... Passed 0.96 sec

Start 12: ckm_gost_generic_secret_key_gen

12/87 Test #12: ckm_gost_generic_secret_key_gen ......... Passed 0.99 sec

Start 13: ckm_extract_key_from_key

13/87 Test #13: ckm_extract_key_from_key ................ Passed 0.92 sec

Start 14: ckm_gost_cipher_key_gen

14/87 Test #14: ckm_gost_cipher_key_gen ................. Passed 0.99 sec

Start 15: ckm_gost_cipher_ecb

15/87 Test #15: ckm_gost_cipher_ecb ..................... Passed 1.00 sec

Start 16: ckm_gost_cipher_cbc

16/87 Test #16: ckm_gost_cipher_cbc ..................... Passed 0.89 sec

Start 17: ckm_gost_cipher_ctr

17/87 Test #17: ckm_gost_cipher_ctr ..................... Passed 0.86 sec

Start 18: ckm_gost_cipher_ofb

18/87 Test #18: ckm_gost_cipher_ofb ..................... Passed 0.98 sec

Start 19: ckm_gost_cipher_cfb

19/87 Test #19: ckm_gost_cipher_cfb ..................... Passed 0.89 sec

Start 20: ckm_gost_cipher_acpkm_ctr

20/87 Test #20: ckm_gost_cipher_acpkm_ctr ............... Passed 0.94 sec

Start 21: ckm_gost_cipher_omac

21/87 Test #21: ckm_gost_cipher_omac .................... Passed 1.08 sec

Start 22: ckm_gost_cipher_acpkm_omac
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22/87 Test #22: ckm_gost_cipher_acpkm_omac .............. Passed 1.00 sec

Start 23: ckm_gost_cipher_key_wrap

23/87 Test #23: ckm_gost_cipher_key_wrap ................ Passed 0.98 sec

Start 24: ckm_gost_cipher_pkcs8_key_wrap

24/87 Test #24: ckm_gost_cipher_pkcs8_key_wrap .......... Passed 3.02 sec

Start 25: ckm_gost28147_key_gen

25/87 Test #25: ckm_gost28147_key_gen ................... Passed 0.94 sec

Start 26: ckm_gost28147

26/87 Test #26: ckm_gost28147 ........................... Passed 1.00 sec

Start 27: ckm_gost28147_ecb

27/87 Test #27: ckm_gost28147_ecb ....................... Passed 0.94 sec

Start 28: ckm_gost28147_ecb_mac_wrap

28/87 Test #28: ckm_gost28147_ecb_mac_wrap .............. Passed 0.97 sec

Start 29: ckm_gost28147_cnt

29/87 Test #29: ckm_gost28147_cnt ....................... Passed 1.05 sec

Start 30: ckm_gost28147_cbc

30/87 Test #30: ckm_gost28147_cbc ....................... Passed 1.08 sec

Start 31: ckm_gost28147_mac

31/87 Test #31: ckm_gost28147_mac ....................... Passed 1.05 sec

Start 32: ckm_gost28147_cfb_random

32/87 Test #32: ckm_gost28147_cfb_random ................ Passed 1.16 sec

Start 33: ckm_gost28147_key_wrap

33/87 Test #33: ckm_gost28147_key_wrap .................. Passed 1.08 sec

Start 34: ckm_gost28147_pkcs8_key_wrap

34/87 Test #34: ckm_gost28147_pkcs8_key_wrap ............ Passed 4.78 sec

Start 35: ckm_kdf_4357

35/87 Test #35: ckm_kdf_4357 ............................ Passed 0.92 sec

Start 36: ckm_magma_key_gen

36/87 Test #36: ckm_magma_key_gen ....................... Passed 1.18 sec

Start 37: ckm_magma_ecb

37/87 Test #37: ckm_magma_ecb ........................... Passed 0.94 sec

Start 38: ckm_magma_cbc

38/87 Test #38: ckm_magma_cbc ........................... Passed 0.88 sec

Start 39: ckm_magma_ctr

39/87 Test #39: ckm_magma_ctr ........................... Passed 0.95 sec

Start 40: ckm_magma_acpkm_ctr

40/87 Test #40: ckm_magma_acpkm_ctr ..................... Passed 0.98 sec

Start 41: ckm_magma_ofb

41/87 Test #41: ckm_magma_ofb ........................... Passed 0.99 sec

Start 42: ckm_magma_cfb

42/87 Test #42: ckm_magma_cfb ........................... Passed 0.83 sec

Start 43: ckm_magma_omac

43/87 Test #43: ckm_magma_omac .......................... Passed 0.88 sec

Start 44: ckm_magma_acpkm_omac
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44/87 Test #44: ckm_magma_acpkm_omac .................... Passed 0.87 sec

Start 45: ckm_magma_key_wrap

45/87 Test #45: ckm_magma_key_wrap ...................... Passed 0.88 sec

Start 46: ckm_magma_cfb_errors

46/87 Test #46: ckm_magma_cfb_errors .................... Passed 0.96 sec

Start 47: ckm_magma_cfb_random

47/87 Test #47: ckm_magma_cfb_random .................... Passed 0.93 sec

Start 48: ckm_kuznyechik_key_gen

48/87 Test #48: ckm_kuznyechik_key_gen .................. Passed 1.05 sec

Start 49: ckm_kuznyechik_ecb

49/87 Test #49: ckm_kuznyechik_ecb ...................... Passed 0.95 sec

Start 50: ckm_kuznyechik_cbc

50/87 Test #50: ckm_kuznyechik_cbc ...................... Passed 0.94 sec

Start 51: ckm_kuznyechik_ctr

51/87 Test #51: ckm_kuznyechik_ctr ...................... Passed 0.97 sec

Start 52: ckm_kuznyechik_acpkm_ctr

52/87 Test #52: ckm_kuznyechik_acpkm_ctr ................ Passed 0.83 sec

Start 53: ckm_kuznyechik_ofb

53/87 Test #53: ckm_kuznyechik_ofb ...................... Passed 0.92 sec

Start 54: ckm_kuznyechik_cfb

54/87 Test #54: ckm_kuznyechik_cfb ...................... Passed 0.99 sec

Start 55: ckm_kuznyechik_omac

55/87 Test #55: ckm_kuznyechik_omac ..................... Passed 0.95 sec

Start 56: ckm_kuznyechik_acpkm_omac

56/87 Test #56: ckm_kuznyechik_acpkm_omac ............... Passed 0.83 sec

Start 57: ckm_kuznyechik_key_wrap

57/87 Test #57: ckm_kuznyechik_key_wrap ................. Passed 0.86 sec

Start 58: ckm_kuznyechik_cfb_random

58/87 Test #58: ckm_kuznyechik_cfb_random ............... Passed 0.95 sec

Start 59: ckm_gostr3410_key_pair_gen

59/87 Test #59: ckm_gostr3410_key_pair_gen .............. Passed 1.54 sec

Start 60: ckm_gostr3410_public_key_derive

60/87 Test #60: ckm_gostr3410_public_key_derive ......... Passed 2.49 sec

Start 61: ckm_gostr3410

61/87 Test #61: ckm_gostr3410 ........................... Passed 1.58 sec

Start 62: ckm_gostr3410_512

62/87 Test #62: ckm_gostr3410_512 ....................... Passed 1.79 sec

Start 63: ckm_gostr3410_key_derive

63/87 Test #63: ckm_gostr3410_key_derive ................ Passed 2.14 sec

Start 64: ckm_gostr3410_12_256_key_derive

64/87 Test #64: ckm_gostr3410_12_256_key_derive ......... Passed 2.05 sec

Start 65: ckm_gostr3410_12_512_key_derive

65/87 Test #65: ckm_gostr3410_12_512_key_derive ......... Passed 2.21 sec

Start 66: ckm_gostr3410_2012_256_vko_256
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66/87 Test #66: ckm_gostr3410_2012_256_vko_256 .......... Passed 2.07 sec

Start 67: ckm_gostr3410_2012_512_vko_256

67/87 Test #67: ckm_gostr3410_2012_512_vko_256 .......... Passed 1.36 sec

Start 68: ckm_gostr3410_2012_512_vko_512

68/87 Test #68: ckm_gostr3410_2012_512_vko_512 .......... Passed 2.21 sec

Start 69: ckm_gostr3410_key_wrap

69/87 Test #69: ckm_gostr3410_key_wrap .................. Passed 3.38 sec

Start 70: ckm_gostr3410_with_gostr3411

70/87 Test #70: ckm_gostr3410_with_gostr3411 ............ Passed 1.27 sec

Start 71: ckm_gostr3410_with_gostr3411_12_256

71/87 Test #71: ckm_gostr3410_with_gostr3411_12_256 ..... Passed 1.41 sec

Start 72: ckm_gostr3410_with_gostr3411_12_512

72/87 Test #72: ckm_gostr3410_with_gostr3411_12_512 ..... Passed 1.45 sec

Start 73: cka_always_authenticate

73/87 Test #73: cka_always_authenticate ................. Passed 2.34 sec

Start 74: keypair_import

74/87 Test #74: keypair_import .......................... Passed 1.42 sec

Start 75: ckm_tls_gost_prf

75/87 Test #75: ckm_tls_gost_prf ........................ Passed 1.05 sec

Start 76: ckm_tls_gost_prf_2012

76/87 Test #76: ckm_tls_gost_prf_2012 ................... Passed 1.04 sec

Start 77: ckm_tls_gost_pre_master_key_gen

77/87 Test #77: ckm_tls_gost_pre_master_key_gen ......... Passed 0.87 sec

Start 78: ckm_tls_gost_master_key_derive

78/87 Test #78: ckm_tls_gost_master_key_derive .......... Passed 1.00 sec

Start 79: ckm_tls_gost_key_and_mac_derive

79/87 Test #79: ckm_tls_gost_key_and_mac_derive ......... Passed 1.02 sec

Start 80: ckm_tls12_master_key_derive

80/87 Test #80: ckm_tls12_master_key_derive ............. Passed 1.03 sec

Start 81: ckm_tls12_key_and_mac_derive

81/87 Test #81: ckm_tls12_key_and_mac_derive ............ Passed 1.00 sec

Start 82: ckm_tls_mac

82/87 Test #82: ckm_tls_mac ............................. Passed 1.08 sec

Start 83: ckm_tls_kdf

83/87 Test #83: ckm_tls_kdf ............................. Passed 0.97 sec

Start 84: ckm_tls_tree_gostr3411_2012_256

84/87 Test #84: ckm_tls_tree_gostr3411_2012_256 ......... Passed 0.92 sec

Start 85: ckm_pkcs5_pbkd2

85/87 Test #85: ckm_pkcs5_pbkd2 ......................... Passed 1.05 sec

Start 86: ckm_pba_gostr3411_with_gostr3411_hmac

86/87 Test #86: ckm_pba_gostr3411_with_gostr3411_hmac ... Passed 0.99 sec

Start 87: create_obj

87/87 Test #87: create_obj .............................. Passed 7.67 sec

20



Ãëàâà 4. Òåñòèðîâàíèå 4.2. Çàïóñê òåñòîâ

100% tests passed, 0 tests failed out of 87

Total Test time (real) = 114.13 sec
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